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INTRODUCTION 

The Erasmus+ Project on creation of a Study Programme on IT Law, IT Security, Right to Privacy and 

Personal Data Protection was developed through several Outputs. The Outputs represent the different 

steps on the way to creating the prospective Study Programme and putting it into operation.  

Output I represents a Study on Labour Market Needs and Gaps in the Postgraduate Education Offer in the 

fields of IT Law, IT Security, Right to Privacy and Personal Data Protection. This Output gave an insight to 

the novelties to the EU policies under the Digital Market 2015, which introduce new obligations for a wide 

scope of public and private entities, beginning from 2018. These entities were questioned (through a 

questionnaire) about the type of employees they will potentially need to cope with the new challenges 

imposed by the EU. At the same time, students and professors at several universities were questioned 

(through a questionnaire) about the subject of interest to be included in a study programme. The subject 

of interest was structured through the questions and related to the skills that the employers need in order 

to be able to address the novelties of the EU policies under the Digital Market 2015. Both the 

questionnaires for the employers, as well as the questionnaire for the students and the professors were 

distributed in the countries of the partner institutions of this Erasmus+ Project - Bulgaria, Macedonia and 

Poland. 

The findings and the recommendations of the Study under Output I together with the results of the 

questionnaires served as basis for the work in Output III. 

The aim of Output III, that is the Output elaborated herein, is to propose courses to the prospective Study 

programme on IT Law, IT Security, Right to Privacy and Personal Data Protection. With the use results and 

recommendations form Output I, Output III provides for full consistency between the steps to the creation 

of the desired Study programme. Also, the partner institutions of the Erasmus+ project provided 

continuity in the work through the respective representatives in Output I and Output III. 

For the purposes of Output III, the aspects related to 6 new policy areas under the Digital Market 2015 

elaborated in Output I and used in the questionnaire for employers and the questionnaire for students 

and professors in Output I, were grouped in 7 chapters according to the subject matter: 

1. General Data Protection Regulation and Personal Data Protection 

2. Security of data processing 

3. Security of networks and information systems 

4. e-Privacy 

5. Rules and Regulation related to ICT 

6. Cloud Computing 

7. Big data and open data 
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Each of the 7 chapters contains the aspects related to one subject matter. Each of the aspects correspond 

to a question in either the questionnaire for employers or the questionnaire for students and professors, 

or in most cases to both questionnaires.  

The tasks of the partner institutions in Output III was to assess whether each of the offered aspect shall 

be developed into individual course or in some cases several aspects shall be combined into a single 

course. Such assessment was made for every one of the chapters. At the end of each chapters a list of 

recommended courses is provided. 

At the end of the document a list of courses is proposed for the prospective Study programme on IT Law, 

IT Security, Right to Privacy and Personal Data Protection. 
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METHODOLOGY  

The aim of Output III is to propose courses to the prospective Study programme on IT Law, IT Security, 

Right to Privacy and Personal Data Protection. In order to come to a list of proposed courses, the results 

and recommendations form Output I were used. 

Namely, for the purposes of Output III, the aspects related to 6 new policy areas under the Digital Market 

2015 elaborated in Output I and used in the questionnaire for employers and the questionnaire for 

students and professors in Output I, were grouped in 7 chapters according to the subject matter: 

1. General Data Protection Regulation and Personal Data Protection 

2. Security of data processing 

3. Security of networks and information systems 

4. e-Privacy 

5. Rules and Regulation related to ICT 

6. Cloud Computing 

7. Big data and open data 

The partners in the Erasmus+ project worked on each chapter as an individual document. The tasks of the 

partner institutions in Output III was to assess whether each of the offered aspect shall be developed into 

individual course or in some cases several aspects shall be combined into a single course. Such assessment 

was done per each aspect. The assessment was commenced based on research and expertise of the 

partner institutions.  

The assessment per each aspect consists of the following: 

- Course objectives and learning outcomes – what skills the students will develop within this course 

- Course content/content of the different aspects 
- Notes/ is it a stand-alone aspect or it shall be connected to other aspects 

- Relevant web links or references 

In the field  ”Course objectives and learning outcomes – what skills the students will develop within this 

course” the partner institutions of Output III offer a general input of the desired skills the students shall 

acquire upon completing the course that contains this aspect. In this regard they have taken into 

consideration the results of the Study (Output I) where the skills of the employees were assessed that will 

be potentially dealing with the new obligations derived from the relevant new EU policies under Digital 

Market 2015 effective as of 2018. 

In the field “Course content/content of the different aspects”, the partners offer information about all the 

issues that need to be addressed under the given course. These issues were cross-referenced with the 

new obligations for employers to be imposed with the relevant new EU policies under Digital Market 2015 

effective as of 2018, described in Output I. 
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In the field” Notes/ is it a stand-alone aspect or it shall be connected to other aspects” the partners suggest 

if the analyzed aspect is to be developed into a stand-alone course or not. In case the analyzed aspect is 

not to be a stand-alone course, the partners suggest what other aspects the analyzed aspect can be 

connected in order to form a course. In cases where both options are suggested, in the final results the 

aspect in question is considered as a stand-alone and also as part of another course. 

In the field “Relevant web links or references” the partners offered some recommended literature or 

useful links that they used for the research of Output III that can be of assistance for colleagues in further 

outputs that will be designing the courses (syllabus). 

Based on the stated above, at the end of this document a list of courses is proposed. However, given the 

fact that around 33 different courses are proposed, it is necessary to make a list of top courses. The list of 

top courses is made based on mathematical calculation in order to provide objective results of Output III. 

Namely, there is a list of courses proposed. Next to each of the courses the aspect or the aspects 

composing the course is/are outlined. Each aspect is derived either from the questionnaire for employers 

or the questionnaire for students and professors, or in most cases from both questionnaire. Therefore, to 

each of the aspects a certain percentage is attributed based on the percentages in the results of the 

questionnaires in Output I (provided in Annex I).  

The first step in creating the list of top courses was to calculate the percentages of the aspects. 

The percentages attributed to the aspects were as follows: 

- If the aspect was only in the questionnaire for students and professors, the percentage attributed 

to this aspect is then taken only from that questionnaire 

- If the aspect was only in the questionnaire for employers, the percentage attributed to this aspect 

is then taken only from that questionnaire 

- If the aspect was both in in the questionnaire for students and professors and in the questionnaire 

for employers, the percentage attributed to this aspect is then calculated as an average between 

the two (the two percentages are summed up and the result is divided by two). 

The second step in creating the list of top courses was to calculate the percentages of the courses. 

The percentages attributed to the courses were as follows: 

- If the course is based on an aspect that was suggested to be a stand-alone course, then the 

percentage of the course is equivalent to the percentage of the aspect 

- If the course is based on several aspects that were suggested to be connected in one course, then 

the percentage of the course is calculated as an average of the percentage of the aspects it is 

composed of (the percentages of the individual aspects are summed up and the result is divided 

by the number of aspects included in the course). 

The last step was to make the top list based on the ranking of the courses (based on the percentages). 
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Output III offers actually two top lists of courses. In the first list the courses were taken as advised by the 

partners in the list of recommended courses.  The second list is based on the alternatives. In the list of 

recommended courses in the column on notes, for some of the aspects the partners in Output III indicated 

that it can be both stand-alone and/or connected to another aspect. Thereby, the second top list presents 

the results of the alternative.  

Fortunately, upon comparison of the results, it can be concluded that the top ranking courses remain the 

same. The results are absolutely the same from course No. 1 to course No. 7, whereas from course No.8 

onwards, despite few changes in the positions, the courses that are in the top 18 are the same. No 

significant changes are noticed from course No. 18 to course No. 32/33, but given the fact that these 

courses will be recommended only as optional, their ranking is irrelevant to the list. 

Based on this applied methodology, it can be concluded that Output III offers a consistent list of courses 

for the prospective Study programme on IT Law, IT Security, Right to Privacy and Personal Data Protection. 
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GENERAL DATA PROTECTION REGULATION AND PERSONAL DATA PROTECTION 

 

 

Description of the aspects/courses 

 

This document contains several aspects of “General Data Protection Regulation and Personal Data 

Protection”. Each aspect has a different weight and meaning for data protection.  

 

Thinking in terms of a study programme, these aspects are necessary to be incorporated within a certain 

course or some of them can be a course on its own. The expert team working on this document provided 

information and description of the aspects. These information and description determine if the aspects 

are to be individual (standalone) courses or if several aspects are to be combined into a single course. 

 

The same structure applies for each aspect (topic), as provided in the tables below.  

 

At the end of the document, a list of courses is proposed with reference to the aspects on data protection. 

 

  

Title of the aspect: 
 

How to assess the circumstances and the protection measures taken in 
case of data incident? 

Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

Objectives of the course include: 

 Acquiring skills to perform risk assessment; 

 Introduction to the legal base setting the requirements for 

measures to be taken; 

 Acquiring skills to access accidents; 

 To know how to apply technical/organizational measures 

Course content/content of 
the different aspects 
 

1. The course will cover: 
1.Risk assessment; 

 Identifying hazards; 

 Deciding who might be harmed and how; 

 Evaluating the risks and decide on control measures; 

 Recording  findings and implementing them; 

 Reviewing the assessment and update if necessary; 

 Basic elements of technical/organizational measures;  

 Number of safeguards and possible risks/threats;  

 Periodic control of the information system;  
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 knowledge of PIA/Privacy by design tools;  

 European and national legal requirements 

 

2. Accident assessment 

 Steps to perform the assessment: fact gathering, fact analysis, 

conclusion drawing, counter-measures. 

 Types of analysis: casual, expert, organizational. 

Notes/ is it a stand-alone 
aspect or it shall be 
connected to other 
aspects? 

To be connected with the aspects from the section “Security of Data 
Processing” that deal with recovering of data after incidents occurred in 
processing (Disaster Recovery in Data Processing) 
 
 

Relevant web links or 
references 

https://ico.org.uk/media/for-organisations/documents/1595/pia-code-
of-practice.pdf 
http://eur-lex.europa.eu/legal-
content/en/TXT/?uri=CELEX%3A32016R0679 
https://dzlp.mk/en/node/3568 

 

 

Title of the aspect: 
 

How to handle risks that are presented by processing, in particular from 
accidental or unlawful destruction, loss, alteration, unauthorized 
disclosure of, or access to personal data transmitted, stored or 
otherwise processed? 

Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

The course has the following objectives: 

 To acquaint the students  with the tools for preparing risk 

management plans 

 To teach the students how to perform qualitative and 

quantitative risk analysis 

 To acquaint them with the risk management strategies  

 To acquire ICT skills to provide security measures to prevent 

from abuse, deletion, transfer of data  

 

Course content/content of 
the different aspects 
 

1.      
1.    The course will include:  

2.    – Risk management plans: development, review, update and monitoring 

3.    – Qualitative and quantitative risk analysis – tools and techniques. 

4.    – Risk management strategies: 

• Avoid 

• Transfer 

https://ico.org.uk/media/for-organisations/documents/1595/pia-code-of-practice.pdf
https://ico.org.uk/media/for-organisations/documents/1595/pia-code-of-practice.pdf
http://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX%3A32016R0679
http://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX%3A32016R0679
https://dzlp.mk/en/node/3568
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7.    – Insurance 

8.    – Contracts 

• Mitigate 

• Accept  

 

Notes/ is it a stand-alone 
aspect or it shall be 
connected to other 
aspects? 

To be connected with the aspect from the section on Security of Data 
Processing: 
“How to recognize risks that are presented by processing of data” 
 

Relevant web links or 
references 

PMBOK 5th edition 

 

 

Title of the aspect: 
 

How to stop any data breach in progress and communicate effectively to 
the rest of the organization the details about the incident and likely 
impact? 

Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

The students who will complete this course shall: 
- be able to recognize that data breach is in progress;  
- be able to prepare prompt training on the spot about decreasing 

the impact of the incident;  
- acquire skills for handling data breaches dealing  tools; 
- acquire skills for effective internal communication 

Course content/content of 
the different aspects 
 

1.    The course includes content which corresponds with its objectives: 
1. Handling data breaches dealing  tools 

· Data minimization 

· Periodic risk assessments 

· Broadening the scope of protection measures 

· Vendors and partners engagement policy 

2. Effective internal communication in case of a data breach 

· Developing a clear chain of command and 

communication 

· Developing notification protocols and mechanisms 

· Managing communication channels 

3. Obligation for DPA notification (DPO’s role in the process) 

4. Data subject notification 

 

 

Notes/ is it a stand-alone 
aspect or it shall be 

To be connected with the aspects from the section “Security of Data 
Processing” that deal with recovering of data after incidents occurred in 



General Data Protection Regulation and Personal Data Protection 

   13 
 

connected to other 
aspects? 

processing (Disaster Recovery in Data Processing) 

Relevant web links or 
references 

Federal Information Security and Data Breach Notification Laws 
https://fas.org/sgp/crs/secrecy/RL34120.pdf 

 

 

 

Title of the aspect: 
 

How to deliver details on when the data breach occurred, the amount of 
data potentially lost and the mechanism used to exfiltrate the data? 

Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

This aspect has the same goal as the aspect on “Practical knowledge on 
testing or assessing the security of the processing” in the section 
Security of data processing: 
 
“The aim of this course is to teach students basic methods of software 
testing and testing data preparation for detecting programming bugs 
during the system development process. 
The course will cover the variety of methodologies and organisational 
requirements for a large range of testing schemes and levels. 
The course will explain testing classifications and different types of 
testing. The students will acquire knowledge of performance periodical 
control and PIA tool. “ 
 

Course content/content of 
the different aspects 
 

1. This aspect has the same goal as the aspect on “Practical knowledge on 
testing or assessing the security of the processing” in the section 
Security of data processing. 

2.  
3. The course will cover the following: 
4.  

1.    Knowledge of performance periodical control and PIA 

methodology 

2.    Information Security Assessments: Methodologies and 

Techniques 

3.    Planning, Conducting, and Evaluating Security Assessments 

4.    Testing and Examination Techniques 

5.    Comparing Tests and Examinations 

-External security testing 

-Internal security testing 

-Overt security testing, 

- Covert security testing 

 
Testing: 

https://fas.org/sgp/crs/secrecy/RL34120.pdf
https://fas.org/sgp/crs/secrecy/RL34120.pdf
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The main elements of software testing process: 

- Test plan (two different approaches: Bottom up and Top down 

testing); 

- Conducting and reporting test results, 

- Addressing outstanding issue. 

  

The main  role of the following test types: 

- Unit testing; 

- Interface or integration testing; 

- System testing final acceptance testing; 

- Alfa and beta testing; 

- Pilot testing; 

- White box testing; 

- Black box testing; 

- Function/validation testing; 

- Regression testing; 

- Parallel testing; 

- Sociability testing. 

  

      Business continuity plan and its testing (desk-based evaluation/paper 

test, preparedness test, full operational test) 

 

Notes/ is it a stand-alone 
aspect or it shall be 
connected to other 
aspects? 

This is not a stand-alone aspect. It shall be connected with some of the 
other aspects on security of data processing,  particularly with auditing 
process and/or Connected to where PIA is mentioned  
 

Relevant web links or 
references 

- William E. Perry, Efective Methods for Software Testing 
Kshirasagar Naik, Priyadarshi Tripathy, Soiftware testing and quality 
assurance Theory and practice, Wiley edition 

- Security Controls Evaluation, Testing, and Assessment Handbook 
1st Edition, Authors: Leighton Johnson 
 

 

 

 

Title of the aspect: 
 

How to use a technology that can identify data breaches via different 
means: hackers, infected machines, lost credentials, sharing of 
information on unsafe cloud services etc.? 
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Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

This aspect has the same goal as the aspect on “How to apply 
appropriate technology to keep the data secure?” in the section Security 
of data processing. 
 
“Data security is about keeping data safe. Many individuals, small 
businesses and major companies rely heavily on their computer systems. 
If the data on these computer systems is damaged, lost, or stolen, it can 
lead to disaster. 
To mitigate a risk it is necessary to apply appropriate tools like access 
control system, cryptography and any other solutions. Most of them 
need proper installation and configuration. These tools should be 
configured, that each user has only access to information needed to 
perform a task dedicated to him. 
There are also tools used for mitigating or eliminating some effects of 
criminal activity like theft of information or illegal disclose. 
The students who complete this course will be able to identify different 
tools for ensuring security and implement them for enhancing security. 
They will learn the solution to: 
-lost or damaged during a system crash - especially one affecting the 
hard disk 
-corrupted as a result of faulty disks, disk drives, or power failures 
-lost by accidentally deleting or overwriting files 
-lost or become corrupted by computer viruses 
-hacked into by unauthorised users and deleted or altered 
-destroyed by natural disasters, acts of terrorism, or war 
-deleted or altered by employees wishing to make money or take 
revenge on their employer”  
 

Course content/content of 
the different aspects 
 

1. The course will include the following: 
1. Establishing and implementing a written data breach response 

policy. The key steps involve 

• Incorporating applicable breach notification legal requirements; 

• Identifying the incident response team; 

• Assigning and establishing team roles and responsibilities, along 

with specifying access credentials. 

2. Reviewing information system(s) and data and identifying where 

sensitive information resides. This can be done by 

• Eye-viewing who is approved for access 

• Implementing mitigation controls designed to prevent and detect 

unauthorized access, theft, or misuse of sensitive data 

• Implementing security controls, such as encryption of sensitive 

data in motion and at rest (where feasible); 

• Employing automated tools, like Intrusion Detection/Prevention 

Systems, next generation firewalls, and anti-virus and anti-malware 
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tools, to monitor and alert about suspicious or anomalous activity; 

• Using Data Loss Prevention solutions to track the movement and 

use of information within your system, to detect and prevent the 

unintentional disclosure of sensitive data, for both data at rest and data 

in motion; 

• Periodically testing and checking privacy and information security 

controls (e.g., through the use of “real-life” exercises) to validate their 

effectiveness as part of a risk management program.  

 

This aspect has the same goal as the aspect on “How to apply appropriate 

technology to keep the data secure?” in the section Security of data 

processing. Thus, the following applies as well: 

 

“The course will cover: 

 Protecting yourself against viruses by running anti-virus software 

(Licensed software versus pirate - risks and benefits ) 

 Access control systems build in operating systems, data bases and 

applications 

 Access control system topology (inheritance, principle of least 

privilege, principle of least authority)  

 using a system of passwords so that access to data is restricted 

 allowing only authorised staff into certain computer areas, eg by 

controlling entry to these areas by means of ID cards or magnetic 

swipe cards 

 Cryptographic tools and Hash functions (using data encryption 

techniques to code data so that it makes no apparent sense) 

 Electronic signature and its standards 

 Electronic stamp 

 Secure network protocols (HTTPs, SFTP, SSL/TLS) 

 making regular backups of files (backup copies should be stored in 

fireproof safes or in another building) 

 safe storage of important files stored on removable disks, such as 

locked away in a fireproof and waterproof safe 

 always logging off or turning terminals off and if possible locking 

them 

 avoiding accidental deletion of files by write-protecting disks” 

 

Notes/ is it a stand-alone 
aspect or it shall be 
connected to other 

This is not a stand-alone aspect. It shall be connected with some of the 
other aspects on security of data processing 
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aspects? 

Relevant web links or 
references 

 David F. Ferraiolo, D. Richard Kuhn, Ramaswamy Chandramouli, Role 
Based Access Control, Artech House, Boston - London 2003 

 Privacy Enhancing Technologies: Evolution and State of the Art – 
ENISA Publications on 
https://www.enisa.europa.eu/publications/pets-evolution-and-
state-of-the-art 

 Cryptography and Data Security 1st Edition, by Dorothy Elizabeth 
Robling Denning 

 Data-Driven Security: Analysis, Visualization and Dashboards by Jay 
Jacobs, Bob Rudis 

 

 

 

Title of the aspect: 
 

Rules and obligations on personal data protection 

Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

The goal of this course is to teach students about the different legal 

obligations that apply to personal data processing. The course will: 

- explain how data protection within the EU is governed by for the 

main part by one regulation, the GDPR 

- look into the obligations upon the data controller, processor 

- present  the rights the data subjects have 

- integrate and compare with the national legal framework on 

data protection 

Course content/content of 
the different aspects 
 

The course will cover: 

1. GDPR as the successor of the Directive 95/46 

2. Definitions, categories of data 

3. Data processing principles  

4. Legal grounds for processing, child’s consent, legitimate interest 

(i.e. with marketing online) Obligations of the data controllers, 

DPIA, notification, prior consultation, records of activities.  

5. DPO  

6. Rights of the data subjects.   

7. Data transfers. 

8. Privacy shield and  

9. EC decisions regarding countries outside of the EU 

10. Law enforcement in the data protection sector 

11. National by-laws. 

Notes/ is it a stand-alone It is part of the course on Data Protection and Privacy 

https://www.enisa.europa.eu/publications/pets-evolution-and-state-of-the-art
https://www.enisa.europa.eu/publications/pets-evolution-and-state-of-the-art
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aspect or it shall be 
connected to other 
aspects? 

Relevant web links or 
references 

- Working group Article 29; 
-  CoE data protection  

 

 

 

Title of the aspect: 
 

How to restore the availability and access to personal data in a timely 
manner in the event of a physical or technical incident? 

Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

The goal of this course is to teach the students how to promptly act after 

data incidents occurs and how to restore proper functionality and 

availability. 

Course content/content of 
the different aspects 
 

1.    The course includes content which corresponds with its objectives: 

- Development of accident response strategy 
- Utilization of encryption mechanisms 
- Development of back-up copies 
- Notification of personal data breach to the supervisory authority 

and data subjects  
- Purpose of documents like the Information Security Incident 

Policy and Backup Policy. 

Notes/ is it a stand-alone 
aspect or it shall be 
connected to other 
aspects? 

To be connected with the aspects from the section “Security of Data 
Processing” that deal with recovering of data after incidents occurred in 
processing (Disaster Recovery in Data Processing) 
 

Relevant web links or 
references 

 

 

 

 

Title of the aspect: 
 

How to provide pseudonymisation and encryption of personal data? 
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Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

The purpose of this course is to teach students of the advantages of 

pseudonymisation and data encryption. What is the difference between 

regular data and pseudonymized, as well as anonymized. 

It includes introduction of the legal framework regulating the issue, good 

practices, case studies. 

 

This is the non-technical aspect. The technical aspect on data encryption 

is entailed in the section on Security of Data Processing:” How to use 

encryption or other mechanisms to prevent data loss?” 

Course content/content of 
the different aspects 
 

1 The course includes the following content: 

● GDPR on anonymization and pseudonymization - Is 

pseudonymized data still personal data 

● Anonymization as a tool for protection of data 

● AOL search data leak of 2006 

● Dynamic data masking 

● WP29 on pseudonymization - hashing and tokenization 

● Data subject’s rights with pseudonymized / anonymized data 

● Case studies (AOL search data leak of 2006) 

Notes/ is it a stand-alone 
aspect or it shall be 
connected to other 
aspects? 

It is part of the course on Data Protection and Privacy 

Relevant web links or 
references 

http://ec.europa.eu/justice/data-protection/article-
29/documentation/opinion-recommendation/files/2014/wp216_en.pdf 
 

 

 

 

Title of the aspect: 
 

Data protection aspects related to contract law, legal remedies and 
actions for damages 

Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

The aim of this course is to present examples and case law on data 
protection; actions for damages where data subjects seek for 
compensation; use/abuse of privacy clauses in contracts. 
The course will also present examples and case law on data protection. 
Cases that have been resolved by the European Court of Justice and 
have significantly influenced data protection in the European Union. 

Course content/content of 
the different aspects 
 

The course includes the following content: 
 Risk analysis of the contract relations with vendors and suppliers; 
 Gap analysis of contracts and agreements with regard to personal 

http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2014/wp216_en.pdf
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2014/wp216_en.pdf
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data protection; 
 Acquiring and utilizing consent in accordance with the regulations 

on data protection; 
 Shared responsibility between the controller and the processor; 
 Legal tools for protection of data controllers in the controller – 

processor relationship; 
Legal remedies for natural persons – options and practice. 
 
The course will also present examples and case law on data protection. 
Examples of important ECJ cases: 

1. 1. Case C‑434/16 Peter Nowak v Data Protection Commissioner 
2. 2. Case C-101/01 Bodil Lindqvist 
3. 3. Case C‑212/13 František Ryneš v Úřad pro ochranu osobních údajů 
4. 4. Case C‑362/14 Maximillian Schrems v Data Protection Commissioner 
5. 5. Case C‑131/12 Google Spain SL, Google Inc. v Agencia Española de 

Protección de Datos (AEPD), Mario Costeja González 
 

 

Notes/ is it a stand-alone 
aspect or it shall be 
connected to other 
aspects? 

It is part of the course on Data Protection and Privacy 

Relevant web links or 
references 

https://www.whitecase.com/publications/article/chapter-11-
obligations-processors-unlocking-eu-general-data-protection 

 

 

 

 

Title of the aspect: 
 

Data protection aspects related to cloud computing services 

Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

The purpose of this course is to explain the complex aspects of data 

protection in connection to cloud computing; How does cloud computing 

influence the issue of data protection; Is the location of the cloud 

computing service provider relevant and how can data be secured; 

The way cloud computing influences the issue of data protection; The 

relevance of the location of the cloud computing service provider and how 

to secure data. 

 

Course content/content of 
the different aspects 
 

The course includes the following content: 

1. What is cloud computing 

https://www.whitecase.com/publications/article/chapter-11-obligations-processors-unlocking-eu-general-data-protection
https://www.whitecase.com/publications/article/chapter-11-obligations-processors-unlocking-eu-general-data-protection
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2. Server localization of the service provider.  

3. Contractual issues, scope, subcontractors, deletion procedures, 

4. Service provider’s encryption methods 

5. data subject’s rights 

6. Audits 

7. Competence to provide audit/supervision of the legality of the 

procession of personal data. 

Notes/ is it a stand-alone 
aspect or it shall be 
connected to other 
aspects? 

It can either be part of the Course on Cloud Computing or Privacy and 
Data Protection 

Relevant web links or 
references 

 

 

 

Conclusions:  

1. Based on the information and description of the aspects above, the aspects can be categorised 

in there groups: 

a. Aspects on security of data processing  (processing mechanisms)  

b. Aspects on recovering of data after incidents (reaction mechanisms) 

c. Legal aspects on privacy and data security 

 

2. The aspects that deal with processing mechanisms on data security will be delivered through a 

course called Security of Data Processing 

 

3. The aspects that deal with recovering of data after incidents occurred in processing, will be 

summed in a course titled Disaster Recovery in Data Processing 

 

4. The aspects that refer to the privacy rights of the individuals, such as the ones derived from the 

GDPR, will be summed in a course titled Privacy and Data Protection 

 

5. The grouping of the aspects in courses is provided in the table below.  

No
. 

Aspect  title Standal
one 
Y/N 

Course title Prerequisite Note 

1 How to assess the 
circumstances and 
the protection 

N Disaster Recovery in 
Data Processing 

/  
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measures taken in 
case of data 
incident? 

2 How to handle 
risks that are 
presented by 
processing, in 
particular from 
accidental or 
unlawful 
destruction, loss, 
alteration, 
unauthorized 
disclosure of, or 
access to personal 
data transmitted, 
stored or 
otherwise 
processed 

N •Option 1: Data 
integrity 
•Option 2: 
Information integrity 
or  
•Option 3: 
Preservation of data 
security. 

/ To be connected 
with the aspect 
from the section on 
Security of Data 
Processing: 
“How to recognize 
risks that are 
presented by 
processing of data” 
 

3 How to stop any 
data breach in 
progress and 
communicate 
effectively to the 
rest of the 
organization the 
details about the 
incident and likely 
impact 

N Disaster Recovery in 
Data Processing 
 

/  

4 How to deliver 
details on when 
the data breach 
occurred, the 
amount of data 
potentially lost and 
the mechanism 
used to exfiltrate 
the data 

N Security of data 
processing 
 

 This can also be 
part of the course 
on Disaster 
Recovery in Data 
Processing 
 
 

5 How  to use a 
technology that 
can identify data 
breaches via 
different means: 
hackers, infected 
machines, lost 
credentials, 
sharing of 
information on 
unsafe cloud 
services etc. 

N Security of data 
processing 
 

 This can also be 
part of the course 
on: 
•Option 1: Data 
integrity 
•Option 2: 
Information integrity 
or  
•Option 3: 
Preservation of 
data security (all 
are titles to the 
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same course, just 
an option needs to 
be selected) 
 

6 Rules and 
obligations on 
personal data 
protection 

N Data Protection and 
Privacy 

  

7 How to restore the 
availability and 
access to personal 
data in a timely 
manner in the 
event of a physical 
or technical 
incident? 

N 
 
 

Disaster Recovery in 
Data Processing 

  

8 How to provide 
pseudonymisation 
and encryption of 
personal data? 

N Data Protection and 
Privacy 

 This is the non-
technical aspect. 
The technical 
aspect on data 
encryption is 
entailed in the 
section on Security 
of Data 
Processing:” How 
to use encryption or 
other mechanisms 
to prevent data 
loss?” 

9 Data protection 
aspects related to 
contract law, legal 
remedies and 
actions for 
damages 

N Data Protection and 
Privacy 

  

10 Data protection 
aspects related to 
cloud computing 
services 

N 1.Course on Cloud 
Computing or 
 
2.Privacy and Data 
Protection 
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SECURITY OF DATA PROCESSING 

 

Description of the aspects/courses 

 

This document contains several aspects of “Security of data processing”. Each aspect has a different 

weight and meaning for processing data in a secure manner.  

 

Thinking in terms of a study programme, these aspects are necessary to be incorporated within a certain 

course or some of them can be a course on its own. The expert team working on this document provided 

information and description of the aspects. These information and description determine if the aspects 

are to be individual (standalone) courses or if several aspects are to be combined into a single course. 

 

The same structure applies for each aspect (topic), as provided in the tables below.  

 

At the end of the document, a list of courses is proposed with reference to the aspects on security of data 

processing. 

 

Title of the aspect: 
 

How to use encryption or other mechanisms to prevent data loss? 

Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

The aim of this course/aspect is to teach students how to prevent data 
loss and data leak. To achieve this, students will be taught how to apply 
software that prevents data loss. Students will also be taught on the 
particularities on detecting potential data breaches and data exfiltration 
transmissions through monitoring, detecting and blocking sensitive data. 
Students upon completing this aspect/course will have the knowledge 
how to apply technical mechanisms, such as encryption of data to 
prevent data loss. The students will also learn what types of data should 
be encrypted.  

Course content/content of 
the different aspects 
 

1.    The course will cover data encryption, data authentication and data 
authorizations, being the best examples about technical mechanisms that 
prevent data loss and data encryption being the most effective 
mechanism to protect confidential information. 
The course will explain in particular the difference between symmetric 

and asymmetric cryptography and its using in some cryptographics 

application and protocols like SSL/TSL. 

2.    The course will cover the detecting of potential data breaches and data 
exfiltration transmissions through monitoring, detecting and blocking 
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sensitive data in three cases: 
a.        while the data is in use (endpoint actions) 
b.      while the data is in motion (network traffic) and 
c.       while the data is at rest (data storage).   
 

This course should encompass content about: 1. terminology of 
categories of personal data, types of data, scope of data i.e. combination 
of data that could be seen as personal data; 2. The performance of 
encryption, how to use it properly and when.  
 

Notes/ is it a stand-alone 
aspect or it shall be 
connected to other 
aspects? 

This is not a stand-alone aspect.  
1. It can be connected with other aspects on preserving data 

security or  
2. It can be connected to other courses, such as: 

-Cryptography 

-Network Security Architectures or 

-Coding Theory 

Relevant web links or 
references 

 

- Asaf Shabtai, Yuval Elovici, Lior Rokach, A Survey of Data Leakage 

Detection and Prevention Solutions, Springer-Verlag New York 

Incorporated, 2012 

-Hacking: The Art of Exploitation,by Jon Erickson 

 

 

 

 

Title of the aspect: 
 

How to recognize risks that are presented by processing of data? 

Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

To recognise the risks presented by processing of data is a risk 
management process. There are internationally adopted standards (such 
as ISO/IEC 27005:2011) which intend to manage risks that could 
compromise the organization's information security. These standards are 
applicable to all types of organizations (e.g. commercial enterprises, 
government agencies, non-profit organizations).  Each of these entities 
needs the knowledge to react in order to ensure that its information 
assets are suitably protected. The students who will complete this 
course/aspect will have the knowledge to be the individuals responsible 
for their organisation's Information security.  
 

Course content/content of 
the different aspects 

The course will cover: 
● Normative references 
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 ● Terms and definitions 

● Information Security Risk Assessment (ISRA) 

○ Defining the scope of the process 

○ Asset valuation and impact assessment 

○ Examples of Typical Threats 

○ Vulnerabilities and vulnerability assessment methods 

● Information Security Risk Treatment 

● Information security Risk Acceptance 

● Information security Risk Communication 

● Information security Risk Monitoring and Review 

Notes/ is it a stand-alone 
aspect or it shall be 
connected to other 
aspects? 

It is not a standalone, can be connected to other aspects on preserving 
security of data processing 
   

Relevant web links or 
references 

 
● ARTICLE 29 DATA PROTECTION WORKING PARTY , 2017, 

Guidelines on Data Protection Impact Assessment (DPIA) and 
determining whether processing is “likely to result in a high risk” 
for the purposes of Regulation 2016/679 

● Ref.doc. European Data Protection Supervisor, 2016, Guidance 
Security Measures for Personal Data Processing Article 22 of 
Regulation 45/2001 

● 2.   ISO/IEC 27005:2011 Information technology — Security 
techniques — Information security risk management  (second 
edition) 

● Introduction To ISO 27005 
(ISO27005)http://www.27000.org/iso-27005.htm 

● ISO/IEC 27001 
● ISO/IEC 9001 

 

 

 

Title of the aspect: 
 

How to ensure confidentiality, integrity, availability and resilience of 
processing systems and services ? 

Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

The students who will complete this course/aspect will have the 
knowledge about how to introduce and manage data access system and 
how to use different tools for ensuring confidentiality, integrity and 
availability of processed personal data. They will have knowledge on 
back up of data and how to create a procedure for backup (as backup 

http://www.27000.org/iso-27005.htm
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must be normatively prescribed. 

Course content/content of 
the different aspects 
 

1. The course will introduce performing backup of data, the manner of 
storing backup at a different location and the functionality of backup; 
The course will cover the use of different tools for access control, data 

encryption and  for ensuring confidentiality; 

The course will explain using electronic signature and hash functions for 

ensuring data integrity and system integrity. It will also provide some 

example of hash function and its characteristics (susceptibility to break 

down); 

The course will cover IT system and network architectures and governing 

for ensuring the ability to restore the availability and access to personal 

data in a timely manner in the event of a physical or technical incident;   

The main tools for ensuring data security are proper introduced and 

managed technical and organisational means for ensuring confidentiality, 

integrity and availability. There are international standards like ISO/IEC 

27002:2013 and good practices issued by international organisations 

(ISACA, ISSA) which can be applicable for Information System Managing 

Security. They will be covered with the course. 

 

Notes/ is it a stand-alone 
aspect or it shall be 
connected to other 
aspects? 

Option 1. Stand alone  
 
Option 2. This is not a stand-alone aspect. It shall be connected with 
some of the other aspects on security of data processing  

Relevant web links or 
references 

 Guidelines for SMEs on the security of personal data processing – 

ENISA Publications on 

https://www.enisa.europa.eu/publications/guidelines-for-smes-on-

the-security-of-personal-data-processing 

 ISO/IEC 27002:2013 Information technology — Security techniques 

— Code of practice for information security controls 

 ISO/IEC 24762:2008 Information technology — Guidelines for 

information and communications technology disaster recovery 

services 

 

 

Title of the aspect: 
 

How to apply appropriate technology to keep the data secure? 
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Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

Data security is about keeping data safe. Many individuals, small 

businesses and major companies rely heavily on their computer systems. 

If the data on these computer systems is damaged, lost, or stolen, it can 

lead to disaster. 

To mitigate a risk it is necessary to apply appropriate tools like access 

control system, cryptography and any other solutions. Most of them 

need proper installation and configuration. These tools should be 

configured, that each user has only access to information needed to 

perform a task dedicated to him. 

There are also tools used for mitigating or eliminating some effects of 

criminal activity like theft of information or illegal disclose. 

The students who complete this course will be able to identify different 
tools for ensuring security and implement them for enhancing security. 
They will learn the solution to: 

-lost or damaged during a system crash - especially one affecting the 

hard disk 

-corrupted as a result of faulty disks, disk drives, or power failures 

-lost by accidentally deleting or overwriting files 

-lost or become corrupted by computer viruses 

-hacked into by unauthorised users and deleted or altered 

-destroyed by natural disasters, acts of terrorism, or war 

-deleted or altered by employees wishing to make money or take 

revenge on their employer 

 

Course content/content of 
the different aspects 
 

The course will cover: 

 Protecting yourself against viruses by running anti-virus software 
(Licensed software versus pirate - risks and benefits ) 

 Access control systems build in operating systems, data bases and 
applications 

 Access control system topology (inheritance, principle of least 
privilege, principle of least authority)  

 using a system of passwords so that access to data is restricted 

 allowing only authorised staff into certain computer areas, eg by 
controlling entry to these areas by means of ID cards or magnetic 
swipe cards 

 Cryptographic tools and Hash functions (using data encryption 
techniques to code data so that it makes no apparent sense) 

 Electronic signature and its standards 

 Electronic stamp 

 Secure network protocols (HTTPs, SFTP, SSL/TLS) 

 making regular backups of files (backup copies should be stored in 
fireproof safes or in another building) 

 safe storage of important files stored on removable disks, such as 
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locked away in a fireproof and waterproof safe 

 always logging off or turning terminals off and if possible locking 
them 

 avoiding accidental deletion of files by write-protecting disks 
 

Notes/ is it a stand-alone 
aspect or it shall be 
connected to other 
aspects? 

This is not a stand-alone aspect. It shall be connected with some of the 
other aspects on security of data processing to make it a course, such as  
Information Security 

Relevant web links or 
references 

  David F. Ferraiolo, D. Richard Kuhn, Ramaswamy Chandramouli, 

Role Based Access Control, Artech House, Boston - London 2003 

 Privacy Enhancing Technologies: Evolution and State of the Art – 

ENISA Publications on 

https://www.enisa.europa.eu/publications/pets-evolution-and-

state-of-the-art 

 Cryptography and Data Security 1st Edition, by Dorothy Elizabeth 

Robling Denning 

 Data-Driven Security: Analysis, Visualization and Dashboards by Jay 

Jacobs, Bob Rudis 

 

 

Title of the aspect: 
 

Legal aspects of data processing security 

Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

The students are able to identify key challenges to online security and 
legal measures aimed at mitigating them. They view online networks as 
parts of critical infrastructure and understand measures required by law 
in order to protect national and international security. They understand 
objective of the EU NIS Directive and perceive the duties it endows onto 
critical infrastructure operators.  
 
Knowledge of the process of processing data (definition of the 
“procession” all types of data on all types of processing)  
To identify which technical and organizational measures should be 
applied in order to follow the legal aspects - GDPR  
 

Course content/content of 
the different aspects 
 

1.    1. International cybersecurity - landscape and challenges 2. Legal 
measures aimed at mitigating cyberthreats 3. Telecommunication and 
internet networks as critical infrastructure 4. ISP liability and due diligence 
in securing critical infrastructure 5. E-commerce and consumer security 6. 
definition of the “procession” all types of data on all types of processing 
7. technical and organizational measures should be applied in order to 

https://www.enisa.europa.eu/publications/pets-evolution-and-state-of-the-art
https://www.enisa.europa.eu/publications/pets-evolution-and-state-of-the-art
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follow the legal aspects - GDPR  
 
 
 

Notes/ is it a stand-alone 
aspect or it shall be 
connected to other 
aspects? 

The background for this course is discussed in the section on ICT law.  

Relevant web links or 
references 

M. Schmidt (ed.) The Tallinn Manual 2.0, OUP, 2016  
J. Kulesza, R. Balleste, Cybersecurity and Human Rights in the age of 
cyberveillance, Rowman and Littlefield 2015 

 

 

 

Title of the aspect: 
 

How to conduct transfer of data in a secure manner? 

Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

The students will be able to identify key challenges to transfer online 
data in secure way using cryptographic tools. They will gain the 
knowledge on: 

- transfer of data (when and where);  
- which general measures to be taken when transfer;  
- which data can be transferred;  
-  which security measures to be taken in relation to the type of 

data, and 
- which surrounding (countries) provide proper level of protection 

of data. 
The students will learn the different methods of transfer like using directly 

cryptographic tools for transferred data and cryptographic protocols (data 

encapsulation) used for secure transfer. 

The course will cover also the problems of securing identification of data 
source and destination (certification of servers and internet domains).  
 

Course content/content of 
the different aspects 
 

       Legal provisions of GDPR in relation to transfer of data; Privacy Shield 

about: 

1. Paper Records; 

2. Email and Personal Productivity Software; 

3. Electronic Remote Access; 

4. Laptops/Notebooks; 

5. Mobile Storage Devices; 

6. Data Transfers; 



Security of data processing  

 

   31 
 

7. Inappropriate Access/Audit Trail Monitoring; 

8. Breach Management. 

 
Internet security issues and their solution 

 
1. Infrastructure - SAS70 type II / SSAE16 compliant data centers to 

ensure that private data is protected. It is the industry gold 
standard for the robust delivery and security of data. Not all data 
centers are able to meet such strict standards. Learn more about 
SAS70 and SSAE16;  

2. Life Cycle Encryption Keys; 
3. Data Handling; 
4. Proprietary Deletion Process; 
5. Transport; 
6. HTTPS Sessions - Using cryptographic protocols (HTTPs, SFTP, 

SSL/TLS); 
7. Password Protection; 
8. AES Storage; 
9. Advanced Security; 
10. Cryptographic elements in IPSec protocol; 
11. Installing certificates for secure identification data transfer end 

points.    
      

Notes/ is it a stand-alone 
aspect or it shall be 
connected to other 
aspects? 

This is not a stand-alone aspect. It shall be connected with some of the 
other aspects on security of data processing. 
 
It can also be connected to  
-Network Architecture 
- Information Security 
 

Relevant web links or 
references 

-Rhee, M. Y. (2003). Internet Security: Cryptographic 
Principles,Algorithms and Protocols. Chichester: Wiley.  
-Practical Internet Security 2007th Edition, by John R. Vacca 
 

 

Title of the aspect: 
 

Rules or standards on personal data protection 

Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

The students will be able to identify the particular section of online data 
that is to be viewed as personal data. They will realize the necessary 
standard of care when personal data is to be protected. They will be 
aware of the EU standards for personal data protection online, in 
particular with regard to the latest EU law developments.  
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Knowledge of the national and international/EU legal documents on 
protection of personal data 
List of domestic bylaws and awareness of the importance of sectoral 
legislation 
GDPR development and transposition  

Course content/content of 
the different aspects 
 

1.    1. Personal data as online data 2. Cybersecurity and personal data 
protection 3. Transboundary challenges to personal data protection 4. 
GDPR and personal data security 5. Personal data, human rights and ISP 
liability  1. Personal Data Protection Act 2. Rules and procedures to be 
enacted within the controller 3. Scope of Legal provisions needed to 
perform processing of personal data protection.  

 

Notes/ is it a stand-alone 
aspect or it shall be 
connected to other 
aspects? 

The background for this course is discussed in the section on ICT law.  

Relevant web links or 
references 

J. Kulesza, R. Balleste, Cybersecurity and Human Rights in the age of 
cyberveillance, Rowman and Littlefield 2015 
Ch. Kunner, Transborder Data Flows and Data Privacy Law (Oxford 

University Press 2013) 
Lee Andrew Bygrave, Data Privacy Law An International Perspective, OUP 

2014 

 

Title of the aspect: 
 

Practical knowledge on testing or assessing the security of the 
processing 

Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

The aim of this course is to teach students basic methods of software 

testing and testing data preparation for detecting programming bugs 

during the system development process. 

The course will cover the variety of methodologies and organisational 

requirements for a large range of testing schemes and levels. 

The course will explain testing classifications and different types of 
testing. The students will acquire knowledge of performance periodical 
control and PIA tool.  
 

Course content/content of 
the different aspects 
 

1. The course will cover the following: 
2.  

1.    Knowledge of performance periodical control and PIA tool 

2.    Information Security Assessments: Methodologies and 

Techniques 
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3.    Planning, Conducting, and Evaluating Security Assessments 

4.    Testing and Examination Techniques 

5.    Comparing Tests and Examinations 

-External security testing 

-Internal security testing 

-Overt security testing, 

- Covert security testing 

 
Testing: 

 

The main elements of software testing process: 

- Test plan (two different approaches: Bottom up and Top down 

testing); 

- Conducting and reporting test results, 

- Addressing outstanding issue. 

  

The main  role of the following test types: 

- Unit testing; 

- Interface or integration testing; 

- System testing final acceptance testing; 

- Alfa and beta testing; 

- Pilot testing; 

- White box testing; 

- Black box testing; 

- Function/validation testing; 

- Regression testing; 

- Parallel testing; 

- Sociability testing. 

  

      Business continuity plan and its testing (desk-based evaluation/paper 

test, preparedness test, full operational test) 

 
 
 
 

Notes/ is it a stand-alone 
aspect or it shall be 
connected to other 
aspects? 

This is not a stand-alone aspect. It shall be connected with some of the 
other aspects on security of data processing,  particularly with auditing 
process and/or Connected to where PIA is mentioned  
 

Relevant web links or 
references 

- William E. Perry, Effective Methods for Software Testing 

Kshirasagar Naik, Priyadarshi Tripathy, Soiftware testing and quality 
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assurance Theory and practice, Wiley edition 
- Security Controls Evaluation, Testing, and Assessment Handbook 

1st Edition, Authors: Leighton Johnson 

 

 

Title of the aspect: 
 

How to elaborate business continuity plan (restore the system from a 
physical or technical incident)? 

Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

Business Continuity is defined as a holistic management process that 

identifies potential threats to an organisation and the impacts to business 

operations that those threats, if realised, might cause, and which provides 

a framework for building organisational resilience with the capability for 

an effective response that safeguards the interests of its key stakeholders, 

reputation, brand and value-creating activities. 

The course will cover main data for preparation BCP like Recovery Point 

Objective (RPO) which refers to the point in time in the past to which you 

will recover and Recovery Time Objective (RTO) refers to the point in time 

in the future at which you will be up and running again. 

The course will explain technical and organisational aspects for preparing 

high available systems and requirements for proving and testing it. 

The students will acquire knowledge on creating legal procedure for 

reaction upon the incident (both from physical and technical aspect), as 

well as knowledge of creating methodology for creating the plan.  

 

Course content/content of 
the different aspects 
 

1. The course will cover: 

 Business Impact Analysis 

 Risk Assessment 

 the meaning and scope of physical and technical incident 

 Testing, Training, and Updating 

 Safety and Security 

 Business Support Services  

 Learning, Education, and Research 

 Risk Management and Continuity Planning 

  Plan template for restoring the system 

  The Plan content  
 

Notes/ is it a stand-alone 
aspect or it shall be 
connected to other 
aspects? 

This is not fully stand-alone aspect. It shall be connected with some of 
the other aspects on security of data processing and Information 
Security  
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Relevant web links or 
references 

●    ISO 22313:2012 Societal security - Business continuity 

management systems - Guidance 

●    ISO/IEC 24762:2008 Information technology -Security techniques -

Guidelines for information and communications technology disaster 

recovery services  

 

 

Conclusions:  

1. Based on the information and description of the aspects above, the aspects can be categorised in 

there groups: 

 

 Aspects on preservation of data security (preventive mechanisms);  

 Aspects on security of data processing  (processing mechanisms) and 

 Aspects on recovering of data after incidents (reaction mechanisms) 

 

2. The aspects that deal with preventive mechanisms on data security can be summed in one course 

titled as: 

 Option 1: Data integrity 

 Option 2: Information integrity or  

 Option 3: Preservation of data security. 

 

3. The aspects that deal with processing mechanisms on data security will be delivered through a 

course called Security of Data Processing 

 

4. The aspects that deal with recovering of data after incidents occurred in processing, will be 

summed in a course titled Disaster Recovery in Data Processing 

 

5. If an aspect is proposed to be a standalone course, then the course will be titled as the aspect.  

 

6.  The grouping of the aspects in courses is provided in the table below.  

No
. 

Aspect  title Standal
one 
Y/N 

Course title Prerequisite Note 

1 How to use 
encryption or other 
mechanisms to 
prevent data loss 

N •Option 1: Data 
integrity 
•Option 2: 
Information integrity 
or  

/ It can also be part 
of one of the 
courses: 
-Cryptography 
-Network Security 
Architectures or 
-Coding Theory 
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•Option 3: 
Preservation of data 
security. 

2 How to recognize 
risks that are 
presented by 
processing of data 

N •Option 1: Data 
integrity 
•Option 2: 
Information integrity 
or  
•Option 3: 
Preservation of data 
security. 

/  

3 How to ensure 
confidentiality, 
integrity, 
availability and 
resilience of 
processing 
systems and 
services 

1.Y 
 
 
 
 
2.N 

If standalone: 
Integrity and 
resilience of 
processing systems 
and services 
 
If part of other 
course: 
•Option 1: Data 
integrity 
•Option 2: 
Information integrity 
or  
•Option 3: 
Preservation of data 
security 

/  

4 How to apply 
appropriate 
technology to 
keep the data 
secure 

N •Option 1: Data 
integrity 
•Option 2: 
Information integrity 
or  
•Option 3: 
Preservation of data 
security 

  

5 Legal aspects of 
data processing 
security 

N 1.Security of data 
processing or 
2.Privacy and Data 
Protection 

  

6 How to conduct 
transfer of data in 
a secure manner 

N Security of data 
processing 

  

7 Rules or 
standards on 
personal data 
protection 

Y 
 
 

Rules and Standards 
on Personal Data 
Protection (cross ref 
with GDPR) 

  

8 Practical 
knowledge on 
testing or 
assessing the 

N Security of data 
processing  
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security of the 
processing 

9 How to elaborate 
business 
continuity plan 
(restore the 
system from a 
physical or 
technical incident) 

N Disaster Recovery in 
Data Processing 
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SECURITY OF NETWORKS AND INFORMATION SYSTEMS 

 

Description of the aspects/courses 

 

This document contains several aspects of “Security of networks and information systems”. Each aspect 

has a different weight and meaning for processing data in a secure manner.  

 

Thinking in terms of a study programme, these aspects are necessary to be incorporated within a certain 

course or some of them can be a course on its own. It is up to the team working on this document to 

provide enough information that will determine if the aspects are supposed to be individual courses or 

several classes within a given course. 

The same structure applies for each aspect (topic), as provided in the tables below. If you believe there is 

necessity for more information to be supplied under each aspect, please add the rows, but then add them 

in the tables under each aspect so that the structure remains unified. 

 

 

 

 

Title of the aspect: 
 

How to provide security and survivability of networks? 

Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

Overview 
To develop techniques, tools, training, and publications to help 
organizations achieve better software, better systems, better systems 
management, and a more skilled workforce. 
 
Confidentiality, availability and integrity as the main aspects of security 
(Information Security Principles) 
We expect that students can use this course to document and identify 
commonly occurring attack patterns, and that information system 
designers and analysts can also use these patterns to develop more 
survivable information systems. 
On completion of this course, students should be able to: apply tools for 
security and survivability of networks; have knowledge on methods and 
approaches for security and survivability of networks; fluent 
understanding of the importance of the network security and 
survivability; common understanding of cyber security incidents. 
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Course content/content of 
the different aspects 
 

       Cyber Risk and Resilience Management 

Cybersecurity Engineering 

Digital Intelligence and Investigation 

Incident Management 

Insider Threat 

Network Situational Awareness 

Secure Coding 

Vulnerability Analysis 

       Approaches for ensuring of security for different kinds of networks; 

       Integrated security in a heterogeneous network environment as new      

Survivability Paradigm; 

       Applying Privacy principles as part of security in building networks; 

A    Applying “Confidentiality, integrity and availability” model as part of 

security principle    

Notes/ is it a stand-alone 
aspect or it shall be 
connected to other 
aspects? 

Stand-alone course: Security and Survivability of Networks 

 

Relevant web links or 
references 

-Information Assurance,1st Edition,Dependability and Security in 

Networked Systems, Authors: Yi Qian David Tipper Prashant 

Krishnamurthy James Joshi 

-Attack modeling for information security and survivability Technical 

note,by Andrew P Moore (Author) 

William Stallings, Cryptography and Network Security Principles and 

Practices, Fourth Edition, Prentice Hall 2005 

 

Online resources: 

http://www.cc.gatech.edu/fac/Wenke.Lee/papers/nspw01.pdf 

 

 

 

Title of the aspect: 
 

How to respond to network security incidents (adverse effects on 
security of network and information systems)? 

Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

The course objective is to equip the students with skills to deal with 

cyber security of IT systems and networks in business and corporate 

entities.  As more companies incorporate cloud-based systems into their 

infrastructure to move processes online, the threat of a cyber-security 

breach and the damage it can cause is increasing dramatically. 

http://www.cc.gatech.edu/fac/Wenke.Lee/papers/nspw01.pdf
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Companies need to make security a top priority since the threat of such 

a system being down directly injures the internal work of the company. 

To the contrary, many organizations rely on network infrastructures that 

are composed of older, outdated components which run the vulnerable 

software and thus lack cyber resilience. The students upon finishing this 

course will have the following skills: 

-Recognize Technical Data Security Threats to Information Systems 

-Understand Non-technical Cyber Security Threats to Information 

Systems 

- Be able to  implement  a security plan  to  reduce susceptibility to cyber 

threats and increasing the overall security  

- To apply network security mechanisms, perimeter security mechanisms 

and personally identifiable information (PII)  

-To apply tools for responding network security incidents; 

-have knowledge on methods and approaches for responding network 

security incidents; 

-Ability to analyze possible responds to network security incidents; 

-Common understanding of cyber security incidents. 

 

Course content/content of 
the different aspects 
 

       Technical Data Security Threats to Information Systems: 

1. Non-existent Security Architecture 

2. Mitigation  

3. Un-patched Client Side Software and Applications. 

4. Targeted Attacks   

5. Poor Configuration Management.  

6. Weak data security protection  

7. Cloud Computing.  

8. Privacy Act 

9. Botnets 

10. Removable media.  

11. Internet Web sites 

12. Zero-day Attacks 

 

Non-technical Cyber Security Threats to Information Systems 

1. Insider.  

2. Poor Passwords.  

3. Physical Security. 

4. Physical safety 

5. Insufficient Backup and Recovery.  

6. Improper Destruction.  
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7. Social Media.  

8. Social Engineering.  

9.          Network security incidents; 

      10.        Elaboration and implementation of methodology for responds; 

     11.         Approaches for implementation of responds; 

     12.         Approaches for conduct a criticality assessment; 

     13.         Definition of objectives and investigate situation; 

     14.         Following up a cyber-security incidents 

        

Notes/ is it a stand-alone 
aspect or it shall be 
connected to other 
aspects? 

Stand –alone course: Threats to Information Systems 
 
 
  

Relevant web links or 
references 

-Network and System Security, Second Edition 2nd Edition 

by John R. Vacca 

-Fundamentals of Information Systems Security, Second Edition 

Author(s): David Kim 

 

Online resources:  

https://technet.microsoft.com/en-us/library/cc700825.aspx 

https://www.sans.org/reading-room/whitepapers/incident/incident-

handlers-handbook-33901 

http://searchsecurity.techtarget.com/definition/incident-response 

https://www.crest-approved.org/wp-content/uploads/2014/11/CSIR-

Procurement-Guide.pdf 

 

 

Title of the aspect: 
 

How to monitor evolving network security threats? 

Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

This course will lead intense learning about: 
1. Network Management vs. Network Monitoring 
2. To properly secure its infrastructure, an organization must implement 
either network management or network monitoring software.  
3.  A high-quality monitoring software adds a more detailed view of 
performance to network management, and can be used in conjuncture 
with or in place of network management software.  
4. Monitoring internal traffic 
5. Detecting and Mitigating network attacks 
6. Powerful forensics and incident response capabilities 
 

https://technet.microsoft.com/en-us/library/cc700825.aspx
https://www.sans.org/reading-room/whitepapers/incident/incident-handlers-handbook-33901
https://www.sans.org/reading-room/whitepapers/incident/incident-handlers-handbook-33901
http://searchsecurity.techtarget.com/definition/incident-response
https://www.crest-approved.org/wp-content/uploads/2014/11/CSIR-Procurement-Guide.pdf
https://www.crest-approved.org/wp-content/uploads/2014/11/CSIR-Procurement-Guide.pdf
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Course content/content of 
the different aspects 
 

1.     
      1. Purpose-Built Advanced Protection 

 
2. Deep Packet Inspection 
 
3.  Sensor & Hub Architecture 
 
4. Context Through Visualization 
 
5. Integrates with ThreatAnalyzer 
 
6. On-Demand Security Response 
 
7. Total Network Visibility 
 
8. Intrusion Detection System 
 
9. Disrupt Active Attacks 
 
10. Designed for IT and Security Analysts 
 
11. Remediate Discovered Threats 

Notes/ is it a stand-alone 
aspect or it shall be 
connected to other 
aspects? 

Can be stand-alone course (Network Monitoring), or part of the previous 
aspect 
 

Relevant web links or 
references 

-Extrusion Detection: Security Monitoring for Internal Intrusions  
by Richard Bejtlich  
-Security Monitoring: Proven Methods for Incident Detection on 
Enterprise Networks 1st Edition, by Chris Fry  (Author), Martin Nystrom  
 

 

 

 

Title of the aspect: 
 

How to develop software to reduce vulnerabilities resulting from coding 
errors in network security? 

Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

This course should have following outcomes so that students be able: 

● Secure coding standards must be developed for ubiquitous 

languages with no existing standards and, where possible, published by 

an international standards body to allow easy adoption by the DoD; 

● The number of actual rule violations discovered in conformance 

testing is excessive and must be reduced to levels that can be reasonably 
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addressed by the development team; 

● It must be demonstrated that the adoption of secure coding 

standards will not degrade system performance and result in slow, 

bloated code. 

● A comprehensive approach to secure software development in 

the C, C++, and Java programming languages. Secure coding standards 

provide a metric for evaluating and contrasting software security, safety, 

reliability, and related properties. 

● identify common programming errors that lead to software 

vulnerabilities, establish standard secure coding standards, and educate 

software developers. 

● students will  learn how to develop, evaluate and support 

information technology  security solutions by creating secure computing 

environments that will safeguard networked computer systems 

 to develop skills for develop of software related to the aspect; 

 to gain knowledge on methods and approaches for overcoming 

network security coding errors; 

 to be able to analyze possible evolution of software for reducing 

vulnerabilities resulting from coding errors in network security; 

 Common understanding of coding errors in network security. 

 

Course content/content of 
the different aspects 
 

1.       

1. C++ Coding Standard 

2. Reduce Rule Violations by Enforcing Secure Coding Rules in 

Interactive Development Environments 

3. Demonstrate the Costs of Producing Secure Code. 

4. The independent, creative, and stylized aspect of coding. 

5. Unmovable development deadlines 

6. Continuous code changes 

7. Defect-prone programming languages 

8. A tolerance for defects 

9. Capabilities of automated defect detection tools 

10. Detection and  prevention 

11. The most common software security vulnerabilities – Buffer Overflow 

Prevention, Format String Attack Prevention, Integer Overflow 

Prevention 

12. Insecure Interaction Between Components; 

13. Risky Resource Management; 

14. Most often misused, abused, or ignored defensive techniques; 

15.  Automatically detect and remediate security issues 
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Notes/ is it a stand-alone 
aspect or it shall be 
connected to other 
aspects? 

Stand-alone course: Secure software coding standards 
 

Relevant web links or 
references 

-Software Security Engineering: A Guide for Project Managers 

By Nancy R. Mead, Julia H. Allen, Sean Barnum 

-Core Software Security: Security at the Source 

By James Ransome, Anmol Misra 

 

Online resources:  

http://www.coverity.com/library/pdf/coverity-security-wp.pdf 

http://www.cert.org/secure-coding/ 

 

 

 

Title of the aspect: 
 

How to protect complex software systems against vulnerabilities and 
attacks of network security? 

Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

To preventing network security attacks students will have knowledge of: 
-Signature-based intrusion protection and detection 
-Anomaly-based intrusion detection systems 
-Configuring IPS to defend against complex attacks 
-Message Authentication Functions 
-Key Management and Distribution 
 

Course content/content of 
the different aspects 
 

1.    Part I: Technology 
● Improving Cyber Security 
● Practical Vulnerabilities of the Tor Anonymity Network 
● Defending Software Systems against Cyber Attacks throughout 
Their Lifecycle 
● Improve Availability of Networks 
Part II: Operations 
● Authoritative Data Sources 
● The Evolving Consumer Online Threat Landscape 
● Signature based and Anomaly based systems 
Part III: Experiences 
● Securing IT Networks Incorporating Medical Devices 
● Computer Forensics from a Law Enforcement Perspective 
● Computer Crime Incidents and Responses in the Private Sector 
● Information Technology for a Safe and Secure Society in Japan 
Part IV: Cyber Security 
 

http://www.coverity.com/library/pdf/coverity-security-wp.pdf
http://www.cert.org/secure-coding/
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Notes/ is it a stand-alone 
aspect or it shall be 
connected to other 
aspects? 

        
Can be stand-alone course (Software system security), or part of the 
previous aspect 
 

  

Relevant web links or 
references 

      Security+ Guide to Network Security Fundamentals 
By Mark Ciampa 

 

 

 

 

 

Title of the aspect: 
 

How to apply standardized practices for incident and risk handling of 
network security? 

Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

The course outcomes: 

● Incorporate cyber risks into existing risk management and 

governance procedure 

● Elevating cyber risk management discussions to the Executive 

● Implementing industry standards and best practices, don’t rely 

on compliance 

● Evaluate and manage  organisation’s specific cyber risks 

● Develop and test incident response plans and procedures 

● Maintain situational awareness of cyber threats 

● Legal Requirements and external standards 

 Knowledge on standardized practices for incident and risk 

handling of network security; 

 Skill for applying standardized practices for network security 

incident and risk; 

 Ability to identify most suitable practice/s for current cases; 

Course content/content of 
the different aspects 
 

1.          

       1. Information Risk Management Regime 

2. Incident Management 

3. Managing User Privileges 

4. Removable Media Controls 

5. Monitoring 

6. Secure Configuration 

7. Malware Protection  

8. Network Security 

9.           Legal Framework; 
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10.   Information security; 

11.   Bases of Security Incident Management; 

12.          Incident Handling Process; 

13.          Elaboration and implementation of policies related to incident 

and risk handling of network security; 

14.          Roles and workflows in incident and risk handling of network 

security; 

15.          Obligation for DPA notification. 

Notes/ is it a stand-alone 
aspect or it shall be 
connected to other 
aspects? 

Stand-alone course: Network Security Risk management 
 

Relevant web links or 
references 

1.     -Incident Response: A Strategic Guide to Handling System and Network 

Security Breaches, by E. Eugene Schultz  (Author), Russell Shumway  

-Risk Management for Computer Security: Protecting Your Network and 

Information Assets Paperback,Andy Jones  (Author), Debi Ashenden 

-Information Security and IT Risk Management, Manish Agrawal, Alex 

Campoe, Eric Pierce 

 

Online resources: 

https://www.google.bg/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&

cad=rja&uact=8&ved=0ahUKEwj77JfH4MbTAhVMcBoKHYJID2oQFgg9M

AA&url=https%3A%2F%2Fwww.enisa.europa.eu%2Fpublications%2Fgoo

d-practice-guide-for-incident-

management%2Fat_download%2FfullReport&usg=AFQjCNHlmDFdXLDL_

zwSJqatyTVINRXDuQ 

2.     

http://www.tbm.tudelft.nl/fileadmin/Faculteit/TBM/Over_de_Faculteit/

Afdelingen/Afdeling_Infrastructure_Systems_and_Services/Sectie_Infor

matie_en_Communicatie_Technologie/medewerkers/jan_van_den_berg

/news/doc/nanno.pdf 

 

 

 

Title of the aspect: 
 

How to monitor, audit or test incidents that can arise in networks? 

https://www.google.bg/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&cad=rja&uact=8&ved=0ahUKEwj77JfH4MbTAhVMcBoKHYJID2oQFgg9MAA&url=https%3A%2F%2Fwww.enisa.europa.eu%2Fpublications%2Fgood-practice-guide-for-incident-management%2Fat_download%2FfullReport&usg=AFQjCNHlmDFdXLDL_zwSJqatyTVINRXDuQ
https://www.google.bg/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&cad=rja&uact=8&ved=0ahUKEwj77JfH4MbTAhVMcBoKHYJID2oQFgg9MAA&url=https%3A%2F%2Fwww.enisa.europa.eu%2Fpublications%2Fgood-practice-guide-for-incident-management%2Fat_download%2FfullReport&usg=AFQjCNHlmDFdXLDL_zwSJqatyTVINRXDuQ
https://www.google.bg/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&cad=rja&uact=8&ved=0ahUKEwj77JfH4MbTAhVMcBoKHYJID2oQFgg9MAA&url=https%3A%2F%2Fwww.enisa.europa.eu%2Fpublications%2Fgood-practice-guide-for-incident-management%2Fat_download%2FfullReport&usg=AFQjCNHlmDFdXLDL_zwSJqatyTVINRXDuQ
https://www.google.bg/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&cad=rja&uact=8&ved=0ahUKEwj77JfH4MbTAhVMcBoKHYJID2oQFgg9MAA&url=https%3A%2F%2Fwww.enisa.europa.eu%2Fpublications%2Fgood-practice-guide-for-incident-management%2Fat_download%2FfullReport&usg=AFQjCNHlmDFdXLDL_zwSJqatyTVINRXDuQ
https://www.google.bg/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&cad=rja&uact=8&ved=0ahUKEwj77JfH4MbTAhVMcBoKHYJID2oQFgg9MAA&url=https%3A%2F%2Fwww.enisa.europa.eu%2Fpublications%2Fgood-practice-guide-for-incident-management%2Fat_download%2FfullReport&usg=AFQjCNHlmDFdXLDL_zwSJqatyTVINRXDuQ
https://www.google.bg/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&cad=rja&uact=8&ved=0ahUKEwj77JfH4MbTAhVMcBoKHYJID2oQFgg9MAA&url=https%3A%2F%2Fwww.enisa.europa.eu%2Fpublications%2Fgood-practice-guide-for-incident-management%2Fat_download%2FfullReport&usg=AFQjCNHlmDFdXLDL_zwSJqatyTVINRXDuQ
https://www.google.bg/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&cad=rja&uact=8&ved=0ahUKEwj77JfH4MbTAhVMcBoKHYJID2oQFgg9MAA&url=https%3A%2F%2Fwww.enisa.europa.eu%2Fpublications%2Fgood-practice-guide-for-incident-management%2Fat_download%2FfullReport&usg=AFQjCNHlmDFdXLDL_zwSJqatyTVINRXDuQ
http://www.tbm.tudelft.nl/fileadmin/Faculteit/TBM/Over_de_Faculteit/Afdelingen/Afdeling_Infrastructure_Systems_and_Services/Sectie_Informatie_en_Communicatie_Technologie/medewerkers/jan_van_den_berg/news/doc/nanno.pdf
http://www.tbm.tudelft.nl/fileadmin/Faculteit/TBM/Over_de_Faculteit/Afdelingen/Afdeling_Infrastructure_Systems_and_Services/Sectie_Informatie_en_Communicatie_Technologie/medewerkers/jan_van_den_berg/news/doc/nanno.pdf
http://www.tbm.tudelft.nl/fileadmin/Faculteit/TBM/Over_de_Faculteit/Afdelingen/Afdeling_Infrastructure_Systems_and_Services/Sectie_Informatie_en_Communicatie_Technologie/medewerkers/jan_van_den_berg/news/doc/nanno.pdf
http://www.tbm.tudelft.nl/fileadmin/Faculteit/TBM/Over_de_Faculteit/Afdelingen/Afdeling_Infrastructure_Systems_and_Services/Sectie_Informatie_en_Communicatie_Technologie/medewerkers/jan_van_den_berg/news/doc/nanno.pdf
http://www.tbm.tudelft.nl/fileadmin/Faculteit/TBM/Over_de_Faculteit/Afdelingen/Afdeling_Infrastructure_Systems_and_Services/Sectie_Informatie_en_Communicatie_Technologie/medewerkers/jan_van_den_berg/news/doc/nanno.pdf
http://www.tbm.tudelft.nl/fileadmin/Faculteit/TBM/Over_de_Faculteit/Afdelingen/Afdeling_Infrastructure_Systems_and_Services/Sectie_Informatie_en_Communicatie_Technologie/medewerkers/jan_van_den_berg/news/doc/nanno.pdf
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Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

This course covers: 
● to assess your current security measures in a structured way; 
● to make sure you that  have looked at all the relevant controls; 
● to identify areas where your current controls are strong and 
areas where you can achieve  improvements; 
● to achieve compliance with the standards; 
● to consider what evidence you have that could  demonstrate 
your compliance to an external party. 
● to catalog critical client network, workstation, and server 
information, identify weaknesses and issues that must be addressed, 
prioritize the issues the checklist reveals, and assign cost estimates to 
needed upgrades and repairs. 
 

Course content/content of 
the different aspects 
 

1.    COMPONENTS: 
 
● POLICIES AND PROCEDURE 
● HARDWARE 
● SOFTWARE 
● PHYSICAL PROTECTION 
● LOGICAL PROTECTION 
● PEOPLE 
● POWER 
Threats: 
● UNAUTHORIZED EMPLOYEE  
● SOFTWARE  FAILURE  
● DATA BACK UP FAILURE  
● HARDWARE FAILURE  
● FIRE INTRUDERS  
● DATA CORRUPTION  
● HACKERS  
● NATURAL DISASTER  
● POWER OUTAGE  
● KEY COMPONENT FAILURE 
 

Notes/ is it a stand-alone 
aspect or it shall be 
connected to other 
aspects? 

       
Can be stand-alone course (Network Auditing), or part of the previous 
aspect 
 

Relevant web links or 
references 

      Network Security Auditing (Cisco Press Networking Technology) 1st 
Edition, by Chris Jackson 
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Title of the aspect: 
 

Know what the key indicators of risks are and how to apply best 
practices to identify network security risks? 

Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

 This course leads to have knowledge of: 

● IT Risk 

● Relevance RIsk 

● Integrity Risk 

● Access Risk 

● Availability Risk 

● Infrastructure Risk 

 Skill for identification of risks; 

 Ability to track key indicators of risks; 

 Knowledge on main Risk Management Strategies; 

 

Course content/content of 
the different aspects 
 

   

       Risk Mangement 

1. IT security 

2. Hardware and software malfunction  

3. Power failure  

4. Physical security 

 

IT Risk Maturity 

1. Determine the entity’s IT risk maturity with objectivity. 

2. Institute a cross-functional plan for all risk categories (data, 

security, recovery and new IT). 

3. Look at the range of risks and plan for each. 

4. Search for IT risk champions among senior leaders. 

5. Articulate the benefits of risk mitigation to all constituents. 

6. IT risk planning happens in silos  

7. Creating a formal risk management department  

8. Being more proactive vs. reactive  

 Emerging IT Risks 

1. Social networking tools  

2. Mobile platforms  

3. Cloud computing 

 

-Performance, Liability, Operation, Privacy 

 

        Elaboration and implementation of Risk Management Strategies; 

        Elaboration and implementation plans for tracking indicators; 
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         Summary of best practices for identification and handling of network  

security risks; 

Notes/ is it a stand-alone 
aspect or it shall be 
connected to other 
aspects? 

Stand-alone course: Network security risks 

 

Relevant web links or 
references 

Security Risk Management: Building an Information Security Risk 

Management Program from the Ground Up 1st Edition,by Evan Wheeler  

 

 

 

 

Title of the aspect: 
 

How to use software to mitigate the risk? 

Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

The course outcomes are: 
●    Identify issues & findings 
●    Centrally manage information 
●    Address gaps in risk management 

 Risk mitigation techniques 

 Eliminate redundancies 
  

Course content/content of 
the different aspects 
 

1.    Risk Mitigating software: 
● Availability Workbench 
● Reliability Workbench incorporating FaultTree+ 
● Hazop+ 
● Network Availability Prediction 
● AttackTree+ 

Notes/ is it a stand-alone 
aspect or it shall be 
connected to other 
aspects? 

Can be stand-alone course (Risk Mitigation), or part of the previous aspect 
 

Relevant web links or 
references 

       Risk Propagation Assessment for Network Security 
Author(s): Mohamed Slim Ben Mahmoud, Nicolas Larrieu, Alain Pirovano 
-Risk Propagation Assessment for Network Security: Application to 
Airport Communication Network Design 
Mohamed Slim Ben Mahmoud, Nicolas Larrieu, Alain Pirovano 
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Conclusions: 

Based on the information and description of the aspects above, the aspects can be grouped in the courses 

as provided in the table below.  

 

S. 
No. 

Aspect  title Standal
one 
Y/N 

Course Prerequisite Note 

1. How to provide 
security and 
survivability of 
networks? 

Y Security and 
Survivability 
of Networks 

1.Network Security 
2.Information Theory and 
Coding 
3. Network Architecture 
4. Coding Theory 

 

2. How to respond 
to network 
security 
incidents 
(adverse effects 
on security of 
network and 
information 
systems)? 

Y Threats to 
Information 
Systems 

1.Network Security 
Architectures 
2. Computer Networks 

 

3. How to monitor 
evolving 
network security 
threats? 

Y Network 
Monitoring 
 

1.Computer Networks 
2. Software Engineering 

Can be stand-alone 
course (Network 
Monitoring), or part of 
the previous aspect 

4. How to develop 
software to 
reduce 
vulnerabilities 
resulting from 
coding errors in 
network 
security? 

Y Secure 
software 
coding 
standards 

1.Information Coding 
2. Java/C++ Programming 
3. Software Engineering 
 

 

5. How to protect 
complex 
software 
systems against 
vulnerabilities 
and attacks of 
network 
security? 

Y Software 
system 
security 

1.Network Security 
Architectures 
2. Computer Networks 

 

6. How to apply 
standardized 
practices for 

Y Network 
Security Risk 
management 

1.IT Risk management 
2. Software Engineering 
3. Network Security 

 



Security of networks and information systems 

 

   51 
 

incident and risk 
handling of 
network 
security? 

4. Computer Networks 
 

7. How to monitor, 
audit or test 
incidents that 
can arise in 
networks? 

Y Network 
Auditing 
 

1.Network Monitoring 
2. IT Risk Management 
3. Computer Networks 

Can be stand-alone 
course (Network 
Auditing), or part of 
the previous aspect 

8. Know what the 
key indicators of 
risks are and 
how to apply 
best practices to 
identify network 
security risks? 

Y Network 
security risks 

1.Network Security Risk 
management 
2. IT Risk management 
3. Computer architectures 
and Networking 
4. Network security 

 

9. How to use 
software to 
mitigate the 
risk? 

Y Risk 
Mitigation 

1.IT Risk Management 
2. Computer Architecture 
and Networking 
3. Network security 
4. Software Engineering 

Can be stand-alone 
course (Risk 
Mitigation), or part of 
the previous aspect 
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E-PRIVACY 

 

Description of the aspects/courses 

 

This document contains several aspects of “e-Privacy”. Each aspect has a different weight and meaning in 

preserving privacy in electronic or internet communications. 

 

Thinking in terms of a study programme, these aspects are necessary to be incorporated within a certain 

course or some of them can be a course on its own. The expert team working on this document provided 

information and description of the aspects. These information and description determine if the aspects 

are to be individual (standalone) courses or if several aspects are to be combined into a single course. 

 

The same structure applies for each aspect (topic), as provided in the tables below.  

 

At the end of the document, a list of courses is proposed with reference to the aspects on e-Privacy. 

 

 

Title of the aspect: 
 

How to ensure security and confidentiality of communications? 

Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

Some people have harmful habits in the way they communicate. Many 
put their (digital) life in the hands of those who manage social networks 
claiming they are facilitating the way to communicate. Mobile 
communications are probably the most at risk just for the fact that 
people use more their phone than their laptop. However, 
Communication that is meant to be private should stay so.  To provide 
privacy in communications is a challenging objective in present times. 
 
The goal of this course is to teach students about the existing different 
identifiers and badges used in ICT systems, Data based systems, arketing 
systems, Social portals and other activity used for linking different set of 
data with personal data. 
This course will explain also how  from different set of not personal data 
is possible to gain personal data using different methods of data analysis 
like conjoint analysis, data mining, other de-anonymization methods. 
The students who will complete this aspect/course shall have substantial 
knowledge  on: 
- encryption of data;  
- backup procedure;  
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- privacy policy  
- search engines and the data they can generate 
- data and metadata analytics, including email 
- surfing the internet anonymously 
- password manager 
- privacy in mobile communications  
- Usage of licensed software  

Course content/content of 
the different aspects 
 

The course will cover: 

-  definition and directions for use different IT identifiers like: login 

name, IP address, Mac address, IMEI, Primary Key, Foreign Key, 

Alternate Key in Data bases, device fingerprint etc. and how they 

can be used for data linking; 

- using telecommunication traffic data collected by 

telecommunication services and  measures for disclosure of 

information on traffic data and using them for profiling subscribers 

and users of social portals and other different services; 

- using data like cookies, local storage objects and steganography for 

hiding communications; 

- definition of privacy policy and its content;  

- how to use encryption and when;  

- types of protection: 

o physical; 

o personnel; 

o documentary protection; 

o protection of automated systems; 

o  cryptographic protection 

- technical and organizational measures for data protection 

- ISO 27001:2013;  

- ISO 27002:2013  

Notes/ is it a stand-alone 
aspect or it shall be 
connected to other 
aspects? 

It can be part of the course on Privacy of electronic and internet 
communications 
It can be part of the course on security of data processing 
 

Relevant web links or 
references 

 E-privacy directive  

 E-commerce directive  

 https://www.cpdp.bg/en/index.php?p=element&aid=632 

 Protecting Privacy and Confidentiality in Data and Communications 
https://hackernoon.com/talking-about-security-of-communication-
and-privacy-is-never-enough-especially-when-political-c0486fdda57 

 

 

https://www.cpdp.bg/en/index.php?p=element&aid=632
https://hackernoon.com/talking-about-security-of-communication-and-privacy-is-never-enough-especially-when-political-c0486fdda57
https://hackernoon.com/talking-about-security-of-communication-and-privacy-is-never-enough-especially-when-political-c0486fdda57
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Title of the aspect: 
 

Electronic communications policies (directives, recommendations)/ in 
particularly the e-privacy directive 

Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

The goal of this course is to teach students about the existing and 
proposed legal acts that regulate the issue of data protection and e-
privacy. They will learn the EU and national legal framework. They will 
also learn  Regulations on tracking and cross-site user tracking; the 
efforts to standardize Do Not Track by the W3C in the Tracking 
Preference Expression (DNT) Working Group; the students will be able to 
draft and develop communication policies, taking into consideration the 
needs for personal data protection. 

Course content/content of 
the different aspects 
 

1. E-privacy directive; 
2. GDPR and the e-Privacy Regulation; 
3. Case studies of existing communication policies; 
4. Regulations proposed by Tracking Protection Working Group 

established by W3C. 

Notes/ is it a stand-alone 
aspect or it shall be 
connected to other 
aspects? 

It will be part of the course on Privacy of electronic and internet 

communications 

Relevant web links or 
references 

- https://ec.europa.eu/digital-single-market/en/news/proposal-

regulation-privacy-and-electronic-communications 

- http://eur-

lex.europa.eu/LexUriServ/LexUriServ.do?uri=CONSLEG:2002L0058:2

0091219:EN:HTML 

- Do-Not-Track Me Online Act of 2013 in US Tracking Preference 

Expression (DNT), W3C Candidate Recommendation 20 August 

2015: https://www.w3.org/TR/tracking-dnt/ 

- Tracking Compliance and Scope (TCS), W3C Candidate 

Recommendation 26 April 2016: https://www.w3.org/TR/tracking-

compliance/ 

 

 

Title of the aspect: 
 

How to apply the principle of Informed consent for "cookies"? 

https://ec.europa.eu/digital-single-market/en/news/proposal-regulation-privacy-and-electronic-communications
https://ec.europa.eu/digital-single-market/en/news/proposal-regulation-privacy-and-electronic-communications
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CONSLEG:2002L0058:20091219:EN:HTML
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CONSLEG:2002L0058:20091219:EN:HTML
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CONSLEG:2002L0058:20091219:EN:HTML
https://www.w3.org/TR/tracking-dnt/
https://www.w3.org/TR/tracking-dnt/
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Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

The goal of this course is to explain the important issue of tracking end 
users of online services. The course also deals with what are cookies, as 
well as other means of gathering information on users.  It will cover 
questions such as: What are cookies and other means of gathering 
information on users?; What is consent, how to obtain it for the purpose 
of processing data obtained through cookie files.  
The students will have the ability to identify whether the consent is 
informed or not and to facilitate the reception of informed consent. 

Course content/content of 
the different aspects 
 

1.   The course will cover: 
1. Definitions, cookies, mouse tracking, we beacons etc; 
2. Directive 2002/58/EC; 
3. GDPR and the proposed e-privacy regulation;  
4. WP29 guidance on obtaining consent; 
5. What is consent, how to obtain it for the purpose of 

processing data obtained through cookie files. 

Notes/ is it a stand-alone 
aspect or it shall be 
connected to other 
aspects? 

It will be part of the course on Privacy of electronic and internet 
communications 

Relevant web links or 
references 

- http://ec.europa.eu/justice/data-protection/article-
29/documentation/opinionrecommendation/files/2012/wp194_en.
pdf 

- http://ec.europa.eu/justice/data-protection/article-
29/documentation/opinionrecommendation/files/2013/wp208_en.
pdf 

 

 

 

 

Title of the aspect: 
 

Have sufficient skills to advising on and review e-privacy impact 
assessments of new and existing government initiatives  

Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

The students who will complete this course will acquire: 
- knowledge on how to perform PIA tool – methodology; 
- knowledge on how to perform E-privacy impact assessments; 
- knowledge on  the basis of impact assessment and the main tools 

for conducting it; 
- Skills to advise on and review of new and existing government and 

private initiatives. 

Course content/content of 
the different aspects 
 

The course will cover: 
1. What is PIA, how and when to use it; 
2. Introduction to impact assessment according to the 

http://ec.europa.eu/justice/data-protection/article-29/documentation/opinionrecommendation/files/2012/wp194_en.pdf
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinionrecommendation/files/2012/wp194_en.pdf
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinionrecommendation/files/2012/wp194_en.pdf
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinionrecommendation/files/2013/wp208_en.pdf
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinionrecommendation/files/2013/wp208_en.pdf
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinionrecommendation/files/2013/wp208_en.pdf
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GDPR; 
3. Tools and techniques for impact assessment; 
4. Review of the Article 29 impact assessment guidelines. 

Notes/ is it a stand-alone 
aspect or it shall be 
connected to other 
aspects? 

It will be part of the course on Privacy of electronic and internet 

communications 

Relevant web links or 
references 

 

 

 

 

Title of the aspect: 
 

How to respond to enquiries from the stakeholders and individuals 
related to e-privacy 

Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

The purpose of this aspect/course  is to teach the students on how to  
establish procedures for handling privacy complaints and inquiries 
received by citizens in different organisation (healthcare facilities, 
government agencies, internet service providers, banking departments 
etc.) 
These procedures will support the relevant organization in responding to 
all privacy complaints and inquiries in accordance with applicable privacy 
law and industry best practices. 
The students will be taught how to bring the Privacy Complaints and 
Inquiries Procedure in conjunction with the Privacy and Data Protection 
Policy.  

Course content/content of 
the different aspects 
 

1. The course will cover: 
1. “privacy complaint” - includes concerns or complaints relating to 

the privacy policies, procedures and practices implemented by 
different organisations 

2. “privacy inquiry” - includes inquiries relating to the privacy 
policies, procedures and practices implemented by different 
organisations 

3. reviewing, investigating and documenting complaints received 
and monitoring complaints for any trends arising;  

4. acknowledging and responding to all complaints, questions or 
feedback received within a reasonable number of days, as 
defined by procedure; 

5. taking appropriate measures to respond to complaints and 
feedback 

Notes/ is it a stand-alone 
aspect or it shall be 

It will be part of the course on Privacy of electronic and internet 
communications 
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connected to other 
aspects? 

Relevant web links or 
references 

- https://www.ehealthontario.on.ca/images/uploads/pages/docume
nts/ComplaintsAndInquiriesProcedure_EN.pdf 

-  

 

 

 

Title of the aspect: 
 

Have the knowledge to comply with the rules on non-itemised bills, 
control over call line identification, automatic call forwarding and 
subscribers directory 

Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

The aim of the course is to introduce to the student the concept of non-
itemised billing that the providers of electronic communications use in 
estimation through examples. 
 
 

Course content/content of 
the different aspects 
 

1. The course will include: 
1. Log -files, declarations of consent, book- keeping records, all 

aspects of processing in relation to the e-privacy directive  
2. Examples from mobile operators on non-itemised billing and/or 

rulebooks governing this issue. 

Notes/ is it a stand-alone 
aspect or it shall be 
connected to other 
aspects? 

It will be part of the course on Privacy of electronic and internet 
communications 

Relevant web links or 
references 

 

 

 

 

Title of the aspect: 
 

Processing location data in the same manner personal data is processed 

Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

Location data is information collected by a network or service about 
where the user’s phone or other device is or was located – for example, 
tracing the location of a mobile phone from data collected by base 
stations on a mobile phone network. 
Such data can only process location data (information from the network 
or service about the location of a phone or other device) with the 

https://www.ehealthontario.on.ca/images/uploads/pages/documents/ComplaintsAndInquiriesProcedure_EN.pdf
https://www.ehealthontario.on.ca/images/uploads/pages/documents/ComplaintsAndInquiriesProcedure_EN.pdf
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authority of the network, service or value-added service provider, and 
only if: 

 it is anonymous; or 
 you have consent to use it for a value-added service. 

The aspect/course objective is to teach the students  of the obligations 
of the processor, when the processor is an electronic network or service 
provider. The students who will complete this aspect/course will meet 
the needs of the processor as potential employer. 
 

Course content/content of 
the different aspects 
 

1. The course will cover same aspect as processing of data in electronic 
communications, elaborated in the section Security of Data Processing, 
only with emphasis on processing of location data 
 

Notes/ is it a stand-alone 
aspect or it shall be 
connected to other 
aspects? 

It will be part of the course on Privacy of electronic and internet 
communications 

Relevant web links or 
references 

https://ico.org.uk/for-organisations/guide-to-pecr/communications-
networks-and-services/location-data/ 

 

 

 

Title of the aspect: 
 

How to provide opt-in” or “object to” for unsolicited direct marketing 

Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

The course objective is to teach the students to recognize direct 
marketing in the process and direct marketing to be stipulated as a 
process able to provide a consent/opt/in-opt-out. The students will learn 
the legal basis concerning direct marketing. 
The students will have the abilities to manage direct marketing in a way 

which is compliant with the requirements of EU and national legislation 

and to deal with unsolicited direct marketing. 

Course content/content of 
the different aspects 
 

1. The course will include: 
1. Definition of direct marketing, processor, rights of the individual 
2. EU and national direct marketing legal base; 
3. Registers and lists with entities which don’t want to receive 

direct marketing messages; 
4. Direct marketing management strategies. 

Notes/ is it a stand-alone 
aspect or it shall be 
connected to other 

 It will be part of the course on Privacy of electronic and internet 
communications 
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aspects? 

Relevant web links or 
references 

 

 

 

 

Conclusions:  

Based on the information and description of the aspects above, the aspects can be grouped in one 

course as provided in the table below.  

No
. 

Aspect  title Standal
one 
Y/N 

Course title Prerequisite Note 

1 How to ensure 
security and 
confidentiality of 
communications? 

N Privacy of electronic 
and internet 
communications 
 

/ It can be part of the 
course on security 
of data processing 
 
(If standalone: 
Integrity and 
resilience of 
processing systems 
and services 
 
If part of other 
course: 
•Option 1: Data 
integrity 
•Option 2: 
Information integrity 
or  
•Option 3: 
Preservation of 
data security) 

2 Electronic 
communications 
policies 
(directives, 
recommendations)
/ in particularly the 
e-privacy directive 

N Privacy of electronic 
and internet 
communications 
 

/  

3 How to apply the 
principle of 
Informed consent 
for "cookies"? 

N Privacy of electronic 
and internet 
communications 
 

/  
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4 Have sufficient 
skills to advising 
on and review e-
privacy impact 
assessments of 
new and existing 
government 
initiatives 

N Privacy of electronic 
and internet 
communications 
 

/  

5 How to respond to 
enquiries from the 
stakeholders and 
individuals related 
to e-privacy 

N Privacy of electronic 
and internet 
communications 
 

/  

6 Have the 
knowledge to 
comply with the 
rules on non-
itemised bills, 
control over call 
line identification, 
automatic call 
forwarding and 
subscribers 
directory 

N Privacy of electronic 
and internet 
communications 
 

/  

7 Processing 
location data in 
the same manner 
personal data is 
processed 

N 
 
 

Privacy of electronic 
and internet 
communications 
 

/  

8 How to provide 
opt-in” or “object 
to” for unsolicited 
direct marketing 

N Privacy of electronic 
and internet 
communications 
 

/  
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RULES AND REGULATION RELATED TO ICT 

 

Description of the aspects/courses 

 

This document contains several aspects of “Rules and Regulation related to ICT”. Each aspect has a 

different weight and meaning to privacy, data protection and cybersecurity.  

 

Thinking in terms of a study programme, these aspects are necessary to be incorporated within a certain 

course or some of them can be a course on its own. The expert team working on this document provided 

information and description of the aspects. These information and description determine if the aspects 

are to be individual (standalone) courses or if several aspects are to be combined into a single course. 

 

 

The same structure applies for each aspect (topic), as provided in the tables below.  

 

At the end of the document, a list of courses is proposed with reference to the aspects on “Rules and 

Regulation related to ICT”.  

 

 

 

Title of the aspect: 
 

Personal data protection 

Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

The students will be understand the difference between privacy and 
personal data protection. They will be aware of the cultural and legal 
differences in the perception of privacy and personal data protection. 
They will be able to define privacy and personal data. Students will 
comprehend the broad and changing nature of “personal data” as a legal 
term and the challenges posed by new technologies to protecting it. 
They will be also made aware of the most recent trends in protecting 
privacy and personal data online, like the “privacy by design” or “privacy 
by default” concepts. 

Course content/content of 
the different aspects 
 

1.     

Notes/ is it a stand-alone 
aspect or it shall be 

This will be part of the course on Privacy and Data Protection 
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connected to other 
aspects? 

Relevant web links or 
references 

 

 

 

Title of the aspect: 
 

IT standards (ISO) 

Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

Will not be considered 

Course content/content of 
the different aspects 
 

1.    will not be considered 

Notes/ is it a stand-alone 
aspect or it shall be 
connected to other 
aspects? 

ISO standards (or any other technical standards, just to mention the IETF 
RfCs) are not legal standards. The team proposes striking this 
section/moving it to a technical course. 

 

Relevant web links or 
references 

/ 

 

 

Title of the aspect: 
 

General aspects on privacy protection law 

Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

The students will be understand the difference between privacy and 
personal data protection. They will be aware of the cultural and legal 
differences in the perception of privacy and personal data protection. 
They will be able to define privacy and personal data. Students will 
comprehend the broad and changing nature of “personal data” as a legal 
term and the challenges posed by new technologies to protecting it. They 
will be also made aware of the most recent trends in protecting privacy 
and personal data online, like the “privacy by design” or “privacy by 
default” concepts. 

Course content/content of 
the different aspects 

The Course will cover the general international and national legal 
framework on privacy and personal data protection, rights and obligations 
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 deriving from the legal framework through:  
1. Privacy as a human right  
2. Privacy and personal data protection  
3. International protection of privacy and personal data - the legal 

framework and challenges  
4. Transboundary data flows  
5. The changing scope of personal data online (Privacy 2.0 and 3.0) 
6.  Current attempt as enhancing effective personal data 

protection 

Notes/ is it a stand-alone 
aspect or it shall be 
connected to other 
aspects? 

This aspect will be part of the course Privacy and Data Protection 

Relevant web links or 
references 

 Ch. Kunner, Transborder Data Flows and Data Privacy Law (Oxford 
University Press 2013) 

 Lee Andrew Bygrave, Data Privacy Law An International Perspective, 
OUP 2014 

 Serge Gutwirth, Yves Poullet, Paul De Hert, Ronald Leenes, 
Computers, Privacy and Data Protection: an Element of Choice, 
Springer Science & Business Media, 2011 

 

 

 

Title of the aspect: 
 

Obligations of telecommunications and internet providers 

Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

The students will be made aware of the role telecommunications service 
providers and internet service providers play in ensuring legality of online 
content. They will be made aware of the operating notice-and-takedown 
mechanism and the differences in national and regional approaches to ISP 
liability. Particular emphasis will be put on the differences in approaches 
between the US DMCA and the EU e-commerce Directive.  They will also 
be able to name the leading European and US cases that influenced the 
interpretation of the leading legal principles.  

Course content/content of 
the different aspects 
 

The course will cover: 
1. US DMCA and ISP liability for copyright infringement; 
2. EU e-commerce directive and the mere conduit clause 
3. ECHR case law on limits on online privacy and freedom of 

expression with regard to ISP liability  
4. Coming changes in EU law on ISP liability for personal data, hate 

speech and  copyrighted content.  
5. The “notice and notice” procedure in the Canadian legislature as 

an alternative method 
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6. Obligations stemming from the E-Privacy Regulation 

Notes/ is it a stand-alone 
aspect or it shall be 
connected to other 
aspects? 

It will be part of the course on Privacy in electronic and internet 
communications 

Relevant web links or 
references 

 Arno R. Lodder, Andrew D. Murray, EU Regulation of E-Commerce: A 
Commentary, Edward Elgar Publishing, 28 2017 

 Ian Walden, Telecommunications Law and Regulation, OUP Oxford, 
2012 

 

 

 

Title of the aspect: 
 

General aspects on law on e-commerce 

Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

The students will be able to identify the basic rules on e-commerce 
activities in EU and beyond. They will be able to identify the fundamental 
principles of consumer protection, unsolicited commercial 
communication and online advertising. They will be able to identify the 
principal differences between the EU and US. 

Course content/content of 
the different aspects 

1.    The course will cover: 
1. EU e-commerce Directive 2. Online advertising 3. Spam 4. US e-

commerce regulations 5. Transboundary challenges to online trade 
and dispute resolution  

Notes/ is it a stand-alone 
aspect or it shall be 
connected to other 
aspects? 

1. Stand alone  or  
2. Part of a course on ICT related regulation  

 

Relevant web links or 
references 

Arno R. Lodder, Andrew D. Murray, EU Regulation of E-Commerce: A 
Commentary, Edward Elgar Publishing, 2017 

 

 

 

Title of the aspect: 
 

General aspects on criminal law and/or cyber crime 
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Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

The students will learn the basic principles behind the international 
fight against cybercrime, in particular as based on the CoE Budapest 
cybercrime convention. They will be able to identify what uses of 
computer networks are recognized as illegal. They will be also 
updated on the contemporary international consensus on 
cyberterrorism and other threats to international cybersecurity. They 
will be able to identify the leading international initiatives aimed at 
ensuring cybersecurity.   

Course content/content of 
the different aspects 
 

1. cybercrimes defined (CoE Convention on Cybercrime) 2. Defining 
cyberterrorism, the role and most notable cases of DDoS and DNS 
attacks 3. international “cyberattacks” and “information warfare” 4. 
Contemporary efforts at ensuring international cybersecurity with 
emphasis on the EU NIS Directive and its effects on national laws. 5. 
DNS, domain names and trademark law  
 
 

Notes/ is it a stand-alone 
aspect or it shall be 
connected to other 
aspects? 

1. Stand alone course on Cybercrime and cybersecurity or 
2. Part of a course on ICT related regulation (no title yet) 

 

Relevant web links or 
references 

 M. Schmidt (ed.) The Tallinn Manual 2.0, OUP, 2016  

 J. Kulesza, R. Balleste, Cybersecurity and Human Rights in the age of 
cyberveillance, Rowman and Littlefield 2015 

 J. Kulesza, International Internet Law, Routldge, 2012  

 

 

 

Title of the aspect: 
 

General aspects on contract law and/or online contracts 

Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

The students will gain general knowledge on civil justice matters, internal 
market and consumer protection, relevant for contacts. The aim of this 
aspect/course is to make the students knowledgeable on the everyday 
use of online agreements, acceptance of terms and conditions or other 
legally binding acts that we accept/agree/sign to be able to use some 
online services. The students will learn the basic principles of service level 
agreement  elaborated by the European Commission in terms of cloud 
computing and protecting the end users who use cloud services. 

Course content/content of 
the different aspects 
 

1. The aspect/course will cover: 
1. Rights and obligations of the parties involved 
2. Direct marketing 
3. Privacy policy  
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1. Service level agreements 

Notes/ is it a stand-alone 
aspect or it shall be 
connected to other 
aspects? 

1. Stand alone course on Cybercrime and cybersecurity or 
2. Part of a course on ICT related regulation (no title yet) 

Relevant web links or 
references 

 

 

 

 

Title of the aspect: 
 

Rules about social media (Facebook, Twitter) 

Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

The students shall gain knowledge about privacy policies of the social 
media, the mechanisms of reporting and security, the national reporting 
mechanisms, the rights of protection of the individual in accordance with 
the data protection act  
To know how to protect his/her social media account 

Course content/content of 
the different aspects 
 

1.    1. Password. 2 verification and Security logins 3. The competence -
whether DPA or FB or Ministry of Interior 4. Privacy Settings 5. Case 
studies – fines imposed on social media 

Notes/ is it a stand-alone 
aspect or it shall be 
connected to other 
aspects? 

This will be included in the course on Privacy in electronic and internet 
communications 

Relevant web links or 
references 

 

 

 

 

Title of the aspect: 
 

Rules about web browsers and/or web search engines 

Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

Knowledge about the Right to be forgotten -  
ECJ cases on the Right to be forgotten (C-131/12) 
Google as search engine - rules to be followed  
The competence of Data Protection Authority  
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Course content/content of 
the different aspects 
 

1. It will be in correlation with the aspect on “How to ensure security and 
confidentiality of communications? “ in the e-Privacy section 

2.  
What is search engine? Location and competence in accordance with the 
territory (Google.mk; Google.de. Google.fr) ; obligations of the search 
engine and the rights of the user  

3.  
 

Notes/ is it a stand-alone 
aspect or it shall be 
connected to other 
aspects? 

It will be part of the course on Privacy in electronic and internet 
communications 

Relevant web links or 
references 

- http://ec.europa.eu/justice/newsroom/data-
protection/news/140602_en.htm 

- https://www.theguardian.com/technology/2013/apr/02/google-privacy-
policy-legal-threat-europe 
 

 

 

 

 

Title of the aspect: 
 

Obligations of online services providers 

Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

This aspect is in correlation with  the aspects on “Obligations of 
telecommunications and internet providers” and “web browsers and/or 
web search engines”. 
 

Course content/content of 
the different aspects 
 

1.    It will be part of the course on Privacy in electronic and internet 
communications. 

Notes/ is it a stand-alone 
aspect or it shall be 
connected to other 
aspects? 

 

Relevant web links or 
references 

 

 

 

http://ec.europa.eu/justice/newsroom/data-protection/news/140602_en.htm
http://ec.europa.eu/justice/newsroom/data-protection/news/140602_en.htm
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Conclusions:  

Based on the information and description of the aspects above, the aspects can be grouped in the 

courses as provided in the table below.  

No
. 

Aspect  title Standal
one 
Y/N 

Course title Prerequisite Note 

1 Personal data 
protection 

N Privacy and Data 
Protection  

/  

2 General aspects 
on privacy 
protection law 

N Privacy and Data 
Protection 
 

/  

3 IT standards (ISO) N Depending on the 
context, the relevant 
ISO standard is 
included in the 
description of the 
corresponding aspect 
or course. 

/  

4 General aspects 
on privacy 
protection law 

N Privacy and Data 
Protection  

/  

5 Obligations of 
telecommunication
s and internet 
providers 

N Privacy in electronic 
and internet 
communications  

/  

6 General aspects 
on law on e-
commerce 

N 1.Stand alone course 
on e-commerce or 
2.Part of a course on 
ICT related regulation 
(no title yet) 

/  

7 General aspects 
on criminal law 
and/or cyber crime 

N 
 
 

1.Stand alone course 
on Cybercrime and 
cybersecurity or 
2.Part of a course on 
ICT related regulation 
(no title yet) 

/  

8 General aspects 
on contract law 
and/or online 
contracts 

N 1.Stand alone course 
on contract law 
and/or online 
contracts or 
2.Part of a course on 
ICT related regulation 
(no title yet) 

/  
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9 Rules about social 
media (Facebook, 
Twitter) 

N Privacy in electronic 
and internet 
communications 

  

10 Rules about web 
browsers and/or 
web search 
engines 

N Privacy in electronic 
and internet 
communications 

  

11 Obligations of 
online services 
providers 

N Privacy in electronic 
and internet 
communications 

  

12 European data 
protection law - an 
introduction 

    

13 DNS, domain 
names and 
trademark law  
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CLOUD COMPUTING 

 

Description of the aspects/courses 

 

This documents contains several aspects of “Cloud Computing”.  

Each aspect has a different weight and meaning for processing data in a secure manner.  

 

Thinking in terms of a study programme, these aspects are necessary to be incorporated within a certain 

course or some of them can be a course on its own. The expert team working on this document provided 

information and description of the aspects. These information and description determine if the aspects 

are to be individual (standalone) courses or if several aspects are to be combined into a single course. 

 

The same structure applies for each aspect (topic), as provided in the tables below.  

 

At the end of the document, a list of courses is proposed with reference to the aspects on cloud 

computing.  

 

 

 

Title of the aspect: 
 

General aspects on the cost-benefit analysis of cloud computing 

Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

Knowledge and awareness of using cloud computing - risks to privacy 
and economic benefits. 
 
How to apply systematic approach for evaluation of the strengths and 

weaknesses of alternatives; 

  

Course content/content of 
the different aspects 
 

1. the course will contain: 
2. Contractual arrangements (rights and obligations) between the cloud user 

and the bidder; Performed audit to data protection - challenges; licences 
needed; privacy policies; organizational measures implemented by the 
contractor; risks to privacy and data breach;   Foundations of cloud 
computing; Understand how cloud computing evolved; Cloud computing 
in practice; Design and Architecture of Cloud Systems; Internet of Things 
Privacy by Design; Multi-client integrity protection with digital signatures 
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Notes/ is it a stand-alone 
aspect or it shall be 
connected to other 
aspects? 

This aspect is not a standalone.  

It will be part of the course titled Business and Technology Trends of Cloud 

Computing 

Relevant web links or 
references 

http://learn.utoronto.ca/courses-programs/business-

professionals/certificates/cloud-computing 

https://www.cam.ac.uk/subjects/cloud-computing 

http://www.staffs.ac.uk/course/SSTK-11043.jsp 
https://le.ac.uk/courses/cloud-computing-msc 

 

 

Title of the aspect: 
 

Business cases of cloud deployment 

Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

Identify customer needs to evaluate network requirements 

Design and secure fault tolerant enterprise networks 

Create virtual solutions for servers 

Install and configure virtual servers and clients 

Use the cloud services for storage and virtualization 

Deploy software applications through thin clients 

Implement and manage virtual servers and data centers 

Course content/content of 
the different aspects 
 

Algorithm Design and Analysis 

Mobile Technologies 

Concurrent and Parallel Programming 

Cloud Computing 

Cloud Application and Architecture 

Cloud Security and Privacy 

Core Cloud Technologies 

Research Methods 

Public, Private and Hybrid Cloud 

Logic and decision processes 

Problem resolution 

Oral and written communication skills 

Network security in physical and virtual implementations 

Customer service skills 

Ethical and professional practices 

 

Notes/ is it a stand-alone 
aspect or it shall be 
connected to other 

This aspect is not a standalone.  

It will be part of the course titled Business and Technology Trends of 

http://learn.utoronto.ca/courses-programs/business-professionals/certificates/cloud-computing
http://learn.utoronto.ca/courses-programs/business-professionals/certificates/cloud-computing
https://www.cam.ac.uk/subjects/cloud-computing
http://www.staffs.ac.uk/course/SSTK-11043.jsp
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aspects? Cloud Computing 

Relevant web links or 
references 

https://www.griffith.ie/faculties/computing/courses/msc-cloud-

computing 

https://www.ecpi.edu/programs/cloud-computing-bachelor-degree 

http://www.staffs.ac.uk/course/SSTK-11043.jsp 
https://le.ac.uk/courses/cloud-computing-msc 

 

 

Title of the aspect: 
 

How to adjust services moved to the cloud 

Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

How cloud computing  systems are designed and built today; 

Private information secure moved away from cloud-based storage 

towards peer-to-peer systems; 

What is the best infrastructure for each workload? 

Are there workloads that should be “off limits” for cloud migration? 

How do we quantify the benefits of cloud migration? 

How do we prioritize workload migration? 

How do we conduct migration without disrupting current business? 

Is there a methodology that makes sense for untangling these 
questions? 

Course content/content of 
the different aspects 
 

The course will include: 

Infrastructure as a Service (IaaS) 

Platform as a service (PaaS) 

Software as a service (SaaS) 

Cost Savings of the Cloud (the Economies of Scale – marginal costs) as 

well as the Utility Model 

The effects of transforming to the cloud (incl. impact on it) 

ISO 27018 

Intercloud storage (confidentiality, integrity, resilience) 

Key Management 

Multi-client integrity protection with digital signatures 

 

Notes/ is it a stand-alone 
aspect or it shall be 
connected to other 
aspects? 

This aspect is not a standalone.  

It will be part of the course titled Architecture of cloud applications and 

services 

 

Relevant web links or 
references 

http://www.staffs.ac.uk/course/SSTK-11043.jsp 
https://le.ac.uk/courses/cloud-computing-msc 

https://www.griffith.ie/faculties/computing/courses/msc-cloud-computing
https://www.griffith.ie/faculties/computing/courses/msc-cloud-computing
https://www.ecpi.edu/programs/cloud-computing-bachelor-degree
http://www.staffs.ac.uk/course/SSTK-11043.jsp
http://www.staffs.ac.uk/course/SSTK-11043.jsp
https://le.ac.uk/courses/cloud-computing-msc
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https://techbeacon.com/resources/application-migration-cloud-best-

practices-

guide?utm_source=tb&utm_medium=article&utm_campaign=inline-cta 

https://support.rackspace.com/white-paper/moving-your-

infrastructure-to-the-cloud-how-to-maximize-benefits-and-avoid-

pitfalls/ 

 

 

 

 

Title of the aspect: 
 

How to build and deliver applications accessible by all devices (mobile 
app development) 

Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

Knowledge on devices requirements; 

Skills on software development; 

Ability to solve problems related to the access to cloud computing  via 
different devices; 
 
 
 

Course content/content of 
the different aspects 
 

1.    Big Data Analytics 
Distributed Algorithms 
Enterprise Middleware 
Group Project in Cloud Computing 
Cloud Computing 
Machine Learning 
Project and Dissertation for MSc Cloud Computing 
Research Skills 
Advanced Programming in Java 
Information Security and Trust 
System Design 
Gossip Protocol (Failure detection, Messaging, Monitoring) 
Extensible Messaging and Presence Protocol (XMPP) 
Advanced Message Queuing Protocol (AMQP) 
Enhanced Internal Gateway Routing Protocol (EIGRP) 
Media Transfer Protocol (MTP) 

Notes/ is it a stand-alone 
aspect or it shall be 
connected to other 
aspects? 

This aspect is not a standalone.  

It will be part of the course titled Architecture of cloud applications and 

services 

 

Relevant web links or 
references 

http://www.staffs.ac.uk/course/SSTK-11043.jsp 
https://le.ac.uk/c/ourses/cloud-computing-msc 

https://techbeacon.com/resources/application-migration-cloud-best-practices-guide?utm_source=tb&utm_medium=article&utm_campaign=inline-cta
https://techbeacon.com/resources/application-migration-cloud-best-practices-guide?utm_source=tb&utm_medium=article&utm_campaign=inline-cta
https://techbeacon.com/resources/application-migration-cloud-best-practices-guide?utm_source=tb&utm_medium=article&utm_campaign=inline-cta
https://support.rackspace.com/white-paper/moving-your-infrastructure-to-the-cloud-how-to-maximize-benefits-and-avoid-pitfalls/
https://support.rackspace.com/white-paper/moving-your-infrastructure-to-the-cloud-how-to-maximize-benefits-and-avoid-pitfalls/
https://support.rackspace.com/white-paper/moving-your-infrastructure-to-the-cloud-how-to-maximize-benefits-and-avoid-pitfalls/
http://www.staffs.ac.uk/course/SSTK-11043.jsp
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Title of the aspect: 
 

How to use open source tools 

Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

Skills for applying reasoned decisions for the use of open source vs. 

license software; 

Ability to use open source tools for cloud computing; 

Knowledge for developing of cloud computing system based on open 
source tools; 
 

1.     

 

Course content/content of 
the different aspects 
 

1.    Multi-client integrity protection with digital signatures 
2.    Walmart’s OneOps 

3.    CoreOS’s fleet 

4.    Docker’s Machine, Compose, and Swarm 

5.    Google’s Kubernetes 

6.    Apache Mesos 

7.    Joyent’s SmartOS and SmartDataCenter 

8.    Ansible 

9.    OpenStack 

CloudStack 

Eucalyptus 

Synnefo 

FOSS-Cloud 

openQRM 

OpenShift 

Cloud Foundry 

Salt Stack 

Notes/ is it a stand-alone 
aspect or it shall be 
connected to other 
aspects? 

This aspect is not a standalone.  

It will be part of the course titled Business and Technology Trends of 
Cloud Computing 

Relevant web links or 
references 

http://www.ncl.ac.uk/postgraduate/courses/degrees/cloud-computing-

msc/#modules 

http://www.staffs.ac.uk/course/SSTK-11043.jsp 
https://le.ac.uk/courses/cloud-computing-msc 
https://techbeacon.com/7-essential-open-source-tools-cloud-
management 

http://www.ncl.ac.uk/postgraduate/courses/degrees/cloud-computing-msc/#modules
http://www.ncl.ac.uk/postgraduate/courses/degrees/cloud-computing-msc/#modules
http://www.staffs.ac.uk/course/SSTK-11043.jsp
https://le.ac.uk/courses/cloud-computing-msc
https://techbeacon.com/7-essential-open-source-tools-cloud-management
https://techbeacon.com/7-essential-open-source-tools-cloud-management
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http://www.pcquest.com/10-open-source-tools-for-cloud-
infrastructure-and-management/ 
http://www.tomsitpro.com/articles/open-source-cloud-computing-
software,2-754-4.html 

 

 

 

Title of the aspect: 
 

Security protocols regardless of the type of the cloud (such as Sarbanes-
Oxley, HIPAA) 

Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

How to control data and data access; 

How to ensure data security; 

How to achieve reliability; 

How to ensure compliance; 

How to provide security management; 
 

1.     

Course content/content of 
the different aspects 
 

1.    Encrypted forms of stored data; 
CloudTrust Protocol (CTP); 

Secure Shell protocol (SSHP); 

Coverage Enhanced Ethernet Protocol (CEE); 

Cryptographic Protocols for Secure Cloud Computing; 

Storage integrity; 

Cryptographic protocols 

Cloud service models such as IaaS, PaaS, and SaaS 

Key Management 

Cloud security boundaries 

 

Notes/ is it a stand-alone 
aspect or it shall be 
connected to other 
aspects? 

Option 1 – standalone – Security of cloud protocols 
Option 2 – part of Architecture of cloud applications and services   

Relevant web links or 
references 

https://cloudsecurityalliance.org/group/cloudtrust-

protocol/#_overview; 

http://summerschool2010.cased.de/files/CCachin_2.pdf 

http://www.sersc.org/journals/IJSIA/vol10_no2_2016/27.pdf 

http://www.staffs.ac.uk/course/SSTK-11043.jsp 
https://le.ac.uk/courses/cloud-computing-msc 

 

 

http://www.pcquest.com/10-open-source-tools-for-cloud-infrastructure-and-management/
http://www.pcquest.com/10-open-source-tools-for-cloud-infrastructure-and-management/
https://cloudsecurityalliance.org/group/cloudtrust-protocol/#_overview
https://cloudsecurityalliance.org/group/cloudtrust-protocol/#_overview
http://summerschool2010.cased.de/files/CCachin_2.pdf
http://www.sersc.org/journals/IJSIA/vol10_no2_2016/27.pdf
http://www.staffs.ac.uk/course/SSTK-11043.jsp
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Title of the aspect: 
 

Basic skills on drafting and/or negotiations of service level agreements/ 
Legal aspects of relationship between the organization and the service 
provider 

Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

Common understanding on Service Level Agreement Contents; 

Skills for elaboration of Service Level Agreement; 

Ability for Legal analysis 
 

1.     

Course content/content of 
the different aspects 
 

1.    Service level agreements – Key roles and features; 
2.    Document and Process; 

3.    Management and Service elements of SLA (Crucial steps) 

4.    Use of Tolls (Checklists, resources) 

5.    IT service management integration; 

Service level contracts 

Notes/ is it a stand-alone 
aspect or it shall be 
connected to other 
aspects? 

Option 1 –  part of the course Business and Technology Trends of Cloud 
Computing 
Option 2 - part of the course on ICT related regulation (no title yet) 

Relevant web links or 
references 

http://www.nkarten.com/ExcerptSLAHandbook.pdf 

http://www.staffs.ac.uk/course/SSTK-11043.jsp 
https://le.ac.uk/courses/cloud-computing-msc 

 

 

 

Title of the aspect: 
 

How to use techniques on building a service oriented solutions 

Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

Practical skills for techniques on building a service oriented solutions; 

Knowledge on use of such techniques; 

 

1.     

 

 

Course content/content of 
the different aspects 
 

1.    Core Service Logic; 
Service-Orientation; 

Service Analysis; 

Service-Oriented Architecture (SOA) 

(Service Oriented Modeling and Architecture (SOMA)); 

http://www.nkarten.com/ExcerptSLAHandbook.pdf
http://www.staffs.ac.uk/course/SSTK-11043.jsp
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Service Autonomy; 

Notes/ is it a stand-alone 
aspect or it shall be 
connected to other 
aspects? 

This aspect is not a standalone.  

It will be part of the course titled Architecture of cloud applications and 

services 

 

Relevant web links or 
references 

http://www.gvsu.edu/e-hr/cloud-contract-worksheet-

55.htm?gclid=CPu-kM3RwdMCFYg_GwodC9IJ6Q 

http://www.staffs.ac.uk/course/SSTK-11043.jsp 
https://le.ac.uk/courses/cloud-computing-msc 

 

 

 

Title of the aspect: 
 

Have knowledge on building applications that can run on the Internet 
(such as Java and .NET framework) 

Course objectives and 
learning outcomes – what 
skills the students will 
develop within this course 

Practical skills for software development; 

Knowledge on overall building application cycle; 

Ability to understand the business case of building online application. 

 

 

Course content/content of 
the different aspects 
 

1.    Specific requirements on the proposed applications; 
Methods for creation and implementation of logic and software 

algorithms – architecture and design (including Privacy by design); 

Basics of Software Building 

Building Management 

Building Technologies 

Software build tools 

Quality Control 

QA roles and softwares; 

Software support; 

Software management; 

Automation tools ( for instance DevOps) 

Notes/ is it a stand-alone 
aspect or it shall be 
connected to other 
aspects? 

This aspect is not a standalone.  

It will be part of the course titled Architecture of cloud applications and 

services 

 

Relevant web links or http://www.staffs.ac.uk/course/SSTK-11043.jsp 

http://www.gvsu.edu/e-hr/cloud-contract-worksheet-55.htm?gclid=CPu-kM3RwdMCFYg_GwodC9IJ6Q
http://www.gvsu.edu/e-hr/cloud-contract-worksheet-55.htm?gclid=CPu-kM3RwdMCFYg_GwodC9IJ6Q
http://www.staffs.ac.uk/course/SSTK-11043.jsp
http://www.staffs.ac.uk/course/SSTK-11043.jsp
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references https://le.ac.uk/courses/cloud-computing-msc 

 

 

 

Conclusions:  

Based on the information and description of the aspects above, the aspects can be grouped in the 

courses as provided in the table below.  

 

No
. 

Aspect  title Standal
one 
Y/N 

Course title Prerequisite Note 

1 General aspects 
on the cost-benefit 
analysis of cloud 
computing 

N Business and 
Technology Trends 
of Cloud Computing 

/  

2 Business cases of 
cloud deployment 

N Business and 
Technology Trends 
of Cloud Computing 
 

/  

3 How to adjust 
services moved to 
the cloud 

N Architecture of cloud 
applications and 
services 

/  

4 How to build and 
deliver 
applications 
accessible by all 
devices (mobile 
app development) 

N Architecture of cloud 
applications and 
services   

/  

5 How to use open 
source tools 

N Business and 
Technology Trends 
of Cloud Computing 

/  

6 Security protocols 
regardless of the 
type of the cloud 
(such as 
Sarbanes-Oxley, 
HIPAA) 

Y 
 
 
 
N 

Security of cloud 
protocols 
 
Architecture of cloud 
applications and 
services   

/  

7 Basic skills on 
drafting and/or 
negotiations of 
service level 
agreements/ 
Legal aspects of 
relationship 
between the 

N Option 1 –  part of 
the course Business 
and Technology 
Trends of Cloud 
Computing 
 
Option 2 - part of the 
course on ICT related 
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organization and 
the service 
provider 

regulation (no title 
yet) 

8 How to use 
techniques on 
building a service 
oriented solutions 

N Architecture of cloud 
applications and 
services 

  

9 Have knowledge 
on building 
applications that 
can run on the 
Internet (such as 
Java and .NET 
framework) 

N Architecture of cloud 
applications and 
services 
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BIG DATA AND OPEN DATA 

 

Description of the aspects/courses 

 

This document contains several aspects of “Big data and/or open data”.  

  

Thinking in terms of a study programme, these aspects are necessary to be incorporated within a certain 

course or some of them can be a course on its own. It is up to the team working on this document to 

provide enough information that will determine if the aspects are supposed to be individual courses or 

several classes within a given course. 

The same structure applies for each aspect (topic), as provided in the tables below. If you believe there 

is necessity for more information to be supplied under each aspect, please add the rows, but then add 

them in the tables under each aspect so that the structure remains unified. 

 

The first six tables a filled just as a brief example. They are open for modifications and editing too. 

 

About the work on the document 

 

The team working on this document is everyone engaged in Output 3. Please provide your suggestions 

in the tables below and make your name visible so we know who provided the input.  We all have the 

same editing privileges.  

 

Please do not delete the inputs from the other colleagues. If you wish to comment somebody else's 

input or have suggestion for something to be deleted please use the “add comment” option.  

 

 

 

Title of the aspect: 

 

Data Mining 

Course objectives and 

learning outcomes – what 

skills the students will 

develop within this course 

On completion of this course, students should be able to: understand 

the basic applications, concepts, and techniques of data mining, use 

recent data mining software to solve practical problems in a variety of 

disciplines, to gain experience doing independent study and research, 

understand the value of data mining in solving real-world problems, to 

apply data mining tools to real-world problems. 
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Course content/content of 

the different aspects 

 

1.    1 Introduction to Data Mining; 2 Overview of Data Mining in 

Bioinformatics; 3 Data Processing and Intro to R; 4 Supervised Learning 

and Rattle; 5 Introduction to Classification and Decision Trees; 6 Decision 

Trees; 7 Multi linear and Logistic Regression I; 8 Multi linear and Logistic 

Regression II, 9 Support Vector Machines (SVM), 10 Neural Networks, 

Naive Bayes; 11 Unsupervised Learning and Clustering; 12 Determining 

Method of Action in Drug Discovery Using Affymetrix Microarray Data; 

13 Molecular Networks as Application of Mining; 14 Applications of 

Spectral methods (PCA/SVD); 15 An Introduction to Text Mining with an 

Application to the Life Sciences. 

 

Notes/ is it a stand-alone 

aspect or it shall be 

connected to other 

aspects? 

Stand alone 

References 1.Margaret D., Data Mining Introductory and Advanced Topics, Prentice 

Hall, 2003 

2. Jiawei H. and Micheline K., Data Mining Concepts and Techniques, 

Morgan Kaufmann, 2nd Ed, 2005 

 

 

 

Title of the aspect: 

 

Artificial Intelligence 

Course objectives and 

learning outcomes – what 

skills the students will 

develop within this course 

This course introduces you to the basic concepts and techniques of 

Artificial Intelligence (AI). This course will allow you to gain generic 

problem solving skills that have applicability to a wide range of real-

world problems. Topics covered include search strategies for solving 

problems, knowledge representation, automated planning, intelligent 

agents, reasoning under uncertainty, bio-inspired optimization, and 

machine learning. 

Course content/content of 

the different aspects 

 

1: Describe the key components of the artificial intelligence (AI) field and 

its relation and role in Computer Science; 

2: Identify and describe artificial intelligence techniques, including 

search heuristics, knowledge representation, automated planning and 

agent systems, machine learning, and probabilistic reasoning; 

3: Identify and apply AI techniques to a wide range of problems, 
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including complex problem solving via search, knowledge-base systems, 

machine learning, probabilistic models, agent decision making, etc.; 

4: Design and implement appropriate AI solution techniques for such 

problems; 

5: Analyse and understand the computational trade-offs involved in 

applying different AI techniques and models. 

6: Communicate clearly and effectively using the technical language of 

the field correctly. 

 

Notes/ is it a stand-alone 

aspect or it shall be 

connected to other 

aspects? 

Stand alone 

  

References S. Russel, P. Norvig, Artificial Intelligence: A Modern Approach, 

Pearson,2010  

 

 

 

Title of the aspect: 

 

Clustering 

Course objectives and 

learning outcomes – what 

skills the students will 

develop within this course 

Be able to explain common data mining methods, to explain clustering 

methods  

Course content/content of 

the different aspects 

 

1. Basic Concepts in Clustering Analysis 

2. Clustering Methods 

3. Use the clustering methods with WEKA (or any other software) 

4. Exercise: Clustering 

 

Notes/ is it a stand-alone 

aspect or it shall be 

connected to other 

aspects? 

Part of Data Mining course 
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Relevant web links or 

references 

 

 

 

Title of the aspect: 

 

Cascading Style Sheet (CSS) 

Course objectives and 

learning outcomes – what 

skills the students will 

develop within this course 

By the end of this course, the student should be able to build valid web 

pages in HTML and have a working knowledge of Cascading Style Sheets 

(CSS). 

Course Objectives 

• Learn how to design and develop a Web page using HTML and CSS. 

• Learn how to link pages so that they create a Web site. 

• Design and develop a Web site using text, images, links, lists, and 

tables for navigation and layout. 

• Style your page using CSS, internal style sheets, and external style 

sheets. 

• Learn how to use graphics in Web design. 

Course content/content of 

the different aspects 

 

1.    At the conclusion of the course, students should be able to: 

•      Design and develop basic web pages using HTML and CSS. 

•     Design and develop web pages using CSS styles, internal and/or 

external style sheets. 

•      Design and develop web pages using CSS for layout 

Notes/ is it a stand-alone 

aspect or it shall be 

connected to other 

aspects? 

Part of the course Web technologies (HTML, CSS, JavaScript) or course 

Web Design Fundamentals: HTML and Style Sheets 

Relevant web links or 

references 

 

 

 

Title of the aspect: 

 

SQL/NoSQL 
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Course objectives and 

learning outcomes – what 

skills the students will 

develop within this course 

SQL 

- Explain the concepts of relational database management system 

(RDBMS), particularly: 

- What an RDBMS is, and how it differs from older flat file systems. 

- The data model, its building blocks, and how it relates to business rules. 

- How data is organized through the use of integrity rules and primary 

and foreign keys. 

- Relational set operators, the data dictionary, and indexes. 

- The fundamental differences between logical and physical database 

design. 

- Higher normal form designs, denormalized designs, existence 

dependence, relationship strength, weak entities, relationship 

participation, relationship degree, recursive relationships, and 

composite entities. 

- Do the following for a simple prescribed business problem: 

 a) Develop an Entity Relationship Model with the appropriate entities, 

attributes, relationships, connectivity, and cardinality using Crow’s Foot 

notation to represent 1-1, 1-M, and M-N relationships. 

b) Produce a Third Normal Form database design to remove 

redundancies in tables. 

c) Convert the Third Normal Form database design into a set of database 

tables using an appropriate tool such as Oracle or MS SQL Server, and 

SQL Data Definition Language (DDL). 

d) Use SQL Data Manipulation Language to create and query sample 

data. 

  

NoSQL 

Upon successful completion of this course, a student will meet the 

following outcomes: 

1.       Define NoSQL, its characteristics and history, and the primary 

benefits for using NoSQL databases. 

2.        Define the major types of NoSQL databases including a primary 

use case and advantages/disadvantages of each type. 

3. Create wide-column, document, key-value, graph and object-oriented 

databases, add content, and run queries 

4. Describe the NoSQL data architecture patterns 

5. Use NoSQL to manage Big Data. 

6. Develop NoSQL desktop and cloud database solutions. 

Course content/content of 

the different aspects 

1.    SQL 

This application-oriented course covers the relational database systems 



 
Big data and open data 

 

   85 
 

 RDBS - the predominant system for business, scientific and engineering 

applications at present. The topics are reinforced using tools such as 

Oracle or MS SQL Server in labs. The course includes Entity-Relation 

model, Normalization, Relational model, Relational algebra, and data 

access queries as well as an introduction to SQL. 

 

 

NoSQL 

Introduction to non-relational (NoSQL) data models, such as Key-Value, 

Document, Column, Graph and Object-Oriented database models. 

Advantages and disadvantages of the different data architecture 

patterns will be discussed. Hands-on experience with a representative 

sample of open-source NoSQL databases will be provided. The rapid and 

efficient processing of data sets with a focus on performance, reliability, 

and agility will be covered. Big Data, distributed and cloud computing 

concepts will be introduced 

 

Notes/ is it a stand-alone 

aspect or it shall be 

connected to other 

aspects? 

Two different courses: 

1. Relational Database Management (SQL) 

2. NoSQL Databases 

Relevant web links or 

references 

 

 

 

 

Title of the aspect: 

 

Extract, Transform and Load 

Course objectives and 

learning outcomes – what 

skills the students will 

develop within this course 

Clearly articulate the various steps of an ETL process (extract, transform 

and load) 

Understand the various issues of data transformation and integration 

Course content/content of 

the different aspects 

 

1.    Data warehousing topics include: modeling data warehouses, 

concepts of data marts, the star schema and other data models, Fact and 

Dimension tables, data cubes and multi-dimensional data, data 

extraction, data transformation, data loads, and metadata. 
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Notes/ is it a stand-alone 

aspect or it shall be 

connected to other 

aspects? 

Part of the course Business Intelligence 

Relevant web links or 

references 

 

 

Title of the aspect: 

 

Data Analytics 

Course objectives and 

learning outcomes – what 

skills the students will 

develop within this course 

Data Analytics is the science of analyzing data to convert information to 

useful knowledge. This knowledge could help us understand our world 

better, and in many contexts enable us to make better decisions. While 

this is broad and grand objective, the last 20 years has seen steeply 

decreasing costs to gather, store, and process data, creating an even 

stronger motivation for the use of empirical approaches to problem 

solving. This course seeks to present you with a wide range of data 

analytic techniques and is structured around the broad contours of the 

different types of data analytics, namely, descriptive, inferential, 

predictive, and prescriptive analytics. 

Course content/content of 

the different aspects 

 

1. Descriptive Statistics (Introduction to the course, Descriptive 

Statistics, Probability Distributions) 

2. Inferential Statistics (Inferential Statistics through hypothesis 

tests, Permutation & Randomization Test) 

3. Regression & ANOVA (Regression, ANOVA(Analysis of Variance)) 

4. Machine Learning: Introduction and Concepts (Differentiating 

algorithmic and model based frameworks, Regression : Ordinary 

Least Squares, Ridge Regression, Lasso Regression, K Nearest 

Neighbours Regression & Classification) 

5. Supervised Learning with Regression and Classification 

techniques - (Bias-Variance Dichotomy, Model Validation 

Approaches, Logistic Regression, Linear Discriminant Analysis, 

Quadratic Discriminant Analysis, Regression and Classification 

Trees, Support Vector Machines) 

6. Supervised Learning with Regression and Classification 

techniques -2 (Ensemble Methods: Random Forest, Neural 

Networks, Deep learning) 

7.  Unsupervised Learning and Challenges for Big Data Analytics 
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10.   (Clustering, Associative Rule Mining, Challenges for big data 

analytics)  

8. Prescriptive analytics (Creating data for analytics through 

designed Experiments, Creating data for analytics through Active 

learning, Creating data for analytics through Reinforcement 

learning) 

Notes/ is it a stand-alone 

aspect or it shall be 

connected to other 

aspects? 

Standalone (Big Data Analytics) 

Relevant web links or 

references 

Hastie, Trevor, et al. The elements of statistical learning. 

Vol. 2. No. 1. New York: springer, 2009. 

2. Montgomery, Douglas C., and George C. Runger. Applied 

statistics and probability for engineers. John Wiley & 

Sons, 2010 

Dunlop, Dorothy D., and Ajit C. Tamhane. Statistics and data analysis: 

from elementary to intermediate. Prentice Hall, 2000. 

G Casella and RL Berger, Statistical Inference, Thomson Learning 2002. 

 

Title of the aspect: 

 

Agile Software Development 

Course objectives and 

learning outcomes – what 

skills the students will 

develop within this course 

1. Ability to apply critical thinking in analyzing a software engineering 

method. 

2. Ability to analyze the tradeoffs in selecting a software engineering 

method. 

3. Ability to understand the practices and philosophies of agile methods. 

4. Ability to understand and apply Scrum. 

5. Ability to understand and apply Extreme Programming. 

6. Ability to tailor an agile method to the needs of the project. 

Course content/content of 

the different aspects 

 

1.   Agile Manifesto and Principles 

2. Scrum Overview 

3. Extreme Programming Overview 

4. XP Corollary Practices 

5. Agile Management Practices 

6. Risk Management and the Customer in Agile Methods 

7. Crystal Clear 

8. Lean Development and Kanban 
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9. Selecting a Software Engineering Methodology 

10. Agile Engineering Practices 

11. Tailoring and Improving Agile Methods 

 12. Miscellaneous Agile Methods 

13. Challenges in Adopting Agile Methods 

14. Tradeoffs for Software Engineering Methods 

15. Agile Methods and Software Process Frameworks 

Notes/ is it a stand-alone 

aspect or it shall be 

connected to other 

aspects? 

Stand alone 

Relevant web links or 

references 

K. Beck and C. Andres, Extreme Programming Explained: Embrace 

Change, 2nd Edition, 2004. 

• B.W. Boehm and R. Turner, Balancing Agility and Discipline: A Guide for 

the Perplexed, 2004. 

• A. Cockburn, Crystal Clear: A Human-Powered Methodology for Small 

Teams, 2004. 

• M. Cohn, Succeeding with Agile: Software Development Using Scrum, 

2009. 

• H. Kniberg, Scrum and XP from the Trenches, 2007. 

• C. Larman, Agile and Iterative Development: A Manager’s Guide, 2004. 

• C. Larman and B. Vodde, Scaling Lean & Agile Development: Thinking 

and Organizational Tools for Large-Scale Scrum, 2008. 

• K. Schwaber and M. Beedle, Agile Software Development with Scrum, 

2002. 

• https://www.pmi.org/learning/library/agile-project-management-

scrum-6269 

 

Title of the aspect: 

 

Data Modeling 

Course objectives and 

learning outcomes – what 

skills the students will 

develop within this course 

This course introduces people to the principles and process of logical 

data modeling, which is to say translating business data requirements 

into a graphical representation.  It teaches people how to analyze 

business requirements that should be incorporated into a logical data 

model, how to create the components of a logical data model, how to 

diagram/explain them, and how to normalize data and handle complex 

relationships.  In short, participants will learn proven, practical skills for 

https://www.pmi.org/learning/library/agile-project-management-scrum-6269
https://www.pmi.org/learning/library/agile-project-management-scrum-6269
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analyzing and modeling data requirements, and make them ready to be 

transformed into a relational database. 

Course content/content of 

the different aspects 

 

1.  Introduction to Logical Data Modeling 

 

Importance of logical data modeling in requirements 

When to use logical data models 

Relationship between logical and physical data model 

Elements of a logical data model 

Read a high-level data model 

Data model prerequisites 

Data model sources of information 

Developing a logical data model 

 

2. Project Context and Drivers 

 

Importance of well-defined solution scope 

Functional decomposition diagram 

Context-level data flow diagram 

Sources of requirements 

Functional decomposition diagrams 

Data flow diagrams 

Use case models 

Workflow models 

Business rules 

State diagrams 

Class diagrams 

Other documentation 

Types of modeling projects 

Transactional business systems 

Business intelligence and data warehousing systems 

Integration and consolidation of existing systems 

Maintenance of existing systems 

Enterprise analysis 

Commercial off-the-shelf application 

 

3. Conceptual Data Modeling 
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Discovering entities 

Defining entities 

Documenting an entity 

Identifying attributes 

Distinguishing between entities and attributes 

 

4. Conceptual Data Modeling-Identifying Relationships and Business 

Rules 

 

Model fundamental relationships 

Cardinality of relationships 

One-to-one 

One-to-many 

Many-to-many 

Is the relationship mandatory or optional? 

Naming the relationships 

 

5. Identifying Attributes 

 

Discover attributes for the subject area 

Assign attributes to the appropriate entity 

Name attributes using established naming conventions 

Documenting attributes 

 

6. Advanced Relationships 

 

Modeling many-to-many relationships 

Model multiple relationships between the same two entities 

Model self-referencing relationships 

Model ternary relationships 

Identify redundant relationships 

 

7. Completing the Logical Data Model 

 

Use supertypes and subtypes to manage complexity 

Use supertypes and subtypes to represent rules and constraints 

 

8. Data Integrity Through Normalization 

 

Normalize a logical data model 

First normal form 
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Second normal form 

Third normal form 

Reasons for denormalization 

Transactional vs. business intelligence applications 

 

9. Verification and Validation 

 

Verify the technical accuracy of a logical data model 

Use CASE tools to assist in verification 

Verify the logical data model using other models 

Data flow diagram 

CRUD matrix 

 

Notes/ is it a stand-alone 

aspect or it shall be 

connected to other 

aspects? 

Can be stand-alone or part of the Database systems course 

Note: if it is standalone, we can add UML diagrams 

 

Relevant web links or 

references 

1. Simison, Graeme. C. & Witt, Graham. C. (2005).Data Modeling 

Essentials.3rd Edition. Morgan Kauffman Publishers, 2004, ISBN 0-12-

644551-6 

2. Andy Oppel , Data Modeling: A Beginner's Guide 1st Edition, 

McGraw-Hill Education, 2010, ISBN-13: 978-0071623988 

3. Steve Hoberman ,  Data Modeling Made Simple: A Practical 

Guide for Business and IT Professionals, 2nd Edition Second Edition, 

Technics Publications, 2009, ISBN-13: 978-0977140060 

 

 

Title of the aspect: 

 

Data Integration 

Course objectives and 

learning outcomes – what 

skills the students will 

develop within this course 

Data integration is the combination of technical and business processes 

used to combine data from disparate sources into meaningful and 

valuable information. A complete data integration solution delivers 

trusted data from a variety of sources. 

(a) To realize the importance of metadata 

(b) To understand data quality 

(c) To be able to perform scrubbing/cleaning of data 

(d) To be able to apply de-duplication 
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(e) To be able to enhance the quality of data 

 

Course content/content of 

the different aspects 

 

1.  Concepts of data integration 

2. Needs and advantages of using data 

integration 

3. Introduction to common data 

integration approaches 

4. Metadata – types and sources 

5. Introduction to data quality 

6. Data profiling concepts and 

applications 

 

Notes/ is it a stand-alone 

aspect or it shall be 

connected to other 

aspects? 

Part of the course Business Intelligence 

Relevant web links or 

references 

 

 

 

 

Title of the aspect: 

 

Test Driven Development 

Course objectives and 

learning outcomes – what 

skills the students will 

develop within this course 

The course is intended to provide students with an understanding of: 

 

Core Testing Concepts 

Functional and Non-Functional Testing 

Integration Testing and System Testing 

User Acceptance Testing and End-to-End Testing 

Test-Driven Development 

Continuous Delivery Model and Its Impact on Testing 

Testing Best Practices 

 

Upon successful completion of this course, the student will be able to: 
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Plan and apply the appropriate level of testing within the context of a 

software development application to the satisfaction of its beneficiaries. 

Design specific and measurable test cases to ensure coverage and 

traceability to requirements. 

Use problem reporting techniques, metrics, and testing status reports to 

communicate testing results to colleagues, managers, and end users. 

Select and apply testing models, processes and practices appropriate for 

the software development lifecycle model of a project 

Apply principles and practices of test-driven development to improve 

testing quality and reduce delivery times 

Integrate testing processes within a continuous delivery model of 

software development 

 

Course content/content of 

the different aspects 

 

1.    1. Overview of the Software Testing Process 

 2. Testing Techniques. Functional and Non-Functional Testing. 

Software Engineer in Test 

 3. Test Management and Planning. Testing Phases. Testing Roles. 

 4. Unit Testing – Approach and Testing Techniques, Data 

Requirements. Test Engineer Role, Test Cases and Defect Lifecycles. 

 5. Integration Testing – Approach and Testing Techniques, Data 

Requirements. Testing Leadership, Maintenance Mode Testing, Test 

Analytics. 

 6. System Testing – Approach and Techniques, Data 

Requirements. Test Engineering Manager Role. 

 7. System Integration Testing – Approach and Techniques, Data 

Requirements. Test Process Evaluation. 

 8. User Acceptance Testing – Approach and Techniques, Data 

Requirements. Test Plan Example. 

 9. Operations Acceptance Testing – Approach and Techniques, 

Data Requirements. Example: Test Tours. 

 10. Regression Testing – Approach and Techniques, Data 

Requirements. Software Delivery Concepts and Configuration 

Management. 

 11. Test Process Improvements, Metrics. Continuous Integration 

Process. 

 12. Agile Testing. Test Strategy Implementation 

 13. Deployment Pipeline. Automated Acceptance Test Suite. 

Commit Stage. Commit Stage Test Suite. 

 14. Automated Acceptance Testing. Testing Nonfunctional 
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Requirements. 

 15. Test Data Management. Continuous Delivery Management. 

 

Notes/ is it a stand-alone 

aspect or it shall be 

connected to other 

aspects? 

Standalone (Software Testing and Test-Driven Development) 

Relevant web links or 

references 

1. John Watkins, Simon Mills, Testing IT: An Off-the-Shelf Software 

Testing Process, 2nd edition, 2011, Cambridge University Press, ISBN 

978-0521148016 

2. James Whittaker, Jason Arbon, Jeff Carollo, How Google Tests 

Software, 2012, Addison-Wesley, ISBN 978-0321803023 

3. Jez Humble, David Farley, Continuous Delivery: Reliable Software 

Releases through Build, Test, and Deployment Automation, 2010, 

Addison-Wesley, 978-0321601919 

 

 

 

Title of the aspect: 

 

Configuration Management 

Course objectives and 

learning outcomes – what 

skills the students will 

develop within this course 

1. Introduce students to the concepts and principles of software 

configuration management 

2. Understand the different roles of people involved in SCM 

3. Introduce the relation between SCM and the software development. 

4. Understand how to apply branching in real cases. 

5. Understand how SCM is applied during the software development 

process 

6. Utilize CASE tools to control and document the change. 

 

Course content/content of 

the different aspects 

 

1.    1. Introduction to SCM (software configuration management) 

2. Basic concepts of SCM 

3. Configuration Identification 

4. Configuration Control 

5.  Branching 

6. Status Accounting 

7. Configuration Verification and Audit 

8. Release Management 
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9. Project Management in a CM environment 

10. The Capability Maturity Model Integration (CMMI) 

11. SCM and international standards 

Notes/ is it a stand-alone 

aspect or it shall be 

connected to other 

aspects? 

Standalone (Software Configuration Management) 

Relevant web links or 

references 

1. Jessica Keyes, Software Configuration Management, Auerbach 

Publications, 2004 

2. Anne Hass , Configuration Management Principles and Practice, 

Addison Wesley, 2002 

 

 

 

Title of the aspect: 

 

Disaster recovery 

Course objectives and 

learning outcomes – what 

skills the students will 

develop within this course 

This course covers the concepts, strategies, and implementation of 

Business Continuity and IT Disaster Recovery Plans through lectures, 

hands on practice and skill building. This area of technical expertise is 

becoming a highly valued skill in the work place. Almost every business 

and organization must deal with Business Continuity and IT Disaster 

Recovery at some level. The onset of cloud computing technology, the 

proliferation of wireless mobile devices, severe weather related 

incidents and other types of disasters both man-made and natural have 

increased the risks exponentially for companies and organizations 

regarding their critical business resources, IT systems and processes. 

Managing these risks is an integral part of everyday business. The overall 

goal of Business Continuity and IT Disaster Recovery planning is to 

protect the company and organizations, its’ assets, its’ ability to do 

business under any circumstance, and to be resilient. After completing 

this course, you should have a general knowledge about Business 

Continuity and IT Disaster Recovery and be able to address the key areas 

in this field. 

Course content/content of 

the different aspects 

 

1.    1.  Introduction 

2. Business Continuity Team 

3. Business Impact Analysis 

4. Risk Assessment 
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5. IT Recovery Strategy 

6. IT Recovery Architecture 

7. Data Storage & Recovery 

8. IT Disaster Recovery Plan 

9. Business Continuity/Continuity of Operations Plan 

10. Exercise, Certify & Train 

11. Table Top Exercise & Corrective Actions 

12. Business Continuity Program: Measuring Performance & Plan 

Maintenance 

 

Notes/ is it a stand-alone 

aspect or it shall be 

connected to other 

aspects? 

Standalone (Business Continuity & IT Disaster Recovery ) 

Relevant web links or 

references 

1. ISBN 978-0-9891488-1-8 Business Continuity & IT Disaster 

Recovery 

2. Susan Snedaker , Business Continuity and Disaster Recovery 

(2007) ISBN-13: 978-1-59749-172-3, Syngress 

3. Waugh, William L. Jr. (2000). Living with Hazards, Dealing with 

Disasters: An Introduction to Emergency Management. Armonk, New 

York: M.E. Sharpe. 

 

 

 

Title of the aspect: 

 

Open Source 

Course objectives and 

learning outcomes – what 

skills the students will 

develop within this course 

Upon successful completion of the course the student will be able to: 

1. Understand concepts, strategies, and methodologies related to open 

source software development. 

2. Understand the business, economy, societal and intellectual property 

issues of open source software. 

3. Be familiar with open source software products and development 

tools currently available on the market. 

4. Be able to utilize open source software for developing a variety of 

software applications, particularly Web applications. 
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Course content/content of 

the different aspects 

 

1.    1. An Introduction to Open Source Software Engineering 

2. An Introduction to Open Source 

   Required reading 

      “Open source paradigm shift,” Tim O’Reilly 

3.Open Source Software in Practice 

   Required reading 

      “The Cathedral and the Bazaar,” Eric Raymond 

4.Economics of Open Source 

   Required reading 

      "The Simple Economics of Open Source" Josh Lerner and Jean Tirole 

5.Open Source Business Models (Part 1) 

   Required readings 

      "The Halloween Document," Vinod Vallopillil and Eric Raymond   

      “Seven Open source Business Strategies for Competitive Advantage,” 

John Koenig   

6.Open Source Business Models (Part 2) 

   Required Readings   

     " IBM’s Pragmatic Embrace of Open Source," Pamela Samuelson 

      "What Road Ahead for Microsoft the Company?" Michael A. 

Cusumano 

7.Roles of Open Source & Proprietary Software in the Private Sector 

   Required Readings 

      "Anarchism Triumphant: Free Software and the Death of Copyright," 

Eben Moglen   

      “The Commodification of Information,” Niva Elkin‐Koren and Neil 

Weinstock Netanel, 

eds. 

       "Code, Culture, and Cash: The Fading Altruism of Open Source 

Development," David Lancashire 

8. Government Policy About Open Source 

   Required Readings   

      "Politics And Programming: Government Preferences for Promoting 

Open Source Software," David S. Evans 

       "Free/Libre Software and Open Source Software, Survey and Study," 

Rishab Aiyer Ghosh, Bernhard Krieger, Ruediger Glott and Gregorio 

Robles 

10. Regulability of Open Source/Open Source as a Global Phenomenon 

   Required Readings   

      "The Limits in Open Code: Regulatory Standards & the Future of the 

Net," Lawrence Lessig   

      "The Paradoxes of Free Software," Stephen M. McJohn 
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11. Conceptual Underpinnings of Free and Open Source Licenses: 

Property, Contract, or Something Else?   

   Required Readings   

      "Reconstructing the Software License," Michael Madison Loy 

      "Personal Property Servitudes," Glen O. Robinson    

12. Enforceability of Open Source Licenses 

   Required Readings   

      GNU General Public License (GPL)    

   "Legal Implications of Open Source Software," David McGowan   

13 Adapting the Open Source Concept to Biotech Innovations 

   Required Readings   

      "Open Source Patenting," Sara Boettiger and Dan L. Burk   

      "Open and Collaborative Research: A New Model for Biomedicine," 

Arti Rai   

14 Open source software in US, Europe and Asia 

   Required Readings 

      "Asian Trio’s Adoption of Linux‐based Open Source Development," 

Bongsug (Kevin) Chae and Roger McHaney 

15 Future of Open Source Software 

   Required Readings 

      "Has Open Source Software a Future?" Brain Fitzgerald 

 

Notes/ is it a stand-alone 

aspect or it shall be 

connected to other 

aspects? 

Standalone (Open Source Software Engineering) 

Relevant web links or 

references 

Understanding Open Source and Free Software Licensing 

By Andrew M. St. Laurent, August 2004,O’Reilly 

 

 

 

 

Title of the aspect: 

 

Puppet/Hadoop 
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Course objectives and 

learning outcomes – what 

skills the students will 

develop within this course 

Puppet 

 

The students will acquire the fundamental skills of installing, configuring 

and administering Puppet. Basic concepts of IAC (Infrastructure-As-Code) 

and system state declaration will be explained and experienced.  

The students will learn the Puppet language, classes and modules which 

will allow them to use Puppet for system configuration and management 

in their everyday work. 

 

Hadoop 

 

Understand Big Data and Hadoop ecosystem 

Work with Hadoop Distributed File System (HDFS) 

Write MapReduce programs and implementing HBase 

Write Hive and Pig scripts 

 

Course content/content of 

the different aspects 

 

1.    Puppet 

 

 1.Infrastructure As Code explained 

 2.What is Puppet? 

 3.How Puppet works. 

 4.Puppet server and nodes installation on Linux 

          5.Puppet Key Concepts: 

                         Resources 

    Manifests 

    Facts 

    Variables 

    Conditionals 

    Classes 

    Modules 

 6.Puppet: basic Agent/Master 

 

Building a foundation for building more complex configurations by using 

Advanced Classes: 

 

Parameterized Classes 

Introduction to Inheritance 

Introduction to Data Separation using Hiera 

Revisiting Classification using parameterized classes & ADB 
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           Hadoop 

 

Hadoop 

Why Hadoop, Scaling, Distributed Framework, Hadoop v/s RDBMS, Brief 

history of Hadoop, Problems with traditional large-scale systems, 

Requirements for a new approach, Anatomy of a Hadoop cluster, Other 

Hadoop Ecosystem components 

Setup Hadoop 

Pseudo mode, Cluster mode, Installation of Java, Hadoop, Configurations 

of Hadoop, Hadoop Processes ( NN, SNN, JT, DN, TT), Temporary 

directory, UI, Common errors when running Hadoop cluster, Solutions 

HDFS- Hadoop Distributed File System  

HDFS design and architecture, HDFS concepts, Interacting HDFS using 

command line,Dataflow, Blocks, Replica Hadoop Processes 

Name node, Secondary name node, Job tracker, Task tracker, Data node 

MapReduce  

Developing MapReduce application, Phases in MapReduce framework, 

MapReduce input and output formats, Advanced concepts, Sample 

applications, Combiner  

Writing a MapReduce Program 

The MapReduce flow, Examining a sample MapReduce program, Basic 

MapReduce API concepts, Driver code, Mapper, Reducer, Hadoop’s 

streaming API, Using Eclipse for rapid development, Hands-on exercise, 

New MapReduce API 

Common MapReduce Algorithms 

Sorting and Searching, Indexing, Term Frequency – Inverse Document 

Frequency, Word Co-occurrence, Hands-on exercise 

Writing advance map reduce programs 

Building multivalue writable data, Accessing and using 

counters,Partitioner - Hashpartitioner,Hands on Exercises . 

Hadoop Programming Languages HIVE:  

Introduction, Installation, Configuration, Interacting HDFS using HIVE, 

MapReduce programs through HIVE, HIVE commands, Loading, Filtering, 

Grouping, Data types, Operators, Joins, Groups, Sample programs in 

HIVE PIG: Basics, Configuration, Commands,Loading, Filtering, Grouping, 

Data types, Operators, Joins, Groups, Sample programs in PIG 

HBase 

What is HBase, HBase architecture, HBase API, Managing large data sets 

with HBase, Using HBase in Hadoop applications. 

Integrating Hadoop into the Enterprise Workflow Integrating Hadoop 
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into an Existing Enterprise, Loading Data from an RDBMS into HDFS by 

Using Sqoop, Managing Real-Time Data Using Flume. 

 

 

Notes/ is it a stand-alone 

aspect or it shall be 

connected to other 

aspects? 

Two courses: 

1. Puppet Fundamentals 

2. Big Data  and Hadoop 

 

Relevant web links or 

references 

Puppet 

1. Managing Infrastructure with Puppet, Configuration 

Management at Scale By James Loope, Publisher: O'Reilly Media Final 

Release Date: June 2011 

2. Puppet 2.7 Cookbook Paperback – October 24, 2011 by John 

Arundel, Packt Publishing 

Hadoop 

1. Hadoop: The Definitive Guide  

Author: Tom White 

Publisher: Hadoop: The Definitive Guide 

2.  Hadoop in Practice 

Author: Alex Holmes 

Publisher: Manning Publications 

3. Hadoop in Action 

Author: Chuck Lam 

Publisher: Manning 

 

 

 

*prerequisite Hadoop: Object Oriented Programming 

 

 

Title of the aspect: 

 

Enterprise Architecture 
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Course objectives and 

learning outcomes – what 

skills the students will 

develop within this course 

Upon successful completion of this course the student will, 

 

1.Understand the advantages and constraints of exist EA frameworks as 

foundations for execution 

2.Compare and classify EA components in context and create visual 

representations of EA solutions 

3.Render business capability in non-technical terms and recognize EA’s 

ability to map out strategic IT solutions 

 

Course content/content of 

the different aspects 

 

1. Foundation for Execution  

2. Realizing the Benefits of EA 

3. The Operational Model  

4. Defining The Operational Model & Implement using EA  

5.  EA Goals, Roles, & Mechanics: Zachman (ZF) Framework 

6. EA Goals, Roles, & Mechanics: TOGAF 

7. EA Maturity Models 

8. EA Governance and Risk 

9. Cloud and EA 

10. Outsourcing and EA 

11. EA and Data Center Transformation 

12. EA, Mobility, and Consumerism 

13. Big Data 

14. EA and Disruptive Change: EA’s role in Mergers & Acquisitions 

15.  EA and Disruptive Events: Organizational Normalization and 

Convergence 

 

Notes/ is it a stand-alone 

aspect or it shall be 

connected to other 

aspects? 

Standalone 

Relevant web links or 

references 

1.Bernard, Scott A. An introduction to Enterprise Architecture 3rd 

Edition (Author House: 2005), ISBN: 1420880500 CMU Book Holdings: 

(Hunt Library and SEI Library).  

2.Ross, Jeanne W., Robertson, David, Weill, Peter. Enterprise 

Architecture as Strategy: Creating a Foundation for Business 

Execution (Harvard Business Review Press: August 8, 2006). 

ISBN: 1591398398 CMU Book Holdings: (Hunt Library and SEI Library).  
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Title of the aspect: 

 

Excel spreadsheets 

Course objectives and 

learning outcomes – what 

skills the students will 

develop within this course 

1. Import, sort and filter data from a number of different sources 

into an Excel spreadsheet 

2. Summarise information from large data sets. Group, filter and 

perform calculations on summarised data 

3. Use a variety of advanced functions to interrogate and 

manipulate spreadsheet data 

4. Automate the appearance of charts and data using a variety of 

built in controls and macros 

5. Explore advanced charting options and techniques to display 

complex data in a professional way 

 

Course content/content of 

the different aspects 

 

1.    Importing and Linking Data 

Importing Data from a text file 

Importing Data from an XML file 

Linking to an External Data Source 

Using Microsoft Query to Control Linked Data 

Modify and Update Connections 

 

Data Manipulation with Pivot Tables 

Creating Basic Pivot Tables 

Grouping Pivot Data 

Calculated Fields in Pivot Tables 

Filtering Pivot Data 

Changing the Pivot Table Display Methods 

 

Advanced Reporting Functions 

Using the GetPivotData Function 

Using the Index Function 

Using the Match Function 

Using Index and Match Together 

Using the Choose Function 

Using the Frequency Function 

 

Automating Reports with Controls 

Using Form Controls 
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Record and Run Simple Macros 

Assign Macros to Form Controls 

 

Advanced Charting Features 

Creating Combination Charts 

Displaying a Secondary Axis 

Modifying Axis Options 

Display Data Trends 

Charting an Acceptable Range 

Charting Targets 

 

Notes/ is it a stand-alone 

aspect or it shall be 

connected to other 

aspects? 

Can be part of the Business Intelligence course (tool for Data Handling, 

Data Analysis, Visualization) 

Or 

Standalone course EXCEL BUSINESS INTELLIGENCE (BI) 

 

Relevant web links or 

references 

Microsoft Business Intelligence Tools for Excel Analysts 1st Edition 

by Michael Alexander , Jared Decker , Bernard Wehbe , Wiley; 1 edition 

(May 5, 2014) 

 

 

 

 

Title of the aspect: 

 

General open data standards – part of the Open Data course 

Course objectives and 

learning outcomes – what 

skills the students will 

develop within this course 

It will be part of the Open Data Course 

Course content/content of 

the different aspects 

 

It will be part of the Open Data Course  

Notes/ is it a stand-alone 

aspect or it shall be 
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connected to other 

aspects? 

Relevant web links or 

references 

 

 

 

Title of the aspect: 

 

Data mashing  

Course objectives and 

learning outcomes – what 

skills the students will 

develop within this course 

Same as data integration 

Course content/content of 

the different aspects 

 

Same as data integration 

Notes/ is it a stand-alone 

aspect or it shall be 

connected to other 

aspects? 

 

Relevant web links or 

references 

 

 

 

Title of the aspect: 

 

Use of Open Source 

Course objectives and 

learning outcomes – what 

skills the students will 

develop within this course 

It will be part of the Open Source course 

Course content/content of 

the different aspects 

 

It will be part of the Open Source course 
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Notes/ is it a stand-alone 

aspect or it shall be 

connected to other 

aspects? 

 

Relevant web links or 

references 

 

 

 

Title of the aspect: 

 

Use of licenses  

Course objectives and 

learning outcomes – what 

skills the students will 

develop within this course 

The students will understand the fundamental differences between 

proprietary copyright protection and the specifics of the Free/Open 

Source Software licensing. They will be aware of the differences 

between various licensing models will be discussed, including the GNU 

GPL and BDS licenses. They will be able to use the practical differences 

between free and open source software. They will be also made aware 

of the practical challenges to FOSS posed by European consumer 

protection laws as explained with the example of the CeCILL model. They 

will be able to properly select the correct license for the particular task.  

Course content/content of 

the different aspects 

 

1.    1. Proprietary software copyright protection 2. Genesis and 

evolution of the FOSS movement 3.  Free Source Software licensing with 

the GNU GPL licence 4. Open Source Software licensing with the BSD 

licenses 4. European consumer protection and FOSS licensing with the 

CeCILL licence model. 5. Warranty and liability in FOSS licensing  

 

Notes/ is it a stand-alone 

aspect or it shall be 

connected to other 

aspects? 

Related to ICT law section (students need the copyright course as 

background for this section)  

Course name: FOSS copyright and Licensing 

Relevant web links or 

references 

Online resources: 

 http://www.gnu.org/licenses/gpl.html 

https://opensource.org/licenses/BSD-3-Clause 

J. Kulesza, International Internet Law, Routledge 2012 

L. Lessig, Free culture, Penguin press, 2004  

http://www.gnu.org/licenses/gpl.html
https://opensource.org/licenses/BSD-3-Clause
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Richard M. Stallman, Joshua Gay, Free Software, Free Society: Selected 

Essays of Richard M. Stallman, CreateSpace Independent Publishing 

Platform, 2009 

 

 

Title of the aspect: 

 

Develop application  

Course objectives and 

learning outcomes – what 

skills the students will 

develop within this course 

It will be part of the course Agile Software Development, or some 

general course about Programming 

Course content/content of 

the different aspects 

 

It will be part of the course Agile Software Development, or some 

general course about Programming 

Notes/ is it a stand-alone 

aspect or it shall be 

connected to other 

aspects? 

 

Relevant web links or 

references 

 

 

 

 

Title of the aspect: 

  

Open Data 
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Course objectives and 

learning outcomes – what 

skills the students will 

develop within this course 

On completion of this course, students will gain a practical, legal and 

ethical understanding of how to access, query and manage open data 

collections. Students will obtain professional knowledge and 

experience in the area of open data provision and use. This course will 

teach them the potential of open data, as well as the challenges that 

need to be faced. 

The course will delve into the tools and methods required to design 

open data policies and to use open data tools (e.g. tools for data 

visualization and analysis). The lectures, assignments and discussions 

are focused on how the insights from this course can be applied in 

practice, for instance, to a concrete job as an administrator, policy 

advisor, developer, government official or professional in an agency 

that is interested in opening, governing and using open data. 

Course content/content of 

the different aspects 

  

Practical cases 

● Concepts, challenges and theoretical foundations related to 

open data governance and use. 

● How to analyze and apply data governance and use processes / 

open data licenses 

● open data infrastructures and  data sharing 

● How to develop open data policies. 

● To analyze tools for open data publication and use. 

● How to use and apply open data tools 

● Business case in open data 

● Practical leadership in open data 

Notes/ is it a stand-alone 

aspect or it shall be 

connected to other aspects? 

Stand alone 

References The Open Data Institute guides and materials 

www.theodi.org 

 

 

 

Conclusions:  

Based on the information and description of the aspects above, the aspects can be grouped in the 

courses as provided in the table below. 
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S. 
No. 

Aspect  title Standal
one 
Y/N 

Course Prerequisite  Note 

1. Data Mining Y Data Mining /  

2. Artificial 
Intelligence 

Y Artificial 
Intelligence 

/  

3. Clustering N Data Mining / Part of the Data Mining 
course 

4. Cascading Style 
Sheet (CSS) 

N Web 
technologies 

1.Programming 
2. Database 
Management 
Systems 

 

5. SQL/NoSQL N •Option 1: 
Database 
Management 
Systems  
•Option 2: Non-
Relational 
Databases  
 

•Option 1:  
/ 
•Option 2: 
1.Database 
Management 
Systems  

 

6. Extract, Transform 
and Load 

N Business 
Intelligence 

/ Part of the Business 
Intelligence course 

7. Data Analytics Y Big Data 
Analytics 

1.Probability and 
Statistics 
2. Script 
Programming 
(Pyton) 

 

8.  Agile Software 
Development 

Y Agile Software 
Development 

1.Software 
engineering 

 

9. Data Modeling Y Data Modeling / Can be stand-alone or 
part of the Database 
systems course 

10. Data Integration N Business 
Intelligence 

/ Part of the Business 
Intelligence course 

11. Test Driven 
Development 

Y Software 
Testing and 
Test-Driven 
Development 

1.Software 
engineering 

 

12. Configuration 
Management 

Y Software 
Configuration 
Management 

1.Software 
engineering 

 

13. Disaster recovery Y Business 
Continuity & IT 

/  
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Disaster 
Recovery 

14. Open Source Y Open Source 
Software 
Engineering 

1.Linux System 
Administration 

 

15. Puppet/Hadoop N •Option 1: 
Puppet 
Fundamentals 
•Option 2: Big 
Data  and 
Hadoop  
 
 

•Option 1: 1.Non-
Relational Databases 
•Option 2: 1.Non-
Relational Databases 
2. Object-oriented 
programming  
 

This aspect can also be 
stand-alone course Cloud 
Management Platforms 
in Cloud Computing 

16.  Enterprise 
Architecture 

Y Enterprise 
Architecture 

/  

17. Excel spreadsheets N Business 
Intelligence 

/ Can be part of the 
Business Intelligence 
course (tool for Data 
Handling, Data Analysis, 
Visualization) 
Or 
Standalone course EXCEL 
BUSINESS INTELLIGENCE 
(BI) 

18. General open data 
standards 

N Open data /  

19. Data mashing   / Same as Data Integration 

20. Use of Open Source N Open data /  

21. Use of licenses N FOSS copyright 
and Licensing 

/ Related to ICT law section 
(students need the 
copyright course as 
background for this 
section) 

22. Develop application N Agile Software 
Development 

/ part of the course Agile 
Software Development, 
or some general course 
about Programming 

23. Open Data Y Open Data /  
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RECOMMENDATIONS 

The aim of Output III is to propose courses to the prospective Study programme on IT Law, IT Security, 

Right to Privacy and Personal Data Protection. In order to come to a list of proposed courses, the results 

and recommendations form Output I were used. 

Based on the information and description under each of the aspect in each of the sections elaborated in 

this document, the following list of courses is recommended in the prospect Study Programme on IT Law, 

IT Security, Right to Privacy and Personal Data Protection 

 

 

 Name of the 
proposed course 

Aspects that will be part of this 
course 

What section of 
this document is 
the aspect in? 
 

Note 

1 Disaster Recovery in 
Data Processing 

How to assess the 
circumstances and the 
protection measures taken in 
case of data incident? 

General Data 
Protection 
Regulation and 
Personal Data 
Protection 

 

 

How to stop any data breach 
in progress and communicate 
effectively to the rest of the 
organization the details about 
the incident and likely impact 

General Data 
Protection 
Regulation and 
Personal Data 
Protection 
 

 

How to restore the availability 
and access to personal data in 
a timely manner in the event 
of a physical or technical 
incident? 

General Data 
Protection 
Regulation and 
Personal Data 
Protection 
 

 

How to elaborate business 
continuity plan (restore the 
system from a physical or 
technical incident) 

Security of data 
processing  
 

 

2 Option 1: Data 
integrity 
Option 2: 
Information 
integrity or  
Option 3: 
Preservation of data 
security 

How to handle risks that are 
presented by processing, in 
particular from accidental or 
unlawful destruction, loss, 
alteration, unauthorized 
disclosure of, or access to 
personal data transmitted, 
stored or otherwise processed 

General Data 
Protection 
Regulation and 
Personal Data 
Protection 

 

To be 
connected with 
the aspect from 
the section on 
Security of Data 
Processing: 
“How to 
recognize risks 
that are 
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presented by 
processing of 
data” 

How to use encryption or 
other mechanisms to prevent 
data loss 

Security of data 
processing  
 

It can also be 
part of one of 
the courses: 
-Cryptography 
-Network 
Security 
Architectures 
or 
-Coding Theory 

How to recognize risks that are 
presented by processing of 
data 

Security of data 
processing  
 

 

 How to ensure confidentiality, 
integrity, availability and 
resilience of processing 
systems and services 

Security of data 
processing  
 

If standalone: 
Integrity and 
resilience of 
processing 
systems and 
services 
 

How to apply appropriate 
technology to keep the data 
secure 

Security of data 
processing  
 

 

3 Security of data 
processing 
 

How to deliver details on 
when the data breach 
occurred, the amount of data 
potentially lost and the 
mechanism used to exfiltrate 
the data 

General Data 
Protection 
Regulation and 
Personal Data 
Protection 

 

This can also be 
part of the 
course on 
Disaster 
Recovery in 
Data Processing 
 

How  to use a technology that 
can identify data breaches via 
different means: hackers, 
infected machines, lost 
credentials, sharing of 
information on unsafe cloud 
services etc. 

General Data 
Protection 
Regulation and 
Personal Data 
Protection 
 

This can also be 
part of the 
course on: 
•Option 1: Data 
integrity 
•Option 2: 
Information 
integrity or  
•Option 3: 
Preservation of 
data security 
(all are titles to 
the same 
course, just an 
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option needs to 
be selected) 
 

Legal aspects of data 
processing security 

Security of data 
processing 

Alternative: 
Privacy and 
Data Protection 

How to conduct transfer of 
data in a secure manner 

Security of data 
processing 

 

Practical knowledge on testing 
or assessing the security of the 
processing 

Security of data 
processing 

 

4 Privacy and Data 
Protection  

Rules and obligations on 
personal data protection 

General Data 
Protection 
Regulation and 
Personal Data 
Protection 

 

 

How to provide 
pseudonymisation and 
encryption of personal data? 

General Data 
Protection 
Regulation and 
Personal Data 
Protection 
 

This is the non-
technical 
aspect. The 
technical aspect 
on data 
encryption is 
entailed in the 
section on 
Security of Data 
Processing:” 
How to use 
encryption or 
other 
mechanisms to 
prevent data 
loss?” 

Data protection aspects 
related to contract law, legal 
remedies and actions for 
damages 

  

Data protection aspects 
related to cloud computing 
services 

 Alternative: 
One of the 
courses on  
Cloud 
Computing or 
 

Personal data protection e-Privacy  

General aspects on privacy 
protection law 

e-Privacy  

5 Rules and Standards 
on Personal Data 

Rules or standards on personal 
data protection 

Security of data 
processing 
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Protection (cross ref 
with GDPR) 

6 Security and 
Survivability of 
Networks 

How to provide security and 
survivability of networks? 

Security of 
Networks and 
Information 
Systems 

 

7 Threats to 
Information Systems 

How to respond to network 
security incidents (adverse 
effects on security of network 
and information systems)? 

Security of 
Networks and 
Information 
Systems 

 

8 Network Monitoring 
 

How to monitor evolving 
network security threats? 

Security of 
Networks and 
Information 
Systems 

Can be stand-
alone course 
(Network 
Monitoring), or 
part of the 
previous aspect 

9 Secure software 
coding standards 

How to develop software to 
reduce vulnerabilities 
resulting from coding errors in 
network security? 

Security of 
Networks and 
Information 
Systems 

 

10 Software system 
security 

How to protect complex 
software systems against 
vulnerabilities and attacks of 
network security? 

Security of 
Networks and 
Information 
Systems 

 

11 Network Security 
Risk management 

How to apply standardized 
practices for incident and risk 
handling of network security? 

Security of 
Networks and 
Information 
Systems 

 

12 Network Auditing 
 

How to monitor, audit or test 
incidents that can arise in 
networks? 

Security of 
Networks and 
Information 
Systems 

Can be stand-
alone course 
(Network 
Auditing), or 
part of Network 
Security Risk 
management 

13 Network security 
risks 

Know what the key indicators 
of risks are and how to apply 
best practices to identify 
network security risks? 

Security of 
Networks and 
Information 
Systems 

 

14 Risk Mitigation How to use software to 
mitigate the risk? 

Security of 
Networks and 
Information 
Systems 

Can be stand-
alone course 
(Risk 
Mitigation), or 
Network 
security risks 
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15 Privacy of electronic 
and internet 
communications 
 

How to ensure security and 
confidentiality of 
communications? 

e-Privacy It can be part of 
the course on 
security of data 
processing 
 
(If standalone: 
Integrity and 
resilience of 
processing 
systems and 
services 
 
If part of other 
course: 
•Option 1: Data 
integrity 
•Option 2: 
Information 
integrity or  
•Option 3: 
Preservation of 
data security) 

Electronic communications 
policies (directives, 
recommendations)/ in 
particularly the e-privacy 
directive 

e-Privacy  

How to apply the principle of 
Informed consent for 
"cookies"? 

e-Privacy  

Have sufficient skills to 
advising on and review e-
privacy impact assessments of 
new and existing government 
initiatives 

e-Privacy  

How to respond to enquiries 
from the stakeholders and 
individuals related to e-privacy 

e-Privacy  

Have the knowledge to comply 
with the rules on non-itemised 
bills, control over call line 
identification, automatic call 
forwarding and subscribers 
directory 

e-Privacy  

Processing location data in the 
same manner personal data is 
processed 

e-Privacy  
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How to provide opt-in” or 
“object to” for unsolicited 
direct marketing 

e-Privacy  

Obligations of 
telecommunications and 
internet providers 

Rules and 
Regulation 
related to ICT 

 

Rules about social media 
(Facebook, Twitter) 

Rules and 
Regulation 
related to ICT 

 

Rules about web browsers 
and/or web search engines 

Rules and 
Regulation 
related to ICT 

 

Obligations of online services 
providers 

Rules and 
Regulation 
related to ICT 

 

16 A course on ICT 
related regulation 
(no title yet) 

General aspects on law on e-
commerce 

Rules and 
Regulation 
related to ICT 

Alternative: 
Stand alone 
course on e-
commerce 

General aspects on criminal 
law and/or cyber crime 

Rules and 
Regulation 
related to ICT 

Alternative: 
Stand alone 
course on 
Cybercrime and 
cybersecurity 

General aspects on contract 
law and/or online contracts 

Rules and 
Regulation 
related to ICT 

Alternative: 
Stand alone 
course on 
contract law 
and/or online 
contracts 

Basic skills on drafting and/or 
negotiations of service level 
agreements/ 
Legal aspects of relationship 
between the organization and 
the service provider 

Cloud computing  Alternative: 
Part of the 
course on 
Business and 
Technology 
Trends of Cloud 
Computing 

17 Business and 
Technology Trends 
of Cloud Computing 

General aspects on the cost-
benefit analysis of cloud 
computing 

Cloud computing  

Business cases of cloud 
deployment 

Cloud computing  

How to use open source tools Cloud computing  

Basic skills on drafting and/or 
negotiations of service level 
agreements/ 

Cloud computing Alternative: 
part of the 
course on ICT 
related 
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Legal aspects of relationship 
between the organization and 
the service provider 

regulation (no 
title yet) 

18 Architecture of 
cloud applications 
and services   

How to adjust services moved 
to the cloud 

Cloud computing  

How to build and deliver 
applications accessible by all 
devices (mobile app 
development) 

Cloud computing  

How to use techniques on 
building a service oriented 
solutions 

Cloud computing  

Have knowledge on building 
applications that can run on 
the Internet (such as Java and 
.NET framework) 

Cloud computing  

19 Security of cloud 
protocols 
 

Security protocols regardless 
of the type of the cloud (such 
as Sarbanes-Oxley, HIPAA) 

Cloud computing Alternative: 
Can be part of 
the course on 
Architecture of 
cloud 
applications 
and services   

20 Data Mining Data Mining Big data and open 
data 

 

Clustering Big data and open 
data 

 

21 Artificial Intelligence Artificial Intelligence Big data and open 
data 

 

22 Web technologies Cascading Style Sheet (CSS) Big data and open 
data 

 

23 •Option 1: Database 
Management 
Systems  
•Option 2: Non-
Relational 
Databases  
 

SQL/NoSQL Big data and open 
data 

 

24 Business Intelligence Extract, Transform and Load   

Excel spreadsheets  Can be part of 
the Business 
Intelligence 
course (tool for 
Data Handling, 
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Data Analysis, 
Visualization) 
Or 
Standalone 
course EXCEL 
BUSINESS 
INTELLIGENCE 
(BI) 

Data Integration   

25 Big Data Analytics Data Analytics   

26 Agile Software 
Development 

Agile Software Development   

27 Data Modeling Data Modeling  Can be stand-
alone or part of 
the Database 
systems course 

28 Software 
Configuration 
Management 

Configuration Management   

29 Business Continuity 
& IT Disaster 
Recovery 

Disaster recovery   

30 Open Source 
Software 
Engineering 

Open Source   

31 •Option 1: Puppet 
Fundamentals 
•Option 2: Big Data  
and Hadoop  
 

Puppet/Hadoop   

32 Enterprise 
Architecture 

Enterprise Architecture   

33 Open Data Use of licenses   

Use of Open Source   

General open data standards   

Open data apps 
Develop application 

 part of the 
course Agile 
Software 
Development, 
or some 
general course 
about 
Programming 
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Given the fact that around 33 different courses are proposed, it is necessary to make a list of top courses. 

The list of top courses is made based on mathematical calculation in order to provide objective results of 

Output III. The manner on calculating the top courses is elaborated in the Methodology section. 

Output III offers actually two top lists of courses. 

In Table 1 (below) the list of courses were taken as advised by the partners in the list of recommended 

courses. Table 1 represents a List of proposed courses with percentages attributed to the courses, 

calculated through the percentages of the aspects. Then, in Table 2 a top down ranking of the courses is 

made according to the scored percentages. 

Table 1 - List of proposed courses with percentages attributed to the courses (based on the percentages 

of the aspects)  

  

Name of the 
proposed course 

Aspects that will be part of this 
course 

Students and 
professors 
questionnaire 
1. Number of 
the question 
2. score 

Employers’ 
questionnaire 
1. Number of 
the question 
2.  score 

Average 
Value for 
Specified 
Activity 

Average 
Value for 
Proposed 
Course 

1 
Disaster Recovery in 
Data Processing 

How to assess the circumstances 
and the protection measures 
taken in case of data incident? 

  65.00% 65.00% 

50.47% 

How to stop any data breach in 
progress and communicate 
effectively to the rest of the 
organization the details about the 
incident and likely impact 

  59.55% 59.55% 

How to restore the availability and 
access to personal data in a timely 
manner in the event of a physical 
or technical incident? 

  43.64% 43.64% 

How to elaborate business 
continuity plan (restore the 
system from a physical or 
technical incident) 

33.71%   33.71% 

2 

Option 1: Data 
integrity 
 
Option 2: Information 
integrity or  
 
Option 3: 
Preservation of data 
security 

How to handle risks that are 
presented by processing, in 
particular from accidental or 
unlawful destruction, loss, 
alteration, unauthorized 
disclosure of, or access to 
personal data transmitted, stored 
or otherwise processed 

  65.00% 65.00% 

53.21% 

How to use encryption or other 
mechanisms to prevent data loss 

48.00% 35.00% 41.50% 

How to recognize risks that are 
presented by processing of data 

61.14%   61.14% 
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How to ensure confidentiality, 
integrity, availability and 
resilience of processing systems 
and services 

58.00%   58.00% 

How to apply appropriate 
technology to keep the data 
secure 

56.00%   56.00% 

  51.36% 51.36% 

39.43%   39.43% 

3 
Security of data 
processing 

How to deliver details on when 
the data breach occurred, the 
amount of data potentially lost 
and the mechanism used to 
exfiltrate the data 

  55.45% 55.45% 

50.28% 

How  to use a technology that can 
identify data breaches via 
different means: hackers, infected 
machines, lost credentials, 
sharing of information on unsafe 
cloud services etc. 

  51.36% 51.36% 

Legal aspects of data processing 
security 

53.43%   53.43% 

How to conduct transfer of data in 
a secure manner 

50.29%   50.29% 

Practical knowledge on testing or 
assessing the security of the 
processing 

40.86%   40.86% 

4 
Privacy and Data 
Protection  

Rules and obligations on personal 
data protection 

48.00% 45.45% 46.73% 

41.99% 

How to provide 
pseudonymisation and encryption 
of personal data? 

  35.00% 35.00% 

Data protection aspects related to 
contract law, legal remedies and 
actions for damages 

41.71% 25.00% 33.36% 

Data protection aspects related to 
cloud computing services 

  12.27% 12.27% 

Personal data protection 72.57%   72.57% 

General aspects on privacy 
protection law 

52.00%   52.00% 

5 

Rules and Standards 
on Personal Data 
Protection (cross ref 
with GDPR) 

Rules or standards on personal 
data protection 

48.00%   48.00% 48.00% 

6 

Security and 
Survivability of 
Networks 

How to provide security and 
survivability of networks? 

61.71% 54.09% 57.90% 57.90% 
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7 
Threats to 
Information Systems 

How to respond to network 
security incidents (adverse effects 
on security of network and 
information systems)? 

58.86% 51.82% 55.34% 55.34% 

8 Network Monitoring 
How to monitor evolving network 
security threats? 

50.86% 64.55% 57.70% 57.70% 

9 
Secure software 
coding standards 

How to develop software to 
reduce vulnerabilities resulting 
from coding errors in network 
security? 

45.71% 25.91% 35.81% 35.81% 

10 
Software system 
security 

How to protect complex software 
systems against vulnerabilities 
and attacks of network security? 

45.71% 38.64% 42.18% 42.18% 

11 
Network Security Risk 
management 

How to apply standardized 
practices for incident and risk 
handling of network security? 

42.86% 37.73% 40.29% 40.29% 

12 Network Auditing 
How to monitor, audit or test 
incidents that can arise in 
networks? 

42.00% 41.82% 41.91% 41.91% 

13 Network security risks 

Know what the key indicators of 
risks are and how to apply best 
practices to identify network 
security risks? 

38.29% 35.91% 37.10% 37.10% 

14 Risk Mitigation 
How to use software to mitigate 
the risk? 

32.57% 38.64% 35.60% 35.60% 

15 

Privacy of electronic 
and internet 
communications 

How to ensure security and 
confidentiality of 
communications? 

e-Privacy 67.73% 67.73% 

47.07% 

Electronic communications 
policies (directives, 
recommendations)/ in 
particularly the e-privacy directive 

e-Privacy 60.00% 60.00% 

How to apply the principle of 
Informed consent for "cookies"? 

e-Privacy 48.64% 48.64% 
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Have sufficient skills to advising 
on and review e-privacy impact 
assessments of new and existing 
government initiatives 

e-Privacy 41.82% 41.82% 

How to respond to enquiries from 
the stakeholders and individuals 
related to e-privacy 

  40.91% 40.91% 

Have the knowledge to comply 
with the rules on non-itemised 
bills, control over call line 
identification, automatic call 
forwarding and subscribers 
directory 

  40.45% 40.45% 

Processing location data in the 
same manner personal data is 
processed 

  39.55% 39.55% 

How to provide opt-in” or “object 
to” for unsolicited direct 
marketing 

  36.82% 36.82% 

Obligations of 
telecommunications and internet 
providers 

46.57% 59.09% 52.83% 

Rules about social media 
(Facebook, Twitter) 

39.14% 59.09% 49.12% 

Rules about web browsers and/or 
web search engines 

29.14% 59.09% 44.12% 

Obligations of online services 
providers 

26.57% 59.09% 42.83% 

16 

A course on ICT 
related regulation (no 
title yet) 

General aspects on law on e-
commerce 

44.57%   44.57% 

41.64% 

General aspects on criminal law 
and/or cyber crime 

43.71%   43.71% 

General aspects on contract law 
and/or online contracts 

41.71% 25.00% 33.36% 

Basic skills on drafting and/or 
negotiations of service level 
agreements/ 

48.00% 31.36% 39.68% 

Legal aspects of relationship 
between the organization and the 
service provider 

46.86%   46.86% 
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17 

Business and 
Technology Trends of 
Cloud Computing 

General aspects on the cost-
benefit analysis of cloud 
computing 

40.29% 71.82% 56.05% 

46.96% 

Business cases of cloud 
deployment 

36.57% 55.91% 46.24% 

How to use open source tools 47.43% 44.55% 45.99% 

Basic skills on drafting and/or 
negotiations of service level 
agreements/ 

48.00% 31.36% 39.68% 

Legal aspects of relationship 
between the organization and the 
service provider 

46.86%   46.86% 

18 

Architecture of cloud 
applications and 
services   

How to adjust services moved to 
the cloud 

43.71% 50.91% 47.31% 

41.98% 

How to build and deliver 
applications accessible by all 
devices (mobile app 
development) 

48.00% 44.55% 46.27% 

How to use techniques on building 
a service oriented solutions 

32.29% 30.91% 31.60% 

Have knowledge on building 
applications that can run on the 
Internet (such as Java and .NET 
framework) 

56.86% 28.64% 42.75% 

19 
Security of cloud 
protocols 

Security protocols regardless of 
the type of the cloud (such as 
Sarbanes-Oxley, HIPAA) 

43.71% 32.73% 38.22% 38.22% 

20 Data Mining 
Data Mining 34.29% 49.09% 41.69% 

32.29% 
Clustering 17.14% 28.64% 22.89% 

21 Artificial Intelligence Artificial Intelligence 28.86% 22.73% 25.79% 25.79% 

22 Web technologies Cascading Style Sheet (CSS) 16.86% 24.16% 20.51% 20.51% 

23 

•Option 1: Database 
Management Systems  
•Option 2: Non-
Relational Databases  

SQL/NoSQL 26.29% 38.64% 32.46% 32.46% 

24 Business Intelligence 

Extract, Transform and Load 21.43% 29.55% 25.49% 

40.03% Excel spreadsheets / 57.05% 57.05% 

Data Integration 23.43% 51.68% 37.55% 

25 Big Data Analytics Data Analytics 32.00% 80.54% 56.27% 56.27% 

26 
Agile Software 
Development 

Agile Software Development 26.29% 47.27% 36.78% 36.78% 
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27 Data Modeling Data Modeling 25.71% 64.43% 45.07% 45.07% 

28 

Software 
Configuration 
Management 

Configuration Management 20.57% 56.82% 38.69% 38.69% 

29 
Business Continuity & 
IT Disaster Recovery 

Disaster recovery 20.00% 57.73% 38.86% 38.86% 

30 
Open Source Software 
Engineering 

Open Source 18.00% 38.26% 28.13% 28.13% 

31 

•Option 1: Puppet 
Fundamentals 
•Option 2: Big Data  
and Hadoop  

Puppet/Hadoop 15.14% 15.45% 15.30% 15.30% 

32 
Enterprise 
Architecture 

Enterprise Architecture     0.00% 0.00% 

33 Open Data 

Use of licenses   24.16% 24.16% 

24.97% 

Use of Open Source   38.26% 38.26% 

General open data standards   46.98% 46.98% 

Open data apps   15.44% 15.44% 

Develop application    0.00% 

 

Table 2 - Ranking of the Top courses according to the percentages in Table 1 

  Name of the proposed course Average Value for 
Proposed Course 

1 Security and Survivability of Networks 57.90% 

2 Network Monitoring 57.70% 

3 Big Data Analytics 56.27% 

4 Threats to Information Systems 55.34% 

5 Option 1: Data integrity 
 
Option 2: Information integrity or  
 
Option 3: Preservation of data 
security 

53.21% 

6 Disaster Recovery in Data Processing 50.47% 
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7 Security of data processing 50.28% 

8 Rules and Standards on Personal Data 
Protection (cross ref with GDPR) 

48.00% 

9 Privacy of electronic and internet 
communications 

47.07% 

10 Business and Technology Trends of 
Cloud Computing 

46.96% 

11 Data Modeling 45.07% 

12 Software system security 42.18% 

13 Privacy and Data Protection  41.99% 

14 Architecture of cloud applications and 
services   

41.98% 

15 Network Auditing 41.91% 

16 A course on ICT related regulation (no 
title yet) 

41.64% 

17 Network Security Risk management 40.29% 

18 Business Intelligence 40.03% 

19 Business Continuity & IT Disaster 
Recovery 

38.86% 

20 Software Configuration Management 38.69% 

21 Security of cloud protocols 38.22% 

22 Network security risks 37.10% 

23 Agile Software Development 36.78% 

24 Secure software coding standards 35.81% 

25 Risk Mitigation 35.60% 
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26 •Option 1: Database Management 
Systems  
•Option 2: Non-Relational Databases  

32.46% 

27 Data Mining 32.29% 

28 Open Source Software Engineering 28.13% 

29 Artificial Intelligence 25.79% 

30 Open Data 24.97% 

31 Web technologies 20.51% 

32 •Option 1: Puppet Fundamentals 
•Option 2: Big Data  and Hadoop  

15.30% 

33 Enterprise Architecture 0.00% 

 

In the list of recommended courses in the column on notes, for some of the aspects the partners in Output 

III indicated that it can be both stand-alone and/or connected to another aspect. Thereby, a second list of 

courses was designed in order to make a comparison. Thereby, in Table 3 (below) the list of alternative 

combination of courses is outlined as proposed by the partners. By alternative combination of the courses 

it is meant 1.merging few stand-alone courses into a single one or 2.singling out few aspects that were 

merged into one course and analyse them as stand-alone courses. Then, in Table 4 a top down ranking of 

the courses in Table 3 is made according to the scored percentages. 

Table 3 - List of proposed alternative combination of courses with percentages attributed to the courses 

(based on the percentages of the aspects)  

  
Name of the 
proposed course 

Aspects that will be part of this 
course 

Students and 
professors 
questionnaire 
1. Number of 
the question 
2. score 

Employers’ 
questionnaire 
1. Number of 
the question 
2.  Score 

Average 
Value for 
Specified 
Activity 

Average 
Value for 
Proposed 
Course 

1 

Disaster 
Recovery in Data 
Processing 

How to assess the circumstances 
and the protection measures taken 
in case of data incident? 

  65.00% 65.00% 

50.47% 
How to stop any data breach in 
progress and communicate 
effectively to the rest of the 
organization the details about the 
incident and likely impact 

  59.55% 59.55% 
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How to restore the availability and 
access to personal data in a timely 
manner in the event of a physical 
or technical incident? 

  43.64% 43.64% 

How to elaborate business 
continuity plan (restore the system 
from a physical or technical 
incident) 

33.71%   33.71% 

2 

Option 1: Data 
integrity 
 
Option 2: 
Information 
integrity or  
 
Option 3: 
Preservation of 
data security 

How to handle risks that are 
presented by processing, in 
particular from accidental or 
unlawful destruction, loss, 
alteration, unauthorized disclosure 
of, or access to personal data 
transmitted, stored or otherwise 
processed 

  65.00% 65.00% 

53.21% 

How to use encryption or other 
mechanisms to prevent data loss 

48.00% 35.00% 41.50% 

How to recognize risks that are 
presented by processing of data 

61.14%   61.14% 

How to ensure confidentiality, 
integrity, availability and resilience 
of processing systems and services 

58.00%   58.00% 

How to apply appropriate 
technology to keep the data secure 

56.00%   56.00% 

  51.36% 51.36% 

39.43%   39.43% 

3 
Security of data 
processing 

How to deliver details on when the 
data breach occurred, the amount 
of data potentially lost and the 
mechanism used to exfiltrate the 
data 

  55.45% 55.45% 

50.28% 
How  to use a technology that can 
identify data breaches via different 
means: hackers, infected 
machines, lost credentials, sharing 
of information on unsafe cloud 
services etc. 

  51.36% 51.36% 
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Legal aspects of data processing 
security 

53.43%   53.43% 

How to conduct transfer of data in 
a secure manner 

50.29%   50.29% 

Practical knowledge on testing or 
assessing the security of the 
processing 

40.86%   40.86% 

4 
Privacy and Data 
Protection  

Rules and obligations on personal 
data protection 

48.00% 45.45% 46.73% 

42.85% 

How to provide pseudonymisation 
and encryption of personal data? 

  35.00% 35.00% 

Data protection aspects related to 
contract law, legal remedies and 
actions for damages 

41.71% 25.00% 33.36% 

Data protection aspects related to 
cloud computing services 

  12.27% 12.27% 

Personal data protection 72.57%   72.57% 

General aspects on privacy 
protection law 

52.00%   52.00% 

Rules or standards on personal 
data protection 

48.00%   48.00% 

5 

Security and 
Survivability of 
Networks 

How to provide security and 
survivability of networks? 

61.71% 54.09% 57.90% 57.90% 

6 

Threats to 
Information 
Systems 

How to respond to network 
security incidents (adverse effects 
on security of network and 
information systems)? 

58.86% 51.82% 55.34% 55.34% 

7 
Network 
Monitoring 

How to monitor evolving network 
security threats? 

50.86% 64.55% 57.70% 57.70% 

8 
Secure software 
coding standards 

How to develop software to reduce 
vulnerabilities resulting from 
coding errors in network security? 

45.71% 25.91% 35.81% 35.81% 

9 
Software system 
security 

How to protect complex software 
systems against vulnerabilities and 
attacks of network security? 

45.71% 38.64% 42.18% 42.18% 

10 

Network 
Security Risk 
management 

How to apply standardized 
practices for incident and risk 
handling of network security? 

42.86% 37.73% 40.29% 38.73% 
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How to monitor, audit or test 
incidents that can arise in 
networks? 

42.00% 41.82% 41.91% 

Know what the key indicators of 
risks are and how to apply best 
practices to identify network 
security risks? 

38.29% 35.91% 37.10% 

How to use software to mitigate 
the risk? 

32.57% 38.64% 35.60% 

11 

Privacy of 
electronic and 
internet 
communications 

How to ensure security and 
confidentiality of 
communications? 

e-Privacy 67.73% 67.73% 

47.07% 

Electronic communications policies 
(directives, recommendations)/ in 
particularly the e-privacy directive 

e-Privacy 60.00% 60.00% 

How to apply the principle of 
Informed consent for "cookies"? 

e-Privacy 48.64% 48.64% 

Have sufficient skills to advising on 
and review e-privacy impact 
assessments of new and existing 
government initiatives 

e-Privacy 41.82% 41.82% 

How to respond to enquiries from 
the stakeholders and individuals 
related to e-privacy 

  40.91% 40.91% 

Have the knowledge to comply 
with the rules on non-itemised 
bills, control over call line 
identification, automatic call 
forwarding and subscribers 
directory 

  40.45% 40.45% 

Processing location data in the 
same manner personal data is 
processed 

  39.55% 39.55% 

How to provide opt-in” or “object 
to” for unsolicited direct marketing 

  36.82% 36.82% 
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Obligations of telecommunications 
and internet providers 

46.57% 59.09% 52.83% 

Rules about social media 
(Facebook, Twitter) 

39.14% 59.09% 49.12% 

Rules about web browsers and/or 
web search engines 

29.14% 59.09% 44.12% 

Obligations of online services 
providers 

26.57% 59.09% 42.83% 

12 

A course on ICT 
related 
regulation (no 
title yet) 

General aspects on law on e-
commerce 

44.57%   44.57% 

41.64% 

General aspects on criminal law 
and/or cyber crime 

43.71%   43.71% 

General aspects on contract law 
and/or online contracts 

41.71% 25.00% 33.36% 

Basic skills on drafting and/or 
negotiations of service level 
agreements/ 

48.00% 31.36% 39.68% 

Legal aspects of relationship 
between the organization and the 
service provider 

46.86%   46.86% 

13 

General aspects 
on law on e-
commerce 

General aspects on law on e-
commerce 

44.57%   44.57% 44.57% 

14 

General aspects 
on criminal law 
and/or cyber 
crime 

General aspects on criminal law 
and/or cyber crime 

43.71%   43.71% 43.71% 

15 

General aspects 
on contract law 
and/or online 
contracts 

General aspects on contract law 
and/or online contracts 

41.71% 25.00% 33.36% 33.36% 

16 

Business and 
Technology 
Trends of Cloud 
Computing 

General aspects on the cost-
benefit analysis of cloud computing 

40.29% 71.82% 56.05% 

46.96% 

Business cases of cloud 
deployment 

36.57% 55.91% 46.24% 

How to use open source tools 47.43% 44.55% 45.99% 

Basic skills on drafting and/or 
negotiations of service level 
agreements/ 

48.00% 31.36% 39.68% 

Legal aspects of relationship 
between the organization and the 
service provider 

46.86%   46.86% 
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17 

Architecture of 
cloud 
applications and 
services   

How to adjust services moved to 
the cloud 

43.71% 50.91% 47.31% 

41.98% 

How to build and deliver 
applications accessible by all 
devices (mobile app development) 

48.00% 44.55% 46.27% 

How to use techniques on building 
a service oriented solutions 

32.29% 30.91% 31.60% 

Have knowledge on building 
applications that can run on the 
Internet (such as Java and .NET 
framework) 

56.86% 28.64% 42.75% 

18 
Security of cloud 
protocols 

Security protocols regardless of the 
type of the cloud (such as 
Sarbanes-Oxley, HIPAA) 

43.71% 32.73% 38.22% 38.22% 

19 Data Mining 
Data Mining 34.29% 49.09% 41.69% 

32.29% 
Clustering 17.14% 28.64% 22.89% 

20 
Artificial 
Intelligence 

Artificial Intelligence 28.86% 22.73% 25.79% 25.79% 

21 
Web 
technologies 

Cascading Style Sheet (CSS) 16.86% 24.16% 20.51% 20.51% 

22 

•Option 1: 
Database 
Management 
Systems  
•Option 2: Non-
Relational 
Databases  

SQL/NoSQL 26.29% 38.64% 32.46% 32.46% 

23 
Business 
Intelligence 

Extract, Transform and Load 21.43% 29.55% 25.49% 

40.03% Excel spreadsheets / 57.05% 57.05% 

Data Integration 23.43% 51.68% 37.55% 

24 
Big Data 
Analytics 

Data Analytics 32.00% 80.54% 56.27% 56.27% 

25 
Agile Software 
Development 

Agile Software Development 26.29% 47.27% 36.78% 36.78% 

26 Data Modeling Data Modeling 25.71% 64.43% 45.07% 45.07% 

27 

Software 
Configuration 
Management 

Configuration Management 20.57% 56.82% 38.69% 38.69% 

28 

Business 
Continuity & IT 
Disaster 
Recovery 

Disaster recovery 20.00% 57.73% 38.86% 38.86% 
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29 

Open Source 
Software 
Engineering 

Open Source 18.00% 38.26% 28.13% 28.13% 

30 

•Option 1: 
Puppet 
Fundamentals 
•Option 2: Big 
Data  and 
Hadoop  

Puppet/Hadoop 15.14% 15.45% 15.30% 15.30% 

31 
Enterprise 
Architecture 

Enterprise Architecture     0.00% 0.00% 

32 Open Data 

Use of licenses   24.16% 24.16% 

24.97% 

Use of Open Source   38.26% 38.26% 

General open data standards   46.98% 46.98% 

Open data apps   15.44% 15.44% 

Develop application     0.00% 

 

 

 

Table 4 – Ranking of the Top courses according to the percentages in Table 3 

  Name of the proposed 
course 

Average Value for Proposed 
Course 

1 Security and Survivability 
of Networks 

57.90% 

2 Network Monitoring 57.70% 

3 Big Data Analytics 56.27% 

4 Threats to Information 
Systems 

55.34% 

5 Option 1: Data integrity 
 
Option 2: Information 
integrity or  
 
Option 3: Preservation of 
data security 

53.21% 

6 Disaster Recovery in Data 
Processing 

50.47% 

7 Security of data processing 50.28% 

8 Privacy of electronic and 
internet communications 

47.07% 
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9 Business and Technology 
Trends of Cloud Computing 

46.96% 

10 Data Modeling 45.07% 

11 General aspects on law on 
e-commerce 

44.57% 

12 General aspects on 
criminal law and/or cyber 
crime 

43.71% 

13 Privacy and Data 
Protection  

42.85% 

14 Software system security 42.18% 

15 Architecture of cloud 
applications and services   

41.98% 

16 A course on ICT related 
regulation (no title yet) 

41.64% 

17 Business Intelligence 40.03% 

18 Business Continuity & IT 
Disaster Recovery 

38.86% 

19 Network Security Risk 
management 

38.73% 

20 Software Configuration 
Management 

38.69% 

21 Security of cloud protocols 38.22% 

22 Agile Software 
Development 

36.78% 

23 Secure software coding 
standards 

35.81% 

24 General aspects on 
contract law and/or online 
contracts 

33.36% 

25 •Option 1: Database 
Management Systems  
•Option 2: Non-Relational 
Databases  

32.46% 

26 Data Mining 32.29% 

27 Open Source Software 
Engineering 

28.13% 

28 Artificial Intelligence 25.79% 

29 Open Data 24.97% 

30 Web technologies 20.51% 
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31 •Option 1: Puppet 
Fundamentals 
•Option 2: Big Data  and 
Hadoop  

15.30% 

32 Enterprise Architecture 0.00% 

 

Upon comparison of the results, it can be concluded that the top ranking courses remain the same in both 

list of proposed courses as well as in the list of alternative combination of the courses. The results are 

absolutely the same from course No. 1 to course No. 7, whereas from course No.8 onwards, despite few 

changes in the positions, the courses that are in the top 18 are the same in both tables.  

No significant changes are noticed from course No. 18 to course No. 32/33. These courses (18-33) are 

suggested as optional to the study programme.  

Based on this applied methodology, it can be concluded that Output III offers a consistent list of courses 

for the prospective Study programme on IT Law, IT Security, Right to Privacy and Personal Data Protection. 
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ANNEX I – RESULTS OF THE QUESTIONNAIRES IN OUTPUT I 

Results from the Questionnaire for Students and Professors 

 

1. I belong to the following category: Answers 

Number of 
chosen answers 
(%): 

Professors / Assistants 70 20.00% 

Students – (bachelor studies) 227 64.86% 

Students – (master studies) 29 8.29% 

Students-  (PhD/doctoral studies) 24 6.86% 

Grand Total 350   

   

   

   

   

   

2. What country do you currently reside in? Answers 

Number of 
chosen answers 
(%): 

Bulgaria 54 15.43% 

Macedonia 154 44.00% 

Poland 130 37.14% 

Ukraine 2 0.57% 

Other 10 2.86% 

Grand Total 350   

   

   

   

   

   
3. How interested you or your students would be in attending a 
Master Programme on Data Protection, ICT regulation and Cyber 
Security? Answers 

Number of 
chosen answers 
(%): 

Neutral 61 17.43% 

Somewhat interested 115 32.86% 

Uninterested 39 11.14% 

Very interested 135 38.57% 

Grand Total 350 100.00% 
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4. What aspects, if any, of security of data processing are included 
in your studies? Answers 

Number of 
chosen answers 
(%): 

How to apply appropriate technology to keep the data secure 116 33.14% 

How to conduct transfer of data in a secure manner 112 32.00% 

How to elaborate business continuity plan (restore the system from a 
physical or technical incident) 58 16.57% 

How to ensure confidentiality, integrity, availability and resilience of 
processing systems and services 103 29.43% 

How to recognize risks that are presented by processing of data 103 29.43% 

How to use encryption or other mechanisms to prevent data loss 92 26.29% 

Legal aspects of data processing security 130 37.14% 

Practical knowledge on testing or assessing the security of the 
processing 65 18.57% 

Rules or standards on personal data protection 153 43.71% 

None 78 22.29% 

Other 6 1.71% 

Grand Total 1016   

   

   
5. What 5 (five) aspects on security of data processing, in your 
opinion, are of utmost importance to be included in a Master 
Programme on Data Protection, ICT regulation and Cyber 
Security? Answers 

Number of 
chosen answers 
(%): 

How to apply appropriate technology to keep the data secure 196 56.00% 

How to conduct transfer of data in a secure manner 176 50.29% 

How to elaborate business continuity plan (restore the system from a 
physical or technical incident) 118 33.71% 

How to ensure confidentiality, integrity, availability and resilience of 
processing systems and services 203 58.00% 

How to recognize risks that are presented by processing of data 214 61.14% 

How to use encryption or other mechanisms to prevent data loss 168 48.00% 

Legal aspects of data processing security 187 53.43% 

Practical knowledge on testing or assessing the security of the 
processing 143 40.86% 

Rules or standards on personal data protection 168 48.00% 

Other 12 3.43% 

Grand Total 1585   

   

   

   

   

   

   

6. What aspects, if any, of security of networks and information 
systems are included in your studies? Answers 

Number of 
chosen answers 
(%): 

How to apply software assurance practices 66 18.86% 

How to apply standardized practices for incident and risk handling of 
network security 61 17.43% 
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How to develop software to reduce vulnerabilities resulting from coding 
errors in network security 71 20.29% 

How to monitor evolving network security treats 79 22.57% 

How to monitor incidents that can arise in networks 75 21.43% 

How to protect complex software systems against vulnerabilities and 
attacks of network security 49 14.00% 

How to provide security and survivability of networks 98 28.00% 

How to respond to network security incidents 91 26.00% 

How to use software to mitigate the risk 77 22.00% 

What the key indicators of risks are and how to apply best practices to 
identify network security risks 49 14.00% 

None 122 34.86% 

Other 3 0.86% 

Grand Total 841   

   

   

   

   

   

   

   

   

   

   

   

   

   

   

7. What 5 (five) aspects of security of networks and information 
systems, in your opinion,  are of utmost importance to be included 
in a Master Programme on Data Protection, ICT regulation and 
Cyber Security? Answers 

Number of 
chosen answers 
(%): 

How to apply software assurance practices 138 39.43% 

How to apply standardized practices for incident and risk handling of 
network security 150 42.86% 

How to develop software to reduce vulnerabilities resulting from coding 
errors in network security 160 45.71% 

How to monitor evolving network security treats 178 50.86% 

How to monitor incidents that can arise in networks 147 42.00% 

How to protect complex software systems against vulnerabilities and 
attacks of network security 160 45.71% 

How to provide security and survivability of networks 216 61.71% 

How to respond to network security incidents 206 58.86% 

How to use software to mitigate the risk 114 32.57% 

What the key indicators of risks are and how to apply best practices to 
identify network security risks 134 38.29% 

Other 12 3.43% 

Grand Total 1615   
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8. What aspects, if any, of regulation/rules are included in your 
studies? Answers 

Number of 
chosen answers 
(%): 

General aspects on contract law and/or online contracts 80 22.86% 

General aspects on criminal law and/or cyber crime 96 27.43% 

General aspects on law on e-commerce 91 26.00% 

General aspects on privacy protection law 125 35.71% 

IT standards (ISO) 141 40.29% 

Obligations of online services providers 54 15.43% 

Obligations of telecommunications and internet providers 67 19.14% 

Personal data protection 179 51.14% 

Rules about social media (Facebook, Twitter) 75 21.43% 

Rules about web browsers and/or web search engines 64 18.29% 

None 62 17.71% 

Other 7 2.00% 

Grand Total 1041   

   

   

   

9. What 5 (five) aspects of regulation/rules, in your opinion,  are of 
utmost importance to be included in a Master Programme on Data 
Protection, ICT regulation and Cyber Security? Answers 

Number of 
chosen answers 
(%): 

General aspects on contract law and/or online contracts 146 41.71% 

General aspects on criminal law and/or cyber crime 153 43.71% 

General aspects on law on e-commerce 156 44.57% 

General aspects on privacy protection law 182 52.00% 

IT standards (ISO) 208 59.43% 

Obligations of online services providers 93 26.57% 

Obligations of telecommunications and internet providers 163 46.57% 

Personal data protection 254 72.57% 

Rules about social media (Facebook, Twitter) 137 39.14% 

Rules about web browsers and/or web search engines 102 29.14% 

None 5 1.43% 

Other 6 1.71% 

Grand Total 1605 458.57% 

    

   

10. What aspects, if any, regarding cloud computing are included 
in your studies Answers 

Number of 
chosen answers 
(%): 

Basic skills on drafting terms and conditions of service level 
agreements 81 23.14% 

Building applications that can run on the Internet (such as Java and 
.NET framework) 116 33.14% 

Business cases of cloud deployment 65 18.57% 

General aspects on the cost-benefit analysis of cloud computing 62 17.71% 
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How to adjust services moved to the cloud 49 14.00% 

How to build and deliver applications accessible by all devices (mobile 
app development) 79 22.57% 

How to use open source tools 66 18.86% 

How to use techniques on building a service oriented solutions 46 13.14% 

Legal aspects of relationship between the organization and the service 
provider 72 20.57% 

Security protocols regardless of the type of the cloud (such as 
Sarbanes-Oxley, HIPAA) 41 11.71% 

None 116 33.14% 

Other 6 1.71% 

Grand Total 799   

   

   

   

   

   
11. What 5 (five) aspects regarding cloud computing, in your 
opinion,  are of utmost importance to be included in a Master 
Programme on Data Protection, ICT regulation and Cyber 
Security? Answers 

Number of 
chosen answers 
(%): 

Basic skills on drafting terms and conditions of service level 
agreements 168 48.00% 

Building applications that can run on the Internet (such as Java and 
.NET framework) 199 56.86% 

Business cases of cloud deployment 128 36.57% 

General aspects on the cost-benefit analysis of cloud computing 141 40.29% 

How to adjust services moved to the cloud 153 43.71% 

How to build and deliver applications accessible by all devices (mobile 
app development) 168 48.00% 

How to use open source tools 166 47.43% 

How to use techniques on building a service oriented solutions 113 32.29% 

Legal aspects of relationship between the organization and the service 
provider 164 46.86% 

Security protocols regardless of the type of the cloud (such as 
Sarbanes-Oxley, HIPAA) 153 43.71% 

Other 12 3.43% 

Grand Total 1565   
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12. What aspects, if any, regarding big data or open data are 
included in your studies? Answers 

Number of 
chosen answers 
(%): 

Agile Software Development 42 12.00% 

Artificial Intelligence 85 24.29% 

Cascading Style Sheets 52 14.86% 

Clustering 49 14.00% 

Configuration Management 37 10.57% 

Data Analytics 76 21.71% 

Data Integration 38 10.86% 

Data Mining 112 32.00% 

Data Modeling 56 16.00% 

Disaster recovery 32 9.14% 

Enterprise Architecture 24 6.86% 

Extract, Transform and Load (ETL) 37 10.57% 

Open Source 71 20.29% 

Puppet/Hadoop 35 10.00% 

SQL/NoSQL 108 30.86% 

Test Driven Development 45 12.86% 

None 115 32.86% 

Other 6 1.71% 

Grand Total 1020   

   

   

   

   

   
13. What 7 (seven) aspects regarding big data and/or open data, in 
your opinion,  are of utmost importance to be included in a Master 
Programme on Data Protection, ICT regulation and Cyber 
Security? Answers 

Number of 
chosen answers 
(%): 

Agile Software Development 92 26.29% 

Artificial Intelligence 101 28.86% 

Cascading Style Sheets 59 16.86% 

Clustering 60 17.14% 

Configuration Management 72 20.57% 

Data Analytics 112 32.00% 

Data Integration 82 23.43% 

Data Mining 120 34.29% 

Data Modeling 90 25.71% 

Disaster recovery 70 20.00% 

Enterprise Architecture 43 12.29% 

Extract, Transform and Load (ETL) 75 21.43% 

Open Source 63 18.00% 

Puppet/Hadoop 53 15.14% 

SQL/NoSQL 92 26.29% 

Test Driven Development 82 23.43% 
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Other 13 3.71% 

Grand Total 1279   

 

 

Results from the Questionnaire for Employers 

 

1. What sector does your organization represent: 
Answer
s 

Numbe
r of 
Answer
s (%) 

Digital infrastructure – operators of the key internet infrastructure; Telecom 
sector 20 9.09% 

Energy – production, storage and distribution 13 5.91% 

Financial services – Banking, credit institutions and stock exchanges 28 12.73% 

Government/state body 58 26.36% 

Healthcare - Including hospitals, private sector healthcare businesses 50 22.73% 

Legal services 8 3.64% 

Social services 10 4.55% 

Transport 5 2.27% 

Other 28 12.73% 

Grand Total 220   

   

   

   

   

   

2. In what country do you currently reside? 
Answer
s 

Numbe
r of 
Answer
s (%) 

Bulgaria 53 24.09% 

Macedonia 71 32.27% 

Poland 96 43.64% 

Grand Total 220   

   

   

   

   

   

3. What aspects introduced with the newly adopted General Data Protection 
Regulation are you familiar with? 

Answer
s 

Numbe
r of 
Answer
s (%) 
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Increased competences of the IT staff for security of data processing 74 33.64% 

The mandatory designation of data protection officers 131 59.55% 

New accountability obligations for data controllers 90 40.91% 

Some clarifications regarding the data subjects’ consent 47 21.36% 

Enhanced roles of the Regulatory bodies 95 43.18% 

Limitation of jurisdiction only to EU territory (EU territorial reach) 24 10.91% 

Enhanced legal remedies for stronger rights of individuals 78 35.45% 

A new European Data Protection Board which has to replace the existing Article 
29 Working Group 23 10.45% 

None 24 10.91% 

Grand Total 586   

   

   

   

   

   

   
4. Are there human resources/employees in your organization that monitor and 
comply with the new obligations arising from the newly adopted General Data 
Protection Regulation or the personal data protection regulations applicable in 
your country? 

Answer
s 

Numbe
r of 
Answer
s (%) 

My organization is not affected by the new obligations arising from the General 
Data Protection Regulation. 3 1.36% 
No, there are no human resources/employees that comply with the new 
obligations 31 14.09% 
Partially, since the human resources/employees allocated for this issues are 
insufficient 90 40.91% 

Yes, there are sufficient human resources/employees that comply with the new 
obligations 96 43.64% 

Grand Total 220   

   

   

   

   

   

5. What qualifications shall the human resources/employees that are in charge 
to comply with the new General Data Protection Regulation or the personal data 
protection regulations applicable in your country have?  

Answer
s 

Numbe
r of 
Answer
s (%) 

Have adequate knowledge on cloud computing services 27 12.27% 

Have the knowledge and skills to assess the circumstances and the protection 
measures taken in case of data incident 143 65.00% 

Sufficient knowledge on the rules and obligations on personal data protection 100 45.45% 

Be able to provide pseudonymisation and encryption of personal data 77 35.00% 
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To know how to deliver details on when the data breach occurred, the amount of 
data potentially lost and the mechanism used to exfiltrate the data 122 55.45% 
To know to use a technology that can identify data breaches via different means: 
hackers, infected machines, lost credentials, sharing of information on unsafe 
cloud services etc. 113 51.36% 

To know how to stop any data beach in progress and communicate effectively to 
the rest of the organization the details about the incident and likely impact 131 59.55% 

Sufficient knowledge on the risks that are presented by processing, in particular 
from accidental or unlawful destruction, loss, alteration, unauthorised disclosure 
of, or access to personal data transmitted, stored or otherwise processed 143 65.00% 

Have the ability to restore the availability and access to personal data in a timely 
manner in the event of a physical or technical incident 96 43.64% 
Have sufficient knowledge on contract law, legal remedies and actions for 
damages 55 25.00% 

Grand Total 1007   

   

   

   

   

   

   

   

   

6. What aspects introduced with the Directive concerning measures to for a high 
common level of security of network and information systems across the Union 
are you familiar with? 

Answer
s 

Numbe
r of 
Answer
s (%) 

Creation of a Cooperation Group for strategic cooperation and exchange of 
information among Member States 69 31.36% 
Designation of a national competent authority for network and information 
security 77 35.00% 

Establishing security and notification requirements for digital service providers 56 25.45% 

Establishing security and notification requirements for operators of essential 
services such as the transport, health, energy, banking and other sectors 75 34.09% 

Setting up Computer Security Incident Response Teams (CSIRTs) 95 43.18% 

Adoption of national strategy on the security of networks and information systems 95 43.18% 

Establishing the Cooperation Group and CSIRTs by December 2016 67 30.45% 

None 24 10.91% 

Grand Total 558   
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7. Are there human resources/employees in your organization that monitor and 
comply with the new obligations arising from the Directive concerning measures 
to for a high common level of security of network and information systems 
across the Union? 

Answer
s 

Numbe
r of 
Answer
s (%) 

My organization/institution is not affected by the Directive concerning measures 
to for a high common level of security of network and information systems across 
the Union 6 2.73% 
No, there are no human resources/employees that comply with the new 
obligations 36 16.36% 
Partially, since the human resources/employees allocated for this issues are 
insufficient 88 40.00% 

Yes, there are sufficient human resources/employees that comply with the new 
obligations 90 40.91% 

Grand Total 220   

    

    

    

    

    

    

    

    

    

    

    

    

    

    

   

   

8. What qualifications shall the human resources/employees that are in charge 
to comply with the Directive concerning measures to for a high common level of 
security of network and information systems across the Union have?  

Answer
s 

Numbe
r of 
Answer
s (%) 

How to monitor, audit or test incidents that can arise in networks 92 41.82% 

How to respond to incidents (adverse effects on security of network and 
information systems) 114 51.82% 

Know what the key indicators of risks are and how to apply best practices to 
identify network security risks 79 35.91% 

How to develop a software to reduce vulnerabilities resulting from coding errors 
in network security 57 25.91% 
How to apply standardized practices for incident and risk handling of network 
security 83 37.73% 

How to monitor evolving network security treats 142 64.55% 

How to measure software programs network security risks 85 38.64% 

How to apply software assurance practices 113 51.36% 
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How to provide security and survivability of networks 119 54.09% 

How to protect complex software systems against vulnerabilities and attacks of 
network security 85 38.64% 

Grand Total 969   

   

   

   

   

   

9. What potential amendments to the e-Privacy Directive concerning the 
processing of personal data and the protection of privacy in the electronic 
communications sector are you familiar with? 

Answer
s 

Numbe
r of 
Answer
s (%) 

Have the right to overrule the right to privacy of communications 65 29.55% 

Informed consent for "cookies" and other devices 107 48.64% 

Possibility the Directive to become Regulation 47 21.36% 

Еnhancing the rights to consumers on non-itemised bills 66 30.00% 

Еnsuring consistency between the e-Privacy rules and the General Data Protection 
Regulation 98 44.55% 

Impact on location data services 39 17.73% 
Apply the same rules to traditional telecoms providers and to the "over-the-top 
providers" 59 26.82% 

None 16 7.27% 

Grand Total 497   

   

   

   

   

   

   

   

   

   
10. Are there human resources/employees in your organization that monitor 
and comply with the potential amendments to the e-Privacy Directive 
concerning the processing of personal data and the protection of privacy in the 
electronic communications sector 

Answer
s 

Numbe
r of 
Answer
s (%) 

My organization/institution is not affected by the potential amendments to the e-
Privacy Directive 16 7.27% 
No, there are no human resources/employees that comply with the potential 
obligations 28 12.73% 
Partially, since the human resources/employees allocated for this issues are 
insufficient 90 40.91% 

Yes, there are sufficient human resources/employees that comply with the 
potential obligations 86 39.09% 
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Grand Total 220   

   

   

   

   
11. What qualifications shall the human resources/employees that are in charge 
to comply with the potential amendments to the e-Privacy Directive concerning 
the processing of personal data and the protection of privacy in the electronic 
communications se 

Answer
s 

Numbe
r of 
Answer
s (%) 

Apply Informed consent for "cookies" 107 48.64% 

Assessing compliance with obligations contained in the e-Privacy Directive 130 59.09% 

Ensuring security and confidentiality of communications 149 67.73% 

Have an in-depth knowledge of the electronic communications policies 
(directives, recommendations) in particularly the e-privacy directive 132 60.00% 

Have sufficient skills to advising on and review e-privacy impact assessments of 
new and existing government initiatives 92 41.82% 

Have the knowledge to comply with the rules on non-itemised bills, control over 
call line identification, automatic call forwarding and subscribers directory 89 40.45% 

Processing location data in the same manner personal data is processed 87 39.55% 

Provide opt-in” or “object to” for unsolicited direct marketing 81 36.82% 

Responding to enquiries from the stakeholders and individuals 90 40.91% 

Grand Total 957   

    

    

   

   

12. What aspects of the European Cloud Strategy now incorporated in the 
European Cloud Initiative are you familiar with? 

Answer
s 

Numbe
r of 
Answer
s (%) 

And the establishment of a European Research Open Science Cloud 68 30.91% 

Compulsory moving of data to the cloud 63 28.64% 

Contractual terms and conditions 61 27.73% 

Interoperability and data portability 70 31.82% 

Introduction of standards 99 45.00% 

Overcoming problems with fragmentation of digital single market 34 15.45% 

Service level agreements 62 28.18% 

The prospect of a European cloud services capability 70 31.82% 

None 24 10.91% 

Grand Total 551   

   

   

13. Are there human resources/employees in your organization that follow the 
trends and new proposals on cloud computing? Answer 

Numbe
r of 
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Answer
s (%) 

My organization/institution does not deploy cloud computing 98 44.55% 

Yes, there are sufficient human resources/employees that understand and deploy 
cloud computing 122 55.45% 

Grand Total 220   

   

   

   

   

   

14. What qualifications shall the human resources/employees that are in charge 
follow the trends and new proposals on cloud computing have? Answer 

Numbe
r of 
Answer
s (%) 

Have basic skills on drafting and/or negotiations of service level agreements 69 31.36% 
Have knowledge on building applications that can run on the Internet (such as Java 
and .NET framework) 63 28.64% 

How to adjust services moved to the cloud 112 50.91% 
How to build and deliver applications accessible by all devices (mobile app 
development) 98 44.55% 

How to use open source tools 98 44.55% 

How to use techniques on building a service oriented solutions 68 30.91% 

Know the general aspects on the cost-benefit analysis of cloud computing 158 71.82% 
Security protocols regardless of the type of the cloud (such as Sarbanes-Oxley, 
HIPAA) 72 32.73% 

Understand business cases of cloud deployment 123 55.91% 

Grand Total 861   

   

   

   

   

   

15. What aspects of the European strategy on Big Data are you familiar with? 
Answer
s 

Numbe
r of 
Answer
s (%) 

Accelerated innovation 112 50.91% 

Coherent data ecosystem 37 16.82% 

Increased competitiveness in data across the whole economy, as well as on the 
global market with Europe as a key player 67 30.45% 

Productivity growth 66 30.00% 

Research and innovation around data 123 55.91% 

None 16 7.27% 

Grand Total 421   
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16. Are there human resources/employees in your organization that know how 
to work with big data? 

Answer
s 

Numbe
r of 
Answer
s (%) 

My organization/institution is not affected by big data 16 7.27% 
No, there are no human resources/employees that know how to work with big 
data 30 13.64% 
Partially, since the human resources/employees dealing with big data are 
insufficient 90 40.91% 

Yes, there are sufficient human resources/employees that know how to work with 
big data 84 38.18% 

Grand Total 220   

   

   

   

   

   

17. What knowledge shall the human resources/employees that work with big 
data have? 

Answer
s 

Numbe
r of 
Answer
s (%) 

Agile Software Development 104 47.27% 

Artificial Intelligence 50 22.73% 

Clustering 63 28.64% 

Configuration Management 125 56.82% 

Data Mining 108 49.09% 

Disaster recovery 127 57.73% 

Extract, Transform and Load (ETL) 65 29.55% 

Puppet/Hadoop 34 15.45% 

SQL/NoSQL 85 38.64% 

Test Driven Development 79 35.91% 

Grand Total 840   
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18. What aspects of the Directive on the re-use of public sector information (the 
open data directive) are you familiar with? 

Answer
s 

Numbe
r of 
Answer
s (%) 

Achieving efficiency gains through sharing data inside and between public 
administrations 131 59.55% 

Addressing societal challenges – having more data openly available will help us 
discover new and innovative solutions 91 41.36% 

Fostering participation of citizens in political and social life and increasing 
transparency of government 73 33.18% 

Using Public data significant potential for re-use in new products and services 74 33.64% 

None 24 10.91% 

Grand Total 393   

   

   

   

   

   

   

19. Are there human resources/employees in your organization that know how 
to make data open or to use open data? 

Answer
s 

Numbe
r of 
Answer
s (%) 

My organization/institution is not interested in open data 26 11.87% 

No, there are no human resources/employees that know how to open the data or 
to use the open data 86 39.27% 

Yes, there are sufficient human resources/employees that know how to open the 
data or to use the open data 107 48.86% 

Grand Total 219   

   

   

   

   

   

20. What knowledge shall the human resources/employees have in order to 
open data and exploit open data?  

Answer
s 

Numbe
r of 
Answer
s (%) 

Cascading Style Sheets 36 24.16% 

Data analytics 120 80.54% 

Data integration 77 51.68% 

Data mashing 64 42.95% 

Data modeling 96 64.43% 
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Develop application 23 15.44% 

Excel spreadsheets 85 57.05% 

General open data standards 70 46.98% 

Use of licenses 36 24.16% 

Use of Open Source 57 38.26% 

Grand Total 664   

   

   

   

   

   

   
 


