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CHAPTER 1 

 

INTRODUCTION 

 

Every organization has a mission. In this digital era, as organizations use automated information 

technology (IT) systems to process their information for better support of their missions, risk 

management plays a critical role in protecting an organization‘s information assets, and 

therefore its mission, from IT-related risk. 

An effective risk management process is an important component of a successful IT security 

program. The principal goal of an organization‘s risk management process should be to protect 

the organization and its ability to perform their mission, not just its IT assets. Therefore, the risk 

management process should not be treated primarily as a technical function carried out by the IT 

experts who operate and manage the IT system, but as an essential management function of the 

organization. 

1.1 Purpose [1] 

Risk is the net negative impact of the exercise of a vulnerability, considering both the probability 

and the impact of occurrence. Risk management is the process of identifying risk, assessing risk, 

and taking steps to reduce risk to an acceptable level. This guide provides a foundation for the 

development of an effective risk management program, containing both the definitions and the 

practical guidance necessary for assessing and mitigating risks identified within IT systems. The 

ultimate goal is to help organizations to better manage IT-related mission risks. 

1.2 Objective 

The objective of performing risk management is to enable the organization to accomplish its 

mission(s) (1) by better securing the IT systems that store, process, or transmit organizational 

information; (2) by enabling management to make well-informed risk management decisions to 
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justify the expenditures that are part of an IT budget; and (3) by assisting management in 

authorizing (or accrediting) the IT systems on the basis of the supporting documentation 

resulting from the performance of risk management. 

1.3 Target Audience [2] 

This guide provides a common foundation for experienced and inexperienced, technical, and 

non-technical personnel who support or use the risk management process for their IT systems. 

These personnel include 

• Senior management, the mission owners, who make decisions about the IT 

security budget. 

• Federal Chief Information Officers, who ensure the implementation of risk 

management for agency IT systems and the security provided for these IT 

systems. 

• The Designated Approving Authority (DAA), who is responsible for the 

final decision on whether to allow operation of an IT system. 

• The IT security program manager, who implements the security program. 

• Information system security officers (ISSO), who are responsible for IT security. 

• IT system owners of system software and/or hardware used to support IT functions. 

• Information owners of data stored, processed, and transmitted by the IT systems. 

• Business or functional managers, who are responsible for the IT procurement process 

• Technical support personnel (e.g., network, system, application, and database 

administrators; computer specialists; data security analysts), who manage and 

administer security for the IT systems. 

• IT system and application programmers, who develop and maintain code that could 

affect system and data integrity. 

• IT quality assurance personnel, who test and ensure the integrity of the IT systems 

and data. 

• Information system auditors, who audit IT systems. 

• IT consultants, who support clients in risk management. 
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CHAPTER 2 

 

RISK MANAGEMENT OVERVIEW [1] 

 

This guide describes the risk management methodology, how it fits into each phase of the SDLC, 

and how the risk management process is tied to the process of system authorization (or 

accreditation). 

2.1 Importance of Risk Management 

Risk management encompasses three processes: risk assessment, risk mitigation, and evaluation 

and assessment. Section 3 of this guide describes the risk assessment process, which includes 

identification and evaluation of risks and risk impacts, and recommendation of risk-reducing 

measures. Section 4 describes risk mitigation, which refers to prioritizing, implementing, and 

maintaining the appropriate risk- reducing measures recommended from the risk assessment 

process. Section 5 discusses the continual evaluation process and keys for implementing a 

successful risk management program. The DAA or system authorizing official is responsible for 

determining whether the remaining risk is at an acceptable level or whether additional security 

controls should be implemented to further reduce or eliminate the residual risk before 

authorizing (or accrediting) the IT system for operation. 

Risk management is the process that allows IT managers to balance the operational and 

economic costs of protective measures and achieve gains in mission capability by protecting the 

IT systems and data that support their organizations‘ missions. This process is not unique to the 

IT environment; indeed it pervades decision-making in all areas of our daily lives. Take the case 

of home security, for example. Many people decide to have home security systems installed and 

pay a monthly fee to a service provider to have these systems monitored for the better protection 

of their property. Presumably, the homeowners have weighed the cost of system installation and 
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monitoring against the value of their household goods and their family‘s safety, a fundamental 

―mission‖ need. 

The head of an organizational unit must ensure that the organization has the capabilities needed 

to accomplish its mission. These mission owners must determine the security capabilities that 

their IT systems must have to provide the desired level of mission support in the face of real-

world threats. Most organizations have tight budgets for IT security; therefore, IT security 

spending must be reviewed as thoroughly as other management decisions. A well-structured risk 

management methodology, when used effectively, can help management identify appropriate 

controls for providing the mission-essential security capabilities. 

2.2 Integration of Risk Management into SDLC 

Minimizing negative impact on an organization and need for sound basis in decision making are 

the fundamental reasons organizations implement a risk management process for their IT 

systems. Effective risk management must be totally integrated into the SDLC. An IT system‘s 

SDLC has five phases: initiation, development or acquisition, implementation, operation or 

maintenance, and disposal. In some cases, an IT system may occupy several of these phases at 

the same time. However, the risk management methodology is the same regardless of the SDLC 

phase for which the assessment is being conducted. Risk management is an iterative process that 

can be performed during each major phase of the SDLC. Table 2.1 describes the characteristics 

of each SDLC phase and indicates how risk management can be performed in support of each 

phase. 
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Table 2.1 Integration of Risk Management into the SDLC 

 

 

SDLC Phases Phase Characteristics 

Support from Risk 

Management Activities 

Phase 1—Initiation 

The need for an IT system is 

expressed and the purpose and 

scope of the IT system is 

documented 

 Identified risks are used to 

support the development of the 

system requirements, including 

security requirements, and a 

security concept of operations 

(strategy) 

Phase 2—

Development or 

Acquisition 

The IT system is designed, 

purchased, programmed, 

developed, or otherwise 

constructed 

The risks identified during this 

phase can be used to support 

the security analyses of the IT 

system that may lead to 

architecture and design trade- 

offs during system 

development 

Phase 3—

Implementation 

The system security features 

should be configured, enabled, 

tested, and verified 

The risk management process 

supports the assessment of the 

system implementation against 

its requirements and within its 

modeled operational 

environment. Decisions 

regarding risks identified must 

be made prior to system 

operation 

Phase 4—Operation 

or 

Maintenance 

The system performs its 

functions. Typically the system is 

being modified on an ongoing 

basis through the addition of 

Risk management activities are 

performed for periodic system 

reauthorization (or 

reaccreditation) or whenever 
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hardware and software and by 

changes to organizational 

processes, policies, and 

procedures 

major changes are made to an 

IT system in its operational, 

production environment (e.g., 

new system interfaces) 

Phase 5—Disposal 

This phase may involve the 

disposition of information, 

hardware, and software. 

Activities may include moving, 

archiving, discarding, or 

destroying information and 

sanitizing the hardware and 

software 

Risk management activities 

are performed for system 

components that will be 

disposed of or replaced to 

ensure that the hardware and 

software are properly disposed 

of, that residual data is 

appropriately handled, and that 

system migration is conducted 

in a secure and systematic 

manner 

 

2.3 Key Roles 

Risk management is a management responsibility. This section describes the key roles of the 

personnel who should support and participate in the risk management process. 

• Senior Management. Senior management, under the standard of due care and 

ultimate responsibility for mission accomplishment, must ensure that the necessary 

resources are effectively applied to develop the capabilities needed to accomplish the 

mission. They must also assess and incorporate results of the risk assessment activity 

into the decision making process. An effective risk management program that 

assesses and mitigates IT-related mission risks requires the support and involvement 

of senior management. 

 

• Chief Information Officer (CIO). The CIO is responsible for the agency‘s IT 

planning, budgeting, and performance including its information security 

components. Decisions made in these areas should be based on an effective risk 

management program. 
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• System and Information Owners. The system and information owners are 

responsible for ensuring that proper controls are in place to address integrity, 

confidentiality, and availability of the IT systems and data they own. Typically the 

system and information owners are responsible for changes to their IT systems. Thus, 

they usually have to approve and sign off on changes to their IT systems (e.g., system 

enhancement, major changes to the software and hardware). The system and 

information owners must therefore understand their role in the risk management 

process and fully support this process. 

• Business and Functional Managers. The managers responsible for business 

operations and IT procurement process must take an active role in the risk 

management process. These managers are the individuals with the authority and 

responsibility for making the trade-off decisions essential to mission 

accomplishment. Their involvement in the risk management process enables the 

achievement of proper security for the IT systems, which, if managed properly, will 

provide mission effectiveness with a minimal expenditure of resources. 

• ISSO. IT security program managers and computer security officers are responsible 

for their organizations‘ security programs, including risk management. Therefore, 

they play a leading role in introducing an appropriate, structured methodology to help 

identify, evaluate, and minimize risks to the IT systems that support their 

organizations‘ missions. ISSOs also act as major consultants in support of senior 

management to ensure that this activity takes place on an ongoing basis. 

• IT Security Practitioners. IT security practitioners (e.g., network, system, 

application, and database administrators; computer specialists; security analysts; 

security consultants) are responsible for proper implementation of security 

requirements in their IT systems. As changes occur in the existing IT system 

environment (e.g., expansion in network connectivity, changes to the existing 

infrastructure and organizational policies, introduction of new technologies), the IT 

security practitioners must support or use the risk management process to identify 
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and assess new potential risks and implement new security controls as needed to 

safeguard their IT systems. 

• Security Awareness Trainers (Security/Subject Matter Professionals). The 

organization‘s personnel are the users of the IT systems. Use of the IT systems and 

data according to an organization‘s policies, guidelines, and rules of behavior is 

critical to mitigating risk and protecting the organization‘s IT resources. To minimize 

risk to the IT systems, it is essential that system and application users be provided 

with security awareness training. Therefore, the IT security trainers or 

security/subject matter professionals must understand the risk management process so 

that they can develop appropriate training materials and incorporate risk assessment 

into training programs to educate the end users. 

 

2.4 Planning / Preparation for Risk Management [2] 

Risk management is a key element of a PM‘s executive decision-making.  DoD risk management 

is based on the principles that risk management must be forward-looking, structured, continuous, 

and informative.  The key to successful risk management is early planning, resourcing, and 

aggressive execution. 

Good planning enables an organized, comprehensive, and iterative approach for managing root 

causes.  Networking within government and industry to extract the best ideas, techniques, 

methods, and information can only help teams seeking to improve their implementation of risk 

management. 

2.4.1 Risk Planning 

Risk planning is the activity of developing and documenting an organized, comprehensive, and 

interactive strategy and methods for identifying and tracking root causes, developing risk-

mitigation plans, performing continuous risk assessments to determine how risks and their root 

causes have changed, and assigning adequate resources. 
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Risk planning is the detailed formulation of a program of action for the management of root 

causes.  Risk planning, and the resultant plan, should answer the questions:  ―who, what, 

where, when, and how.‖  It is the activity to: 

 Ensure the principles of this guide are applied to the program; 

 Develop and document an organized, comprehensive, and interactive risk management 

plan; 

 Determine the methods to be used to execute a PM's Risk Management Plan (RMP); 

and 

 Plan for adequate resources, including personnel. 

Risk planning is iterative, and includes describing and scheduling the tasks for risk identification, 

risk analysis, risk mitigation planning, resourcing, risk mitigation plan implementation, and risk 

tracking throughout a program‘s life cycle.  Since contractor abilities to develop and manufacture 

the system affect program risks, the contractor should be considered a valuable partner in risk 

planning.  The result is the RMP.     

2.4.2 Risk Management Plan 

The program office should establish the basic approach and working structure it will use and 

document that approach it in a RMP.  A comprehensive and consistent approach ensures all 

aspects of the program are examined for risk.  The RMP is integral to overall program planning 

and the program IMP, and/or the SEP, or it may be a stand-alone document, as long as the 

activities are integrated and consistent. 

Planning begins by developing and documenting a risk management strategy.  Early efforts 

establish the purpose and objective, assign responsibilities for specific areas, identify additional 

technical expertise needed, describe the assessment process and areas to consider, delineate 

considerations for mitigation planning, define a rating scheme, dictate the reporting and 

documentation needs, and establish report requirements.  This planning should also address 
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evaluation of the capabilities of potential sources as well as early industry involvement.  The 

PM's strategy to manage root causes provides the program team with direction and a basis for 

planning. 

Risk planning consists of the upfront activities needed for a successful risk management 

program.  At the end of each acquisition phase, risk planning is the heart of the preparation for 

the next phase.  Initially formalized during Concept Refinement or other first-phase planning, 

and updated for each subsequent acquisition phase in all increments of the program, the risk 

management process should be reflected in the program SEP and in the technology development, 

acquisition, and support strategies. 

These strategies, along with requirement and threat documents, and system and program 

characteristics, are sources of information for the program office to use in developing the 

RMP.  The RMP tells the government and contractor team how to get from where the program is 

today to where the PM wants it to be in the future.  The key to writing a good plan is to provide 

the necessary information so the program team knows the goals, objectives, and the program 

office's risk management process.  Although the plan may be specific in some areas, such as 

the assignment of responsibilities for government and contractor participants and definitions, it 

may be general in other areas to allow users to choose the most efficient way to proceed.  For 

example, a description of techniques that suggests several methods for evaluators to use to 

assess risk is appropriate, since every technique may have advantages and disadvantages 

depending on the situation. 

As a program transitions through developmental and operational testing, and then to the end 

users during sustainment, a program RMP should be structured to identify, assess, and mitigate 

risks that have a impact on overall program life-cycle cost, schedule, and/or performance.  The 

RMP should also define the overall program approach to capture and manage root causes.  Risks 

that are safety related are outside the scope of this guide and are managed in accordance with 

MIL-STD-882D as the PM directs.  

An example RMP format summary may include: 
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 Introduction 

 Program Summary 

 Risk Management Strategy and Process 

 Responsible/Executing Organization 

 Risk Management Process and Procedures 

 Risk Identification 

 Risk Analysis 

 Risk Mitigation Planning 

 Risk Mitigation Implementation 

 Risk Tracking 

Normally, documentation and reporting procedures are defined as part of the risk management 

process planning before contract award, but they may be added or modified during contract 

execution as long as the efforts remain within the scope of the contract or are approved as part of 

a contract change. 

The program office should periodically review the RMP and revise it, if necessary.  Events such as 

these may drive the need to update an existing RMP:  

 A change in acquisition strategy,  

 Preparation for a milestone decision,  

 Results and findings from event–based technical reviews, 

 An update of other program plans,  

 Preparation for a Program Objective Memorandum submission, or 

 A change in support strategy.  

 

2.4.3 Organizing for Risk Management 

In systems engineering, risk management examines all aspects of the program phases as they 

relate to each other, from conception to disposal.  This risk management process integrates 
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design (performance) requirements with other life-cycle issues such as manufacturing, 

operations, and support. 

The PM should establish a risk management process that includes not only risk planning, but risk 

identification, risk analysis, risk mitigation planning, resourcing, risk mitigation plan 

implementation, and risk tracking to be integrated and continuously applied throughout the 

program, including during the design process. 

Risk assessment includes identification and analysis of sources of root causes to include 

performance, schedule, and cost, and is based on such factors as the technology being used and 

its relationship to design; manufacturing capabilities; potential industry sources; and test and 

support processes. 

In a decentralized program office risk management organization, the program's risk 

management coordinator may be responsible for risk management planning, and IPTs typically 

perform the risk assessments.  In a centralized program office risk management 

organization, the program‘s risk management coordinator may be responsible for risk 

management planning and perform the risk assessments.  In either case, if necessary, the 

team may be augmented by people from other program areas or outside experts.  Section 0 

elaborates on this for each of the described assessment approaches.  Typically, a program-level 

IPT may conduct a quick-look assessment of the program to identify the need for technical 

experts (who are not part of the team) and to examine areas that appear most likely to contain 

risk. 

Effective risk management requires involvement of the entire program team and may also 

require help from outside experts knowledgeable in critical risk areas (e.g., threat, technology, 

design, manufacturing, logistics, schedule, cost).  In addition, the risk management process 

should cover hardware, software, the human element, and interfaces and other integration issues.  

Outside experts may include representatives from the user, laboratory, contract management, 

specialty engineering, test and evaluation, logistics, industry, and sustainment communities.  End 

product users, essential participants in program trade analyses, should be part of the assessment 

process so that an acceptable balance among performance, schedule, cost, and risk can be 
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reached.  A close relationship between the government and industry, and later with the selected 

contractor(s), promotes an understanding of program risks and assists in developing and 

executing the management efforts. 

2.4.4 Risk Management Boards 

A risk management tool used on many programs is the Risk Management Board (RMB).  This 

board is chartered as the senior program group that evaluates all program risks and their root 

causes, unfavorable event indications, and planned risk mitigations.  In concept, it acts similar to 

a configuration control board.  It is an advisory board to the PM and provides a forum for all 

affected parties to discuss their concerns.  RMBs can be structured in a variety of ways, but share 

the following characteristics: 

 They should be formally chartered by the PM and have a defined area of responsibility 

and authority.  Note that RMBs may be organized as program office only, program 

office with other Government offices (such as PEO Systems Engineer, User, Defense 

Contract Management Agency, test organizations, SMEs), or as combined government-

contractor-subcontractor.  The structure should be adapted to each program office‘s 

needs. 

 Working relationships between the board and the program office staff functional 

support team should be defined. 

 The process flow for the RMB should be defined. 

 The frequency of the RMB meetings should be often enough to provide a thorough and 

timely understanding of the risk status, but not too frequent to interfere with the 

execution of the program plan.  Frequency may depend on the phase of the program; 

e.g., a development program may require monthly RMBs, while a production or 

support program may hold quarterly RMBs.  
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 Interfaces with other program office management elements (such as the various 

working groups and the configuration control board) should be formally defined. 

On programs with many significant root causes, the RMB provides an effective vehicle to ensure 

each root cause is properly and completely addressed during the program life cycle.  It is 

important to remember that successful risk tracking is dependent on the emphasis it receives 

during the planning process.  Further, successful program execution requires the continual 

tracking of the effectiveness of the risk mitigation plans. 

The program management team can assign the risk management responsibility to individual IPTs 

or to a separate risk management team.  In addition, the program office should establish the 

working structure for risk identification and risk analysis and appoint experienced Government 

and industry personnel as well as outside help from SMEs, as appropriate.   

2.5 Risk Assessment Approaches [2-3]  

For each risk assessment, the program office team must establish how the actual assessment (root 

cause identification and risk analysis) will be conducted.  At least four choices are available: 

 Conduct the assessment as part of the normal IPT activity of the program office; 

 Establish a program office risk assessment team, as either a temporary ad-hoc team or a 

permanent organization; 

 Establish a Government-industry team; or 

 Request an outside team or combined program office-outside team conduct the 

assessment. 

Each approach has its own merits and costs.  However, the choices are not mutually exclusive.  

Program offices could use two or more of these options in combination or for different aspects of 

the program.  An internal effort should always be conducted so that program office personnel are 

familiar with the risks. 



< Network Security Risk Management> 
 
 

 
16 

 

 

Teams outside the program office may be appropriate if the resources needed to do the 

assessment are beyond those available from within the program team.  First, establish a core risk 

assessment team if the program team is not already following a disciplined program acquisition 

process which incorporates risk assessment activities.  This team is the core group of individuals 

who will conduct the risk assessment and normally includes individuals with expertise in 

systems engineering, logistics, manufacturing, test, schedule analysis, and cost estimating. 

Regardless of the method(s) chosen, the contractor team‘s input should be solicited and included 

in the final assessment.  If the program is not already on contract, the risk assessment team 

should also try to gain insight from industry, within the bounds of competitive nondisclosure and 

protection of proprietary data. 

2.6 Risk Management Roles [1-3] 

The following responsibilities are recommended relative to the program risk management 

process. 

2.6.1 Program Executive Officers / Milestone Decision Authorities 

 Ensure program acquisition plans and strategies provide for risk management, and that 

identified risks and their root causes are considered in milestone decisions. 

 In conjunction with the program contracting officer, ensure program contract(s) 

Statement of Objectives, Statements of Work, and Contract Deliverable Requirements Lists 

include provisions to support a defined program risk management plan and process. 

 Periodically review program-level risks. 

2.6.2 Program Managers 

 Establish, use, and maintain an integrated risk management process.  PMs should ensure their 

integrated risk management process includes all disciplines required to support the life cycle of 

their system (e.g., systems safety, logistics, systems engineering, producibility, in-service 

support, contracts, test, earned value management, finance).  If the contract is required to comply 
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with ANSI/EIA-748, Earned Value Management Systems, risk management should be an 

integral part of the Contract Performance Report (CPR) and the associated IMS. 

 Develop and maintain a program IMS that incorporates contractor schedules and external 

Government activities in a single, integrated schedule.  Project independent estimates of 

completion dates for major milestones and assess the probability of maintaining the baseline 

schedule.  Conduct schedule risk analysis as needed and determine the potential impact to the 

program estimate and approved funding.  Review the contractor‘s schedule risk analysis.  

Analyze the contractor‘s monthly IMS submissions, and monitor contractor progress against risk 

mitigation activities.   

 Jointly conduct IBRs with the contractor team to reach mutual understanding of risks 

inherent in the contractor‘s baseline plans.  Conduct IBRs as necessary throughout the life of the 

program.  The Program Managers’ Guide to the Integrated Baseline Review Process provides 

details on conducting effective IBRs. 

 Analyze earned value information contained in the CPR for identification of emerging 

risk items or worsening performance trends for known risk items.  Assess realism of contractor‘s 

projected estimate at completion and adequacy of corrective action plans. 

 Synthesize and correlate the status of new and ongoing risk elements in the IMS, CPR, risk 

mitigation plans, technical status documentation, program status reviews, and other sources of 

program status. 

 Establish a realistic schedule and funding baseline for the program as early as possible in the 

program, incorporating not only an acceptable level of risk, but adequate schedule and funding 

margins.  Protect the program by budgeting to a conservative estimate with a high probability. 

 Ensure the program has a defined RMP, and that risk assessments are conducted per 

that plan.  Ensure the program RMP defines the required relationships with other risk related 

directives. 

http://www.acq.osd.mil/pm/currentpolicy/IBR_Guide_April_2003.doc
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 Form a program RMB to include the PM/IPT Leader, Program Risk Management 

Coordinator, Chief or Lead Systems Engineer, program logistician, budget and financial 

manager, Prime Contractor PM/Lead Systems Engineer, and other members relevant to the 

program strategy, phase, and risks. 

 Approve appropriate risk mitigation strategies.  Include operational users and other 

stakeholders in the formulation and acceptance of risk mitigation plans. 

 Assign responsibility for risk mitigation activities and monitor progress through a formal 

tracking system. 

 Report program risks to appropriate Program Executive Officer (PEO)/PM/Systems 

Commanders and user personnel prior to Milestone decisions, following significant risk changes, 

or as requested.  Use the Risk Reporting Matrix (see Section Error! Reference source not 

found.) documented in the program RMP to report program risks. 

2.6.3 Integrated Product Team 

 Document and implement the RMP, and support the program RMB as required. 

 Assess (identify and analyze) risks and their root causes using documented risk 

assessment criteria.  An ongoing/continual risk assessment is highly recommended, and is useful 

during all phases of a program‘s life cycle.  A tailored program risk assessment should be 

conducted for each of the applicable technical reviews and for each key program decision point. 

 Report risks using the Risk Reporting Matrix documented in the program RMP to 

report program risks to appropriate PEO/PM/Systems Commander and user personnel. 

 Recommend appropriate risk mitigation strategies for each identified root cause, and 

estimate funding requirements to implement risk mitigation plans.  Be prepared to provide 

required risk mitigation support. 
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 Implement and obtain user acceptance of risk mitigation in accordance with program 

guidance from the RMB per the program RMP. 

2.6.4   Risk Management Boards 

 Evaluate program risk assessments in accordance with the RMP. 

 Evaluate and continually assess the program for new root causes, address the status of 

existing risks, and manage risk mitigation activities.  The root causes to be identified and 

analyzed are those that jeopardize the achievement of significant program requirements, 

thresholds, or objectives.  Like IPT composition, the RMB is made up of Government program 

management, industry/contractor, and appropriate Government support personnel. 

 Evaluate and prioritize program risks and appropriate risk mitigation strategies for each 

identified root cause, and estimate funding requirements to implement risk mitigation plans.  Be 

prepared to request required risk mitigation support.  Implement and obtain user acceptance of 

risk mitigation in accordance with program guidance per the program RMP. 

 Report risk information, metrics, and trends, using the standard likelihood and 

consequence matrix format, to appropriate PEO/PM/Systems Commander and user personnel. 

2.6.5 Support Activities 

 Provide the people, processes, and training to support program risk management 

activities.  

 Designate SMEs and make them available to assist with risk assessments.  Upon 

request of PMs or higher authority, Government support activities should provide personnel to 

conduct independent risk assessments on specific programs. 

2.6.6 Contractor 

 Develop an internal risk management program and work jointly with the government 

program office to develop an overall risk management program. 
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 Conduct risk identification and analysis during all phases of the program, including 

proposal development.  Develop appropriate risk mitigation strategies and plans.   

 Assess impacts of risk during proposal and baseline development.  Use projected 

consequences of high probability risks to help establish the level of management reserve and 

schedule reserve.  

 Jointly conduct IBRs with the Government team to reach mutual understanding of risks 

inherent in the program baseline plans.   

 Conduct schedule risk analyses at key points during all phases of the program, including 

proposal development.   

 Incorporate risk mitigation activities into IMS and program budgets as appropriate. 

 Use IMS and EVM information (trends and metrics) to monitor and track newly identified 

risks and monitor progress against risk plans.  Identify new risk items, and report status against 

risk mitigation plans to company management and the Government program office. 

 Assess impact of identified performance, schedule and costs risks to estimate at 

completion, and include in the estimate as appropriate.  Develop a range of estimates (best case, 

most likely, worst case). 

 Synthesize and correlate the status of new and ongoing risk elements in the IMS, CPR, risk 

mitigation plans, technical status documentation, program status reviews, and other sources of 

program status. 

 Assign responsibility for risk mitigation activities, and monitor progress through a formal 

tracking system. 

 Once risks have been realized (100% probability) and turn into an issue, incorporate the 

issue into work planning documents, IMS, and earned value budgets, and ensure integration with 

ongoing work to minimize impacts. 

2.7 Training [4] 

Getting the program team organized and trained to follow a disciplined, repeatable process for 

conducting a risk assessment (identification and analysis) is critical, since periodic assessments 

are needed to support major program decisions during the program life cycle.  Experienced 
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teams do not necessarily have to be extensively trained each time an assessment is performed, 

but a quick review of lessons learned from earlier assessments, combined with abbreviated 

versions of these suggested steps, could avoid false starts. 

The program's risk coordinator, or an outside expert, may train the IPTs, focusing on the 

program's RMP, risk strategy, definitions, suggested techniques, documentation, and reporting 

requirements. 

A risk assessment training package for the full team (core team plus SMEs) is often very 

beneficial.  This package typically includes the risk assessment process, analysis criteria, 

documentation requirements, team ground rules, and a program overview.  Train the full team 

together in an integrated manner and the use of a facilitator may be useful. 
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CHAPTER 3 

 

RISK ASSESSMENT [1-5] 

 

Risk assessment is the first process in the risk management methodology. Organizations use risk 

assessment to determine the extent of the potential threat and the risk associated with an IT 

system throughout its SDLC. The output of this process helps to identify appropriate controls for 

reducing or eliminating risk during the risk mitigation process, as discussed in Section 4. 

Risk is a function of the likelihood of a given threat-source’s exercising a particular potential 

vulnerability, and the resulting impact of that adverse event on the organization. 

To determine the likelihood of a future adverse event, threats to an IT system must be analyzed 

in conjunction with the potential vulnerabilities and the controls in place for the IT system. 

Impact refers to the magnitude of harm that could be caused by a threat‘s exercise of a 

vulnerability. The level of impact is governed by the potential mission impacts and in turn 

produces a relative value for the IT assets and resources affected (e.g., the criticality and 

sensitivity of the IT system components and data). The risk assessment methodology 

encompasses nine primary steps, which are described in Sections 3.1 through 3.9 

• Step 1  System Characterization (Section 3.1) 

• Step 2  Threat Identification (Section 3.2) 

• Step 3  Vulnerability Identification (Section 3.3) 

• Step 4  Control Analysis (Section 3.4) 

• Step 5  Likelihood Determination (Section 3.5) 

• Step 6  Impact Analysis (Section 3.6) 

• Step 7  Risk Determination (Section 3.7) 

• Step 8  Control Recommendations (Section 3.8) 

• Step 9 Results Documentation (Section 3.9). 
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Steps 2, 3, 4, and 6 can be conducted in parallel after Step 1 has been completed. Figure 3.1 

depicts these steps and the inputs to and outputs from each step. 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3.1. Risk 

Assessment 

Methodology 

Flowchart 
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3.1 Step 1: System Characterization 

In assessing risks for an it system, the first step is to define the scope of the effort. in this step, 

the boundaries of the it system are identified, along with the resources and the information that 

constitute the system. characterizing an it system establishes the scope of the risk assessment 

effort, delineates the operational authorization (or accreditation) boundaries, and provides 

information (e.g., hardware, software, system connectivity, and responsible division or support 

personnel) essential to defining the risk. 

Section 3.1.1 describes the system-related information used to characterize an it system and its 

operational environment. section 3.1.2 suggests the information-gathering techniques that can 

be used to solicit information relevant to the it system processing environment. The 

methodology described in this document can be applied to assessments of single or multiple, 

interrelated systems. in the latter case, it is important that the domain of interest and all 

interfaces and dependencies be well defined prior to applying the methodology. 

3.1.1 System-Related Information 

Identifying risk for an IT system requires a keen understanding of the system‘s processing 

environment. The person or persons who conduct the risk assessment must therefore first collect 

system-related information, which is usually classified as follows: 

• Hardware 

• Software 

• System interfaces (e.g., internal and external connectivity) 

• Data and information 

• Persons who support and use the IT system 

• System mission (e.g., the processes performed by the IT system) 

• System and data criticality (e.g., the system‘s value or importance to an organization) 

• System and data sensitivity. 

Additional information related to the operational environmental of the IT system and its data 

includes, but is not limited to, the following: 
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• The functional requirements of the IT system 

• Users of the system (e.g., system users who provide technical support to the IT 

system; application users who use the IT system to perform business functions) 

• System security policies governing the IT system (organizational policies, federal 

requirements, laws, industry practices) 

• System security architecture 

• Current network topology (e.g., network diagram) 

• Information storage protection that safeguards system and data availability, integrity, 

and confidentiality 

• Flow of information pertaining to the IT system (e.g., system interfaces, system input 

and output flowchart) 

• Technical controls used for the IT system (e.g., built-in or add-on security product 

that supports identification and authentication, discretionary or mandatory access 

control, audit, residual information protection, encryption methods) 

• Management controls used for the IT system (e.g., rules of behavior, security 

planning) 

• Operational controls used for the IT system (e.g., personnel security, backup, 

contingency, and resumption and recovery operations; system maintenance; off-site 

storage; user account establishment and deletion procedures; controls for segregation 

of user functions, such as privileged user access versus standard user access) 

• Physical security environment of the IT system (e.g., facility security, data center 

policies) 

• Environmental security implemented for the IT system processing environment (e.g., 

controls for humidity, water, power, pollution, temperature, and chemicals). 

For a system that is in the initiation or design phase, system information can be derived from the 

design or requirements document. For an IT system under development, it is necessary to define 

key security rules and attributes planned for the future IT system. System design documents and 

the system security plan can provide useful information about the security of an IT system that is 

in development. 
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For an operational IT system, data is collected about the IT system in its production 

environment, including data on system configuration, connectivity, and documented and 

undocumented procedures and practices. Therefore, the system description can be based on the 

security provided by the underlying infrastructure or on future security plans for the IT system. 

3.1.2 Information-Gathering Techniques 

Any, or a combination, of the following techniques can be used in gathering information relevant 

to the IT system within its operational boundary: 

• Questionnaire. To collect relevant information, risk assessment personnel can 

develop a questionnaire concerning the management and operational controls 

planned or used for the IT system. This questionnaire should be distributed to the 

applicable technical and nontechnical management personnel who are designing or 

supporting the IT system. The questionnaire could also be used during on-site visits 

and interviews. 

• On-site Interviews. Interviews with IT system support and management personnel 

can enable risk assessment personnel to collect useful information about the IT 

system (e.g., how the system is operated and managed). On-site visits also allow risk 

 

Assessment personnel to observe and gather information about the physical, 

environmental, and operational security of the IT system. Appendix A contains 

sample interview questions asked during interviews with site personnel to achieve a 

better understanding of the operational characteristics of an organization. For systems 

still in the design phase, on-site visit would be face-to-face data gathering exercises 

and could provide the opportunity to evaluate the physical environment in which the 

IT system will operate. 

• Document Review. Policy documents (e.g., legislative documentation, directives), 

system documentation (e.g., system user guide, system administrative manual, system 

design and requirement document, acquisition document), and security-related 

documentation (e.g., previous audit report, risk assessment report, system test results, 
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system security plan
5
, security policies) can provide good information about the 

security controls used by and planned for the IT system. An organization‘s mission 

impact analysis or asset criticality assessment provides information regarding system 

and data criticality and sensitivity. 

• Use of Automated Scanning Tool. Proactive technical methods can be used to 

collect system information efficiently. For example, a network mapping tool can 

identify the services that run on a large group of hosts and provide a quick way of 

building individual profiles of the target IT system(s). 

Information gathering can be conducted throughout the risk assessment process, from Step 1 

(System Characterization) through Step 9 (Results Documentation). 

Output from Step 1 Characterization of the IT system assessed, a good picture of the IT system 

environment, and delineation of system boundary 

 

3.2 Step 2: Threat Identification 

A threat is the potential for a particular threat-source to successfully exercise a particular 

vulnerability. 

A vulnerability is a weakness that can be accidentally triggered or intentionally exploited. A 

threat-source does not present a risk when there is no vulnerability that can be exercised. In 

determining the likelihood of a threat (Section 3.5), one must consider threat-sources, potential 

vulnerabilities (Section 3.3), and existing controls (Section 3.4). 

Threat: The potential for a threat-source to exercise (accidentally trigger or intentionally 

exploit) a specific vulnerability. 

 

3.2.1 Threat-Source Identification 

The goal of this step is to identify the potential threat- sources and compile a threat statement 

listing potential threat- sources that are applicable to the IT system being evaluated. 
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Threat- Source: Either (1) intent and method targeted at the intentional exploitation of a 

vulnerability or (2) a situation and method that may accidentally trigger a vulnerability. 

Common Threat-Sources 

A threat-source is defined as any circumstance or event with the potential to cause harm to an IT 

system. The common threat-sources can be natural, human, or environmental. 

 Natural Threats—Floods, earthquakes, tornadoes, landslides, avalanches, electrical 

storms, and other such events. 

 Human Threats—Events that are either enabled by or caused by human beings, such 

as unintentional acts (inadvertent data entry) or deliberate actions (network based 

attacks, malicious software upload, unauthorized access to confidential information). 

 Environmental Threats—Long-term power failure, pollution, chemicals, liquid 

leakage. 

In assessing threat-sources, it is important to consider all potential threat-sources that could cause 

harm to an IT system and its processing environment. For example, although the threat statement 

for an IT system located in a desert may not include ―natural flood‖ because of the low 

likelihood of such an event‘s occurring, environmental threats such as a bursting pipe can 

quickly flood a computer room and cause damage to an organization‘s IT assets and resources. 

Humans can be threat-sources through intentional acts, such as deliberate attacks by malicious 

persons or disgruntled employees, or unintentional acts, such as negligence and errors. A 

deliberate attack can be either (1) a malicious attempt to gain unauthorized access to an IT 

system (e.g., via password guessing) in order to compromise system and data integrity, 

availability, or confidentiality or (2) a benign, but nonetheless purposeful, attempt to circumvent 

system security. One example of the latter type of deliberate attack is a programmer‘s writing a 

Trojan horse program to bypass system security in order to ―get the job done.‖ 
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3.2.2 Motivation and Threat Actions 

Motivation and the resources for carrying out an attack make humans potentially dangerous 

threat-sources. Table 3.1 presents an overview of many of today‘s common human threats, their 

possible motivations, and the methods or threat actions by which they might carry out an attack. 

This information will be useful to organizations studying their human threat environments and 

customizing their human threat statements. In addition, reviews of the history of system break - 

ins; security violation reports; incident reports; and interviews with the system administrators, 

help desk personnel, and user community during information gathering will help identify human 

threat- sources that have the potential to harm an IT system and its data and that may be a 

concern where a vulnerability exists. 

Table 3.1. Human Threats: Threat-Source, Motivation, and Threat Actions 

 

Threat-Source Motivation Threat Actions 

Hacker, cracker 

Challenge 

Ego 

Rebellion 

• Hacking 

• Social engineering 

• System intrusion, break-ins 

• Unauthorized system access 

Computer criminal 

Destruction of information 

Illegal information disclosure 

Monetary gain 

Unauthorized data alteration 

• Computer crime (e.g., cyber 

stalking) 

• Fraudulent act (e.g., replay, 

impersonation, interception) 

• Information bribery 

• Spoofing 

• System intrusion 

Terrorist 

Blackmail 

Destruction 

Exploitation 

Revenge 

• Bomb/Terrorism 

• Information warfare 

• System attack (e.g., distributed 

denial of service) 

• System penetration 

• System tampering 
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Industrial espionage 

(companies, foreign 

governments, other 

government interests) 

Competitive advantage 

Economic espionage 

• Economic exploitation 

• Information theft 

• Intrusion on personal privacy 

• Social engineering 

• System penetration 

• Unauthorized system access 

(access to classified, proprietary, 

and/or technology-related 

information) 

Insiders (poorly trained, 

disgruntled, malicious, 

negligent, dishonest, or 

terminated employees) 

Curiosity 

Ego 

Intelligence 

Monetary gain 

Revenge 

Unintentional errors and 

omissions (e.g., data entry 

error, programming error) 

• Assault on an employee 

• Blackmail 

• Browsing of proprietary 

information 

• Computer abuse 

• Fraud and theft 

• Information bribery 

• Input of falsified, corrupted data 

• Interception 

• Malicious code (e.g., virus, logic 

bomb, Trojan horse) 

• Sale of personal information 

• System bugs 

• System intrusion 

• System sabotage 

• Unauthorized system access 

 

An estimate of the motivation, resources, and capabilities that may be required to carry out a 

successful attack should be developed after the potential threat-sources have been identified, in 
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order to determine the likelihood of a threat‘s exercising a system vulnerability, as described in 

Section 3.5. 

The threat statement, or the list of potential threat- sources, should be tailored to the individual 

organization and its processing environment (e.g., end-user computing habits). In general, 

information on natural threats (e.g., floods, earthquakes, storms) should be readily available. 

Known threats have been identified by many government and private sector organizations. 

Intrusion detection tools also are becoming more prevalent, and government and industry 

organizations continually collect data on security events, thereby improving the ability to 

realistically assess threats. Sources of information include, but are not limited to, the 

following: 

• Intelligence agencies (for example, the Federal Bureau of Investigation‘s 

National Infrastructure Protection Center) 

• Federal Computer Incident Response Center (FedCIRC) 

• Mass media, particularly Web-based resources such as 

SecurityFocus.com, SecurityWatch.com, SecurityPortal.com, and 

SANS.org. 

Output from Step 2 A threat statement containing a list of threat-sources that could exploit 

system vulnerabilities 

 

3.3 Step 3: Vulnerability Identification 

  

The analysis of the threat to an IT system must include an analysis of the vulnerabilities 

associated with the system environment. The goal of this step is to develop a list of system 

vulnerabilities (flaws or weaknesses) that could be exploited by the potential threat-sources. 

Vulnerability: A flaw or weakness in system security procedures, design, implementation, or 

internal controls that could be exercised (accidentally triggered or intentionally exploited) and 

result in a security breach or a violation of the system‘s security policy. Table 3.2 presents 

examples of vulnerability/threat pairs. 
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Table 3.2. Vulnerability/Threat Pairs 

Vulnerability Threat-Source Threat Action 

Terminated employees‘ system 

identifiers (ID) are not removed 

from the system Terminated employees 

Dialing into the company‘s 

network and accessing 

company proprietary data 

Company firewall allows inbound 

telnet, and guest ID is enabled on 

XYZ server 

Unauthorized users (e.g., 

hackers, terminated 

employees, computer 

criminals, terrorists) 

Using telnet to XYZ server 

and browsing system files 

with the guest ID 

The vendor has identified flaws in 

the security design of the system; 

however, new patches have not 

been applied to the system 

Unauthorized users (e.g., 

hackers, disgruntled 

employees, computer 

criminals, terrorists) 

Obtaining unauthorized 

access to sensitive system 

files based on known 

system vulnerabilities 

Data center uses water sprinklers 

to suppress fire; tarpaulins to  

protect hardware and equipment 

from water damage are not in  

place   Fire, negligent persons 

Water sprinklers being turned 

on in the data center 

 

Recommended methods for identifying system vulnerabilities are the use of vulnerability 

sources, the performance of system security testing, and the development of a security 

requirements checklist. 
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It should be noted that the types of vulnerabilities that will exist, and the methodology needed to 

determine whether the vulnerabilities are present, will usually vary depending on the nature of 

the IT system and the phase it is in, in the SDLC: 

• If the IT system has not yet been designed, the search for vulnerabilities should focus on 

the organization‘s security policies, planned security procedures, and system requirement 

definitions, and the vendors‘ or developers‘ security product analyses (e.g., white papers). 

• If the IT system is being implemented, the identification of vulnerabilities should be 

expanded to include more specific information, such as the planned security features described in 

the security design documentation and the results of system certification test and evaluation. 

• If the IT system is operational, the process of identifying vulnerabilities should include an 

analysis of the IT system security features and the security controls, technical and procedural, 

used to protect the system. 

3.3.1 Vulnerability Sources 

The technical and nontechnical vulnerabilities associated with an IT system‘s processing 

environment can be identified via the information-gathering techniques described in Section 

A review of other industry sources (e.g., vendor Web pages that identify system bugs and 

flaws) will be useful in preparing for the interviews and in developing effective questionnaires to 

identify vulnerabilities that may be applicable to specific IT systems (e.g., a specific version of a 

specific operating system). The Internet is another source of information on known system 

vulnerabilities posted by vendors, along with hot fixes, service packs, patches, and other 

remedial measures that may be applied to eliminate or mitigate vulnerabilities. Documented 

vulnerability sources that should be considered in a thorough vulnerability analysis include, but 

are not limited to, the following: 

• Previous risk assessment documentation of the IT system assessed 



< Network Security Risk Management> 
 
 

 
34 

 

 

• The IT system‘s audit reports, system anomaly reports, security review reports, and 

system test and evaluation reports 

• Vulnerability lists, such as the NIST I-CAT vulnerability database (http://icat.nist.gov) 

 • Security advisories, such as FedCIRC and the Department of Energy‘s Computer Incident 

Advisory Capability bulletins 

• Vendor advisories 

• Commercial computer incident/emergency response teams and post lists (e.g., 

SecurityFocus.com forum mailings) 

• Information Assurance Vulnerability Alerts and bulletins for military systems 

• System software security analyses. 

3.3.2 System Security Testing 

Proactive methods, employing system testing, can be used to identify system vulnerabilities 

efficiently, depending on the criticality of the IT system and available resources (e.g., allocated 

funds, available technology, persons with the expertise to conduct the test). Test methods 

include 

• Automated vulnerability scanning tool 

• Security test and evaluation (ST&E) 

• Penetration testing. 

The automated vulnerability scanning tool is used to scan a group of hosts or a network for 

known vulnerable services (e.g., system allows anonymous File Transfer Protocol [FTP], send 

mail relaying). However, it should be noted that some of the potential vulnerabilities identified 

by the automated scanning tool may not represent real vulnerabilities in the context of the 

system environment. For example, some of these scanning tools rate potential vulnerabilities 

without considering the site‘s environment and requirements. Some of the ―vulnerabilities‖ 

flagged by the automated scanning software may actually not be vulnerable for a particular site 
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but may be configured that way because their environment requires it. Thus, this test method 

may produce false positives. 

ST&E is another technique that can be used in identifying IT system vulnerabilities during the 

risk assessment process. It includes the development and execution of a test plan (e.g., test 

script, test procedures, and expected test results). The purpose of system security testing is to 

test the effectiveness of the security controls of an IT system as they have been applied in an 

operational environment. The objective is to ensure that the applied controls meet the approved 

security specification for the software and hardware and implement the organization‘s security 

policy or meet industry standards. 

Penetration testing can be used to complement the review of security controls and ensure that 

different facets of the IT system are secured. Penetration testing, when employed in the risk 

assessment process, can be used to assess an IT system‘s ability to withstand intentional 

attempts to circumvent system security. Its objective is to test the IT system from the viewpoint 

of a threat-source and to identify potential failures in the IT system protection schemes. 

The results of these types of optional security testing will help identify a system‘s vulnerabilities. 

3.3.3 Development of Security Requirements Checklist 

During this step, the risk assessment personnel determine whether the security requirements 

stipulated for the IT system and collected during system characterization are being met by 

existing or planned security controls. Typically, the system security requirements can be 

presented in table form, with each requirement accompanied by an explanation of how the 

system‘s design or implementation does or does not satisfy that security control 

requirement. 

A security requirements checklist contains the basic security standards that can be used to 

systematically evaluate and identify the vulnerabilities of the assets (personnel, hardware, 

software, information), non-automated procedures, processes, and information transfers 

associated with a given IT system in the following security areas: 
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• Management 

• Operational 

• Technical. 

Table 3.3 lists security criteria suggested for use in identifying an IT system‘s vulnerabilities in 

each security area. 

Table 3.3. Security Criteria 

Security Area Security Criteria 

Management Security 

• Assignment of responsibilities 

• Continuity of support 

• Incident response capability 

• Periodic review of security controls 

• Personnel clearance and background investigations 

• Risk assessment 

• Security and technical training 

• Separation of duties 

• System authorization and reauthorization 

• System or application security plan 

Operational Security 

• Control of air-borne contaminants (smoke, dust, chemicals) 

• Controls to ensure the quality of the electrical power supply 

• Data media access and disposal 

• External data distribution and labeling 

• Facility protection (e.g., computer room, data center, office) 

• Humidity control 

• Temperature control 
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• Workstations, laptops, and stand-alone personal computers 

 Technical Security  

• Communications (e.g., dial-in, system interconnection, routers) 

• Cryptography 

• Discretionary access control 

• Identification and authentication 

• Intrusion detection 

• Object reuse 

• System audit 

 

The outcome of this process is the security requirements checklist. Sources that can be used in 

compiling such a checklist include, but are not limited to, the following government regulatory 

and security directives and sources applicable to the IT system processing environment: 

• CSA of 1987 

• Federal Information Processing Standards Publications 

• OMB November 2000 Circular A-130 

• Privacy Act of 1974 

• System security plan of the IT system assessed 

• The organization‘s security policies, guidelines, and standards 

• Industry practices. 

 

The Security Self-Assessment Guide for Information Technology Systems, provides an extensive 

questionnaire containing specific control objectives against which a system or group of 

interconnected systems can be tested and measured. The control objectives are abstracted 
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directly from long-standing requirements found in statute, policy, and guidance on security and 

privacy. 

The results of the checklist (or questionnaire) can be used as input for an evaluation of 

compliance and noncompliance. This process identifies system, process, and procedural 

weaknesses that represent potential vulnerabilities. 

Output from Step 3 A list of the system vulnerabilities (observations)
7
 that could be exercised 

by the potential threat-sources 

3.4 Step 4: Control Analysis 

The goal of this step is to analyze the controls that have been implemented, or are planned for 

implementation, by the organization to minimize or eliminate the likelihood (or probability) of a 

threat‘s exercising a system vulnerability. 

To derive an overall likelihood rating that indicates the probability that a potential vulnerability 

may be exercised within the construct of the associated threat environment (Step 5 below), the 

implementation of current or planned controls must be considered. For example, a vulnerability 

(e.g., system or procedural weakness) is not likely to be exercised or the likelihood is low if there 

is a low level of threat-source interest or capability or if there are effective security controls that 

can eliminate, or reduce the magnitude of, harm. 

Sections 3.4.1 through 3.4.3, respectively, discuss control methods, control categories, and the 

control analysis technique. 

3.4.1 Control Methods 

Security controls encompass the use of technical and nontechnical methods. Technical controls 

are safeguards that are incorporated into computer hardware, software, or firmware (e.g., access 

control mechanisms, identification and authentication mechanisms, encryption methods, 

intrusion detection software). Nontechnical controls are management and operational controls, 
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such as security policies; operational procedures; and personnel, physical, and environmental 

security. 

3.4.2 Control Categories 

The control categories for both technical and nontechnical control methods can be further 

classified as either preventive or detective. These two subcategories are explained as follows: 

• Preventive controls inhibit attempts to violate security policy and include such controls as 

access control enforcement, encryption, and authentication. 

• Detective controls warn of violations or attempted violations of security policy and 

include such controls as audit trails, intrusion detection methods, and checksums. 

Section 4.4 further explains these controls from the implementation standpoint. The 

implementation of such controls during the risk mitigation process is the direct result of the 

identification of deficiencies in current or planned controls during the risk assessment process 

(e.g., controls are not in place or controls are not properly implemented). 

3.4.3 Control Analysis Technique 

As discussed in Section 3.3.3, development of a security requirements checklist or use of an 

available checklist will be helpful in analyzing controls in an efficient and systematic manner. 

The security requirements checklist can be used to validate security noncompliance as well as 

compliance. Therefore, it is essential to update such checklists to reflect changes in an 

organization‘s control environment (e.g., changes in security policies, methods, and 

requirements) to ensure the checklist‘s validity. 

Output from Step 4 List of current or planned controls used for the IT system to mitigate the 

likelihood of a vulnerability‘s being exercised and reduce the impact of such an adverse event 
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 3.5 Step 5: Likelihood Determination 

To derive an overall likelihood rating that indicates the probability that a potential vulnerability 

may be exercised within the construct of the associated threat environment, the following 

governing factors must be considered: 

• Threat-source motivation and capability 

• Nature of the vulnerability 

• Existence and effectiveness of current controls. 

The likelihood that a potential vulnerability could be exercised by a given threat-source can be 

described as high, medium, or low. Table 3.4 below describes these three likelihood levels. 

 Table 3.4. Likelihood Definitions 

  

Likelihood Level Likelihood Definition 

  

High 

The threat-source is highly motivated and sufficiently capable, and 

controls to 

 prevent the vulnerability from being exercised are ineffective. 

  

Medium 

The threat-source is motivated and capable, but controls are in place that 

may 

 impede successful exercise of the vulnerability. 

  

Low The threat-source lacks motivation or capability, or controls are in place to 

 

prevent, or at least significantly impede, the vulnerability from being 

exercised. 
  

 

Output from Step 5 Likelihood rating (High, Medium, Low) 
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3.6 Step 6: Impact Analysis 

The next major step in measuring level of risk is to determine the adverse impact resulting from 

a successful threat exercise of a vulnerability. Before beginning the impact analysis, it is 

necessary to obtain the following necessary information as discussed in Section 3.1.1: 

• System mission (e.g., the processes performed by the IT system) 

• System and data criticality (e.g., the system‘s value or importance to an organization) 

• System and data sensitivity. 

This information can be obtained from existing organizational documentation, such as the 

mission impact analysis report or asset criticality assessment report. A mission impact analysis 

(also known as business impact analysis [BIA] for some organizations) prioritizes the impact 

levels associated with the compromise of an organization‘s information assets based on a 

qualitative or quantitative assessment of the sensitivity and criticality of those assets. An asset 

criticality assessment identifies and prioritizes the sensitive and critical organization information 

assets (e.g., hardware, software, systems, services, and related technology assets) that support the 

organization‘s critical missions. 

 If this documentation does not exist or such assessments for the organization‘s IT assets have 

not been performed, the system and data sensitivity can be determined based on the level of 

protection required to maintain the system and data‘s availability, integrity, and confidentiality. 

Regardless of the method used to determine how sensitive an IT system and its data are, the 

system and information owners are the ones responsible for determining the impact level for 

their own system and information. Consequently, in analyzing impact, the appropriate approach 

is to interview the system and information owner(s). 

Therefore, the adverse impact of a security event can be described in terms of loss or degradation 

of any, or a combination of any, of the following three security goals: integrity, availability, and 

confidentiality. The following list provides a brief description of each security goal and the 

consequence (or impact) of its not being met: 
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• Loss of Integrity. System and data integrity refers to the requirement that information be 

protected from improper modification. Integrity is lost if unauthorized changes are made to the 

data or IT system by either intentional or accidental acts. If the loss of system or data integrity is 

not corrected, continued use of the contaminated system or corrupted data could result in 

inaccuracy, fraud, or erroneous decisions. Also, violation of integrity may be the first step in a 

successful attack against system availability or confidentiality. For all these reasons, loss of 

integrity reduces the assurance of an IT system. 

• Loss of Availability. If a mission-critical IT system is unavailable to its end users, the 

organization‘s mission may be affected. Loss of system functionality and operational 

effectiveness, for example, may result in loss of productive time, thus impeding the end users‘ 

performance of their functions in supporting the organization‘s mission. 

• Loss of Confidentiality. System and data confidentiality refers to the protection of 

information from unauthorized disclosure. The impact of unauthorized disclosure of confidential 

information can range from the jeopardizing of national security to the disclosure of Privacy Act 

data. Unauthorized, unanticipated, or unintentional disclosure could result in loss of public 

confidence, embarrassment, or legal action against the organization. 

Some tangible impacts can be measured quantitatively in lost revenue, the cost of repairing the 

system, or the level of effort required to correct problems caused by a successful threat action. 

Other impacts (e.g., loss of public confidence, loss of credibility, damage to an organization‘s 

interest) cannot be measured in specific units but can be qualified or described in terms of high, 

medium, and low impacts. Because of the generic nature of this discussion, this guide designates 

and describes only the qualitative categories—high, medium, and low impact (see Table 3.5). 
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Table 3.5. Magnitude of Impact Definitions 

 Magnitude of   Impact Definition  

 Impact     

 

High 

  Exercise of the vulnerability (1) may result in the highly costly loss of  

   

major tangible assets or resources; (2) may significantly violate, harm, or 

 

     

    impede an organization‘s mission, reputation, or interest; or (3) may result  

    in human death or serious injury.  

      

 

Medium 

  Exercise of the vulnerability (1) may result in the costly loss of tangible  

   

assets or resources; (2) may violate, harm, or impede an organization‘s 

 

     

    mission, reputation, or interest; or (3) may result in human injury.  

      

 

Low 

  Exercise of the vulnerability (1) may result in the loss of some tangible  

   

assets or resources or (2) may noticeably affect an organization‘s 

 

     

    mission, reputation, or interest.  

      

 

Quantitative versus Qualitative Assessment 

In conducting the impact analysis, consideration should be given to the advantages and 

disadvantages of quantitative versus qualitative assessments. The main advantage of the 

qualitative impact analysis is that it prioritizes the risks and identifies areas for immediate 

improvement in addressing the vulnerabilities. The disadvantage of the qualitative analysis is 

that it does not provide specific quantifiable measurements of the magnitude of the impacts, 

therefore making a cost-benefit analysis of any recommended controls difficult. 

The major advantage of a quantitative impact analysis is that it provides a measurement of the 

impacts‘ magnitude, which can be used in the cost-benefit analysis of recommended controls. 
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The disadvantage is that, depending on the numerical ranges used to express the measurement, 

the meaning of the quantitative impact analysis may be unclear, requiring the result to be 

interpreted in a qualitative manner. Additional factors often must be considered to determine the 

magnitude of impact. These may include, but are not limited to— 

• An estimation of the frequency of the threat-source‘s exercise of the vulnerability over a 

specified time period (e.g., 1 year) 

• An approximate cost for each occurrence of the threat-source‘s exercise of the 

vulnerability 

• A weighted factor based on a subjective analysis of the relative impact of a specific 

threat‘s exercising a specific vulnerability. 

Output from Step 6 Magnitude of impact (High, Medium, or Low) 

3.7 Step 7: Risk Determination 

The purpose of this step is to assess the level of risk to the IT system. The determination of risk 

for a particular threat/vulnerability pair can be expressed as a function of 

• The likelihood of a given threat-source‘s attempting to exercise a given vulnerability 

• The magnitude of the impact should a threat-source successfully exercise the 

vulnerability 

• The adequacy of planned or existing security controls for reducing or eliminating risk. 

To measure risk, a risk scale and a risk-level matrix must be developed. Section 3.7.1 presents a 

standard risk-level matrix; Section 3.7.2 describes the resulting risk levels. 

3.7.1 Risk-Level Matrix 

The final determination of mission risk is derived by multiplying the ratings assigned for threat 

likelihood (e.g., probability) and threat impact. Table 3.6 below shows how the overall risk 
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ratings might be determined based on inputs from the threat likelihood and threat impact 

categories. The matrix below is a 3 x 3 matrix of threat likelihood (High, Medium, and Low) and 

threat impact (High, Medium, and Low). Depending on the site‘s requirements and the 

granularity of risk assessment desired, some sites may use a 4 x 4 or a 5 x 5 matrix. The latter 

can include a Very Low /Very High threat likelihood and a Very Low/Very High threat impact to 

generate a Very Low/Very High risk level. A ―Very High‖ risk level may require possible 

system shutdown or stopping of all IT system integration and testing efforts. 

The sample matrix in Table 3.6 shows how the overall risk levels of High, Medium, and Low are 

derived. The determination of these risk levels or ratings may be subjective. The rationale for 

this justification can be explained in terms of the probability assigned for each threat likelihood 

level and a value assigned for each impact level. For example, 

• The probability assigned for each threat likelihood level is 1.0 for High, 0.5 for Medium, 

0.1 for Low 

• The value assigned for each impact level is 100 for High, 50 for Medium, and 10 for 

Low. 

Table 3.6. Risk-Level Matrix 

 

 

Threat 

     Impact     

   

Low 

  

Medium 

  

High 

 

 

Likelihood 

       

   

(10) 

  

(50) 

  

(100) 

 

         

 High (1.0)   Low   Medium   High  

    10 X 1.0 = 10   50 X 1.0 = 50   100 X 1.0 = 100  

 Medium (0.5)   Low   Medium   Medium  

    10 X 0.5 = 5   50 X 0.5 = 25   100 X 0.5 = 50  

 Low (0.1)   Low   Low   Low  

    10 X 0.1 = 1   50 X 0.1 = 5   100 X 0.1 = 10  

            
Risk Scale: High ( >50 to 100); Medium ( >10 to 50); Low (1 to 10)
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3.7.2 Description of Risk Level 

Table 3.7 describes the risk levels shown in the above matrix. This risk scale, with its ratings of 

High, Medium, and Low, represents the degree or level of risk to which an IT system, facility, 

or procedure might be exposed if a given vulnerability were exercised. The risk scale also 

presents actions that senior management, the mission owners, must take for each risk level. 

  Table 3.7.  Risk Scale and Necessary Actions  

      

 Risk Level   Risk Description and Necessary Actions  

    

If an observation or finding is evaluated as a high risk, there is 

a  

 

High 

  strong need for corrective measures. An existing system may  

   continue to operate, but a corrective action plan must be put in 

place 

 

     

    as soon as possible.  

      

 

Medium 

  If an observation is rated as medium risk, corrective actions are  

   needed and a plan must be developed to incorporate these 

actions 

 

     

    within a reasonable period of time.  

      

 

Low 

  

If an observation is described as low risk, the system‘s DAA 

must  

   determine whether corrective actions are still required or 

decide to 

 

     

    accept the risk.  

      

 

Output from Step 7 Risk level (High, Medium, Low) 

3.8 Step 8: Control Recommendations 

During this step of the process, controls that could mitigate or eliminate the identified risks, as 

appropriate to the organization‘s operations, are provided. The goal of the recommended 

controls is to reduce the level of risk to the IT system and its data to an acceptable level. The 
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following factors should be considered in recommending controls and alternative solutions to 

minimize or eliminate identified risks: 

• Effectiveness of recommended options (e.g., system compatibility) 

• Legislation and regulation 

• Organizational policy 

• Operational impact 

• Safety and reliability. 

The control recommendations are the results of the risk assessment process and provide input 

to the risk mitigation process, during which the recommended procedural and technical security 

controls are evaluated, prioritized, and implemented. 

It should be noted that not all possible recommended controls can be implemented to reduce 

loss. To determine which ones are required and appropriate for a specific organization, a cost-

benefit analysis, as discussed in Section 4.6, should be conducted for the proposed recommended 

controls, to demonstrate that the costs of implementing the controls can be justified by the 

reduction in the level of risk. In addition, the operational impact (e.g., effect on system 

performance) and feasibility (e.g., technical requirements, user acceptance) of introducing the 

recommended option should be evaluated carefully during the risk mitigation process. 

Output from Step 8 Recommendation of control(s) and alternative solutions to mitigate risk 

3.9 Step 9: Results Documentation 

Once the risk assessment has been completed (threat-sources and vulnerabilities identified, risks 

assessed, and recommended controls provided), the results should be documented in an official 

report or briefing. 

A risk assessment report is a management report that helps senior management, the mission 

owners, make decisions on policy, procedural, budget, and system operational and management 

changes. Unlike an audit or investigation report, which looks for wrongdoing, a risk assessment 

report should not be presented in an accusatory manner but as a systematic and analytical 
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approach to assessing risk so that senior management will understand the risks and allocate 

resources to reduce and correct potential losses. For this reason, some people prefer to address 

the threat/vulnerability pairs as observations instead of findings in the risk assessment report. 

Appendix B provides a suggested outline for the risk assessment report. 

Output from Step 9 Risk assessment report that describes the threats and vulnerabilities, 

measures the risk, and provides recommendations for control implementation 
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CHAPTER 4 

 

RISK MITIGATION 

 

Risk mitigation, the second process of risk management, involves prioritizing, evaluating, and 

implementing the appropriate risk-reducing controls recommended from the risk assessment 

process. 

Because the elimination of all risk is usually impractical or close to impossible, it is the 

responsibility of senior management and functional and business managers to use the least-cost 

approach and implement the most appropriate controls to decrease mission risk to an acceptable 

level, with minimal adverse impact on the organization‘s resources and mission. 

This section describes risk mitigation options (Section 4.1), the risk mitigation strategy (Section 

4.2), an approach for control implementation (Section 4.3), control categories (Section 4.4), the 

cost- benefit analysis used to justify the implementation of the recommended controls (Section 

4.5), and residual risk (Section 4.6). 

4.1 Risk Mitigation Options 

Risk mitigation is a systematic methodology used by senior management to reduce mission risk. 

Risk mitigation can be achieved through any of the following risk mitigation options: 

• Risk Assumption. To accept the potential risk and continue operating the IT system or to 

implement controls to lower the risk to an acceptable level 

• Risk Avoidance. To avoid the risk by eliminating the risk cause and/or consequence (e.g., 

forgo certain functions of the system or shut down the system when risks are identified) 
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• Risk Limitation. To limit the risk by implementing controls that minimize the adverse 

impact of a threat‘s exercising a vulnerability (e.g., use of supporting, preventive, detective 

controls) 

• Risk Planning. To manage risk by developing a risk mitigation plan that prioritizes, 

implements, and maintains controls 

• Research and Acknowledgment. To lower the risk of loss by acknowledging the 

vulnerability or flaw and researching controls to correct the vulnerability 

• Risk Transference. To transfer the risk by using other options to compensate for the loss, 

such as purchasing insurance. 

The goals and mission of an organization should be considered in selecting any of these risk 

mitigation options. It may not be practical to address all identified risks, so priority should be 

given to the threat and vulnerability pairs that have the potential to cause significant mission 

impact or harm. Also, in safeguarding an organization‘s mission and its IT systems, because of 

each organization‘s unique environment and objectives, the option used to mitigate the risk and 

the methods used to implement controls may vary. The ―best of breed‖ approach is to use 

appropriate technologies from among the various vendor security products, along with the 

appropriate risk mitigation option and nontechnical, administrative measures. 

 4.2 Risk Mitigation Strategy 

Senior management, the mission owners, knowing the potential risks and recommended controls, 

may ask, ―When and under what circumstances should I take action? When shall I implement 

these controls to mitigate the risk and protect our organization?‖ 

The risk mitigation chart in Figure 4.1 addresses these questions. Appropriate points for 

implementation of control actions are indicated in this figure by the word YES. 
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Figure 4.1. Risk Mitigation Action Points 

This strategy is further articulated in the following rules of thumb, which provide guidance on 

actions to mitigate risks from intentional human threats: 

• When vulnerability (or flaw, weakness) exists ➞ implement assurance techniques to 

reduce the likelihood of a vulnerability‘s being exercised. 

• When a vulnerability can be exercised ➞ apply layered protections, architectural designs, 

and administrative controls to minimize the risk of or prevent this occurrence. 

• When the attacker‘s cost is less than the potential gain ➞ apply protections to decrease 

an attacker‘s motivation by increasing the attacker‘s cost (e.g., use of system controls such as 

limiting what a system user can access and do can significantly reduce an attacker‘s gain). 



< Network Security Risk Management> 
 
 

 
52 

 

 

• When loss is too great ➞ apply design principles, architectural designs, and technical and 

nontechnical protections to limit the extent of the attack, thereby reducing the potential for loss. 

The strategy outlined above, with the exception of the third list item (―When the attacker‘s cost 

is less than the potential gain‖), also applies to the mitigation of risks arising from environmental 

or unintentional human threats (e.g., system or user errors). (Because there is no ―attacker,‖ no 

motivation or gain is involved.) 

4.3 Approach for Control Implementation 

When control actions must be taken, the following rule applies: 

Address the greatest risks and strive for sufficient risk mitigation at the lowest cost, with minimal 

impact on other mission capabilities. 

The following risk mitigation methodology describes the approach to control implementation: 

• Step 1  Prioritize Actions 

Based on the risk levels presented in the risk assessment report, the implementation actions are 

prioritized. In allocating resources, top priority should be given to risk items with unacceptably 

high risk rankings (e.g., risk assigned a Very High or High risk level). These vulnerability/threat 

pairs will require immediate corrective action to protect an organization‘s interest and mission. 

Output from Step 1  Actions ranking from High to Low 

• Step 2  Evaluate Recommended Control Options 

The controls recommended in the risk assessment process may not be the most appropriate and 

feasible options for a specific organization and IT system. During this step, the feasibility (e.g., 

compatibility, user acceptance) and effectiveness (e.g., degree of protection and level of risk 

mitigation) of the recommended control options are analyzed. The objective is to select the most 

appropriate control option for minimizing risk. 
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Output from Step 2  List of feasible controls 

 

• Step 3  Conduct Cost-Benefit Analysis 

To aid management in decision making and to identify cost-effective controls, a cost-benefit 

analysis is conducted. Section 4.5 details the objectives and method of conducting the cost-

benefit analysis. 

Output from Step 3 Cost-benefit analysis describing the cost and benefits of implementing or not 

implementing the controls 

• Step 4  Select Control 

On the basis of the results of the cost-benefit analysis, management determines the most cost-

effective control(s) for reducing risk to the organization‘s mission. The controls selected should 

combine technical, operational, and management control elements to ensure adequate security 

for the IT system and the organization. 

Output from Step 4  Selected control(s) 

 • Step 5  Assign Responsibility 

Appropriate persons (in-house personnel or external contracting staff) who have the appropriate 

expertise and skill-sets to implement the selected control are identified, and responsibility is 

assigned. 

Output from Step 5  List of responsible persons 

• Step 6  Develop a Safeguard Implementation Plan 

During this step, a safeguard implementation plan9 (or action plan) is developed. The plan 

should, at a minimum, contain the following information: 

– Risks (vulnerability/threat pairs) and associated risk levels (output from risk assessment report) 
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–  Recommended controls (output from risk assessment report) 

– Prioritized actions (with priority given to items with Very High and High risk levels) 

– Selected planned controls (determined on the basis of feasibility, effectiveness, benefits to the 

organization, and cost) 

–  Required resources for implementing the selected planned controls 

–  Lists of responsible teams and staff 

–  Start date for implementation 

–  Target completion date for implementation 

–  Maintenance requirements. 

The safeguard implementation plan prioritizes the implementation actions and projects the start 

and target completion dates. This plan will aid and expedite the risk mitigation process. 

Appendix C provides a sample summary table for the safeguard implementation plan. 

Output from Step 6 Safeguard implementation plan 

• Step 7  Implement Selected Control(s) 

Depending on individual situations, the implemented controls may lower the risk level but not 

eliminate the risk. Residual risk is discussed in Section 4.6. 

Output from Step 7 Residual risk 

Figure 4.2 depicts the recommended methodology for risk mitigation. 
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Figure 4.2. Risk 

Mitigation Methodology 

Flowchart 
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4.4 Control Categories 

In implementing recommended controls to mitigate risk, an organization should consider 

technical, management, and operational security controls, or a combination of such controls, to 

maximize the effectiveness of controls for their IT systems and organization. Security controls, 

when used appropriately, can prevent, limit, or deter threat-source damage to an organization‘s 

mission. 

The control recommendation process will involve choosing among a combination of technical, 

management, and operational controls for improving the organization‘s security posture. The 

trade-offs that an organization will have to consider are illustrated by viewing the decisions 

involved in enforcing use of complex user passwords to minimize password guessing and 

cracking. In this case, a technical control requiring add-on security software may be more 

complex and expensive than a procedural control, but the technical control is likely to be more 

effective because the enforcement is automated by the system. On the other hand, a procedural 

control might be implemented simply by means of a memorandum to all concerned individuals 

and an amendment to the security guidelines for the organization, but ensuring that users 

consistently follow the memorandum and guideline will be difficult and will require security 

awareness training and user acceptance. 

This section provides a high-level overview of some of the control categories. More detailed 

guidance about implementing and planning for IT controls can be found in Guide for 

Developing Security Plans for Information Technology Systems, and An Introduction to 

Computer Security: The NIST Handbook. 

Sections 4.4.1 through 4.4.3 provide an overview of technical, management, and operational 

controls, respectively. 

4.4.1 Technical Security Controls 
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Technical security controls for risk mitigation can be configured to protect against given types of 

threats. These controls may range from simple to complex measures and usually involve system 

architectures; engineering disciplines; and security packages with a mix of hardware, software, 

and firmware. All of these measures should work together to secure critical and sensitive data, 

information, and IT system functions. Technical controls can be grouped into the following 

major categories, according to primary purpose: 

• Support (Section 4.4.1.1). Supporting controls are generic and underlie most IT 

security capabilities. These controls must be in place in order to implement other 

controls. 

• Prevent (Section 4.4.1.2). Preventive controls focus on preventing security breaches 

from occurring in the first place. 

• Detect and Recover (Section 4.4.1.3). These controls focus on detecting and 

recovering from a security breach. 

Figure 4.3 depicts the primary technical controls and the relationships between them. 
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Figure 4.3. Technical Security Controls 

Supporting Technical Controls 

Supporting controls are, by their very nature, pervasive and interrelated with many other 

controls. The supporting controls are as follows: 

• Identification. This control provides the ability to uniquely identify users, processes, and 

information resources. To implement other security controls (e.g., discretionary access control 

[DAC], mandatory access control [MAC], accountability), it is essential that both subjects and 

objects be identifiable. 

• Cryptographic Key Management. Cryptographic keys must be securely managed when 

cryptographic functions are implemented in various other controls. Cryptographic key 

management includes key generation, distribution, storage, and maintenance. 

• Security Administration. The security features of an IT system must be configured (e.g., 

enabled or disabled) to meet the needs of a specific installation and to account for changes in the 

operational environment. System security can be built into operating system security or the 

application. Commercial off-the-shelf add-on security products are available. 

• System Protections. Underlying a system‘s various security functional capabilities is a 

base of confidence in the technical implementation. This represents the quality of the 

implementation from the perspective both of the design processes used and of the manner in 

which the implementation was accomplished. Some examples of system protections are residual 

information protection (also known as object reuse), least privilege (or ―need to know‖), process 

separation, modularity, layering, and minimization of what needs to be trusted. 

Preventive Technical Controls 

These controls, which can inhibit attempts to violate security policy, include the following: 

• Authentication. The authentication control provides the means of verifying the identity of 

a subject to ensure that a claimed identity is valid. Authentication mechanisms include 
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passwords, personal identification numbers, or PINs, and emerging authentication technology 

that provides strong authentication (e.g., token, smart card, digital certificate, Kerberos). 

• Authorization. The authorization control enables specification and subsequent 

management of the allowed actions for a given system (e.g., the information owner or the 

database administrator determines who can update a shared file accessed by a group of online 

users). 

• Access Control Enforcement. Data integrity and confidentiality are enforced by access 

controls. When the subject requesting access has been authorized to access particular processes, 

it is necessary to enforce the defined security policy (e.g., MAC or DAC). These policy-based 

controls are enforced via access control mechanisms distributed throughout the system (e.g., 

MAC sensitivity labels; DAC file permission sets, access control lists, roles, user profiles). The 

effectiveness and the strength of access control depend on the correctness of the access control 

decisions (e.g., how the security rules are configured) and the strength of access control 

enforcement (e.g., the design of software or hardware security). 

• Nonrepudiation. System accountability depends on the ability to ensure that senders 

cannot deny sending information and that receivers cannot deny receiving it. Nonrepudiation 

spans both prevention and detection. It has been placed in the prevention category in this guide 

because the mechanisms implemented prevent the successful repudiation of an action (e.g., the 

digital certificate that contains the owner‘s private key is known only to the owner). As a result, 

this control is typically applied at the point of transmission or reception. 

• Protected Communications. In a distributed system, the ability to accomplish security 

objectives is highly dependent on trustworthy communications. The protected communications 

control ensures the integrity, availability, and confidentiality of sensitive and critical information 

while it is in transit. Protected communications use data encryption methods (e.g., virtual private 

network, Internet Protocol Security [IPSEC] Protocol), and deployment of cryptographic 

technologies (e.g., Data Encryption Standard [DES], Triple DES, RAS, MD4, MD5, secure hash 
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standard, and escrowed encryption algorithms such as Clipper) to minimize network threats such 

as replay, interception, packet sniffing, wiretapping, or eavesdropping. 

 • Transaction Privacy. Both government and private sector systems are increasingly 

required to maintain the privacy of individuals. Transaction privacy controls (e.g., Secure 

Sockets Layer, secure shell) protect against loss of privacy with respect to transactions 

performed by an individual. 

Detection and Recovery Technical Controls 

Detection controls warn of violations or attempted violations of security policy and include such 

controls as audit trails, intrusion detection methods, and checksums. Recovery controls can be 

used to restore lost computing resources. They are needed as a complement to the supporting and 

preventive technical measures, because none of the measures in these other areas is perfect. 

Detection and recovery controls include— 

• Audit. The auditing of security-relevant events and the monitoring and tracking of system 

abnormalities are key elements in the after-the-fact detection of, and recovery from, security 

breaches. 

• Intrusion Detection and Containment. It is essential to detect security breaches (e.g., 

network break-ins, suspicious activities) so that a response can occur in a timely manner. It is 

also of little use to detect a security breach if no effective response can be initiated. The intrusion 

detection and containment control provides these two capabilities. 

• Proof of Wholeness. The proof-of-wholeness control (e.g., system integrity tool) analyzes 

system integrity and irregularities and identifies exposures and potential threats. This control 

does not prevent violations of security policy but detects violations and helps determine the type 

of corrective action needed. 

• Restore Secure State. This service enables a system to return to a state that is known to be 

secure, after a security breach occurs. 
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• Virus Detection and Eradication. Virus detection and eradication software installed on 

servers and user workstations detects, identifies, and removes software viruses to ensure system 

and data integrity. 

4.4.2 Management Security Controls 

Management security controls, in conjunction with technical and operational controls, are 

implemented to manage and reduce the risk of loss and to protect an organization‘s mission. 

Management controls focus on the stipulation of information protection policy, guidelines, and 

standards, which are carried out through operational procedures to fulfill the organization‘s goals 

and missions. 

Management security controls—preventive, detection, and recovery—that are implemented to 

reduce risk are described in Sections 4.4.2.1 through 4.4.2.3. 

Preventive Management Security Controls 

These controls include the following: 

• Assign security responsibility to ensure that adequate security is provided for the 

mission-critical IT systems 

• Develop and maintain system security plans to document current controls and address 

planned controls for IT systems in support of the organization‘s mission 

• Implement personnel security controls, including separation of duties, least privilege, and 

user computer access registration and termination 

• Conduct security awareness and technical training to ensure that end users and system 

users are aware of the rules of behavior and their responsibilities in protecting the organization‘s 

mission. 

Detection Management Security Controls 

Detection management controls are as follows: 
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• Implement personnel security controls, including personnel clearance, background 

investigations, rotation of duties 

• Conduct periodic review of security controls to ensure that the controls are effective 

• Perform periodic system audits 

• Conduct ongoing risk management to assess and mitigate risk 

• Authorize IT systems to address and accept residual risk. 

Recovery Management Security Controls 

These controls include the following: 

• Provide continuity of support and develop, test, and maintain the continuity of operations 

plan to provide for business resumption and ensure continuity of operations during emergencies 

or disasters 

• Establish an incident response capability to prepare for, recognize, report, and respond to 

the incident and return the IT system to operational status. 

4.4.3 Operational Security Controls 

An organization‘s security standards should establish a set of controls and guidelines to ensure 

that security procedures governing the use of the organization‘s IT assets and resources are 

properly enforced and implemented in accordance with the organization‘s goals and mission. 

Management plays a vital role in overseeing policy implementation and in ensuring the 

establishment of appropriate operational controls. 

 Operational controls, implemented in accordance with a base set of requirements (e.g., technical 

controls) and good industry practices, are used to correct operational deficiencies that could be 

exercised by potential threat-sources. To ensure consistency and uniformity in security 

operations, step-by-step procedures and methods for implementing operational controls must be 
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clearly defined, documented, and maintained. These operational controls include those presented 

in Sections 4.4.3.1 and 4.4.3.2 below. 

Preventive Operational Controls 

Preventive operational controls are as follows: 

• Control data media access and disposal (e.g., physical access control, degaussing method) 

• Limit external data distribution (e.g., use of labeling) 

• Control software viruses 

• Safeguard computing facility (e.g., security guards, site procedures for visitors, electronic 

badge system, biometrics access control, management and distribution of locks and keys, 

barriers and fences) 

• Secure wiring closets that house hubs and cables 

• Provide backup capability (e.g., procedures for regular data and system backups, archive 

logs that save all database changes to be used in various recovery scenarios) 

• Establish off-site storage procedures and security 

• Protect laptops, personal computers (PC), workstations 

• Protect IT assets from fire damage (e.g., requirements and procedures for the use of fire 

extinguishers, tarpaulins, dry sprinkler systems, halon fire suppression system) 

• Provide emergency power source (e.g., requirements for uninterruptible power supplies, 

on-site power generators) 

• Control the humidity and temperature of the computing facility (e.g., operation of air 

conditioners, heat dispersal). 
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Detection Operational Controls 

Detection operational controls include the following: 

• Provide physical security (e.g., use of motion detectors, closed-circuit television 

monitoring, sensors and alarms) 

• Ensure environmental security (e.g., use of smoke and fire detectors, sensors and alarms). 

4.5 Cost-Benefit Analysis 

To allocate resources and implement cost-effective controls, organizations, after identifying all 

possible controls and evaluating their feasibility and effectiveness, should conduct a cost-benefit 

analysis for each proposed control to determine which controls are required and appropriate for 

their circumstances. 

The cost-benefit analysis can be qualitative or quantitative. Its purpose is to demonstrate that the 

costs of implementing the controls can be justified by the reduction in the level of risk. For 

example, the organization may not want to spend $1,000 on a control to reduce a $200 risk. 

A cost-benefit analysis for proposed new controls or enhanced controls encompasses the 

following: 

• Determining the impact of implementing the new or enhanced controls 

• Determining the impact of not implementing the new or enhanced controls 

• Estimating the costs of the implementation. These may include, but are not limited to, the 

following: 

–  Hardware and software purchases 

– Reduced operational effectiveness if system performance or functionality is reduced for 

increased security 

–  Cost of implementing additional policies and procedures 
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– Cost of hiring additional personnel to implement proposed policies, procedures, or services 

–  Training costs 

–  Maintenance costs 

• Assessing the implementation costs and benefits against system and data criticality to 

determine the importance to the organization of implementing the new controls, given their costs 

and relative impact. 

The organization will need to assess the benefits of the controls in terms of maintaining an 

acceptable mission posture for the organization. Just as there is a cost for implementing a needed 

control, there is a cost for not implementing it. By relating the result of not implementing the 

control to the mission, organizations can determine whether it is feasible to forgo its 

implementation. 

Cost-Benefit Analysis Example: System X stores and processes mission-critical and sensitive 

employee privacy information; however, auditing has not been enabled for the system. A cost-

benefit analysis is conducted to determine whether the audit feature should be enabled for 

System X. 

Items (1) and (2) address the intangible impact (e.g., deterrence factors) for implementing or not 

implementing the new control. Item (3) lists the tangibles (e.g., actual cost). 

(1) Impact of enabling system audit feature: The system audit feature allows the system 

security administrator to monitor users‘ system activities but will slow down system performance 

and therefore affect user productivity. Also the implementation will require additional resources, 

as described in Item 3. 

(2) Impact of not enabling system audit feature: User system activities and violations cannot 

be monitored and tracked if the system audit function is disabled, and security cannot be 

maximized to protect the organization‘s confidential data and mission. 

(3) Cost estimation for enabling the system audit feature: 
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Cost for enabling system audit feature—No cost, built-in feature $ 0 

Additional staff to perform audit review and archive, per year $ XX,XXX 

Training (e.g., system audit configuration, report generation) $ X,XXX 

Add-on audit reporting software $ X,XXX 

Audit data maintenance (e.g., storage, archiving), per year $ X,XXX 

Total Estimated Costs $ XX,XXX 

The organization‘s managers must determine what constitutes an acceptable level of mission 

risk. The impact of a control may then be assessed, and the control either included or excluded, 

after the organization determines a range of feasible risk levels. This range will vary among 

organizations; however, the following rules apply in determining the use of new controls: 

• If control would reduce risk more than needed, then see whether a less expensive 

alternative exists 

• If control would cost more than the risk reduction provided, then find something else 

• If control does not reduce risk sufficiently, then look for more controls or a different 

control 

• If control provides enough risk reduction and is cost-effective, then use it. 

Frequently the cost of implementing a control is more tangible than the cost of not implementing 

it. As a result, senior management plays a critical role in decisions concerning the 

implementation of control measures to protect the organizational mission. 

4.6 Residual Risk 

Organizations can analyze the extent of the risk reduction generated by the new or enhanced 

controls in terms of the reduced threat likelihood or impact, the two parameters that define the 

mitigated level of risk to the organizational mission. 
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Implementation of new or enhanced controls can mitigate risk by 

• Eliminating some of the system‘s vulnerabilities (flaws and weakness), thereby reducing 

the number of possible threat-source/vulnerability pairs 

• Adding a targeted control to reduce the capacity and motivation of a threat-source 

For example, a department determines that the cost for installing and maintaining add-on security 

software for the stand-alone PC that stores its sensitive files is not justifiable, but that 

administrative and physical controls should be implemented to make physical access to that PC 

more difficult (e.g., store the PC in a locked room, with the key kept by the manager). 

• Reducing the magnitude of the adverse impact (for example, limiting the extent of a 

vulnerability or modifying the nature of the relationship between the IT system and the 

organization‘s mission). 

The relationship between control implementation and residual risk is graphically presented in 

Figure 4.4. 

 

 

Figure 4.4. Implemented Controls and Residual Risk 
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The risk remaining after the implementation of new or enhanced controls is the residual risk. 

Practically no IT system is risk free, and not all implemented controls can eliminate the risk they 

are intended to address or reduce the risk level to zero. 

As mandated by OMB Circular A-130, an organization‘s senior management or the DAA, who 

are responsible for protecting the organization‘s IT asset and mission, must authorize (or 

accredit) the IT system to begin or continue to operate. This authorization or accreditation must 

occur at least every 3 years or whenever major changes are made to the IT system. The intent of 

this process is to identify risks that are not fully addressed and to determine whether additional 

controls are needed to mitigate the risks identified in the IT system. For federal agencies, after 

the appropriate controls have been put in place for the identified risks, the DAA will sign a 

statement accepting any residual risk and authorizing the operation of the new IT system or the 

continued processing of the existing IT system. If the residual risk has not been reduced to an 

acceptable level, the risk management cycle must be repeated to identify a way of lowering the 

residual risk to an acceptable level. 

4.7 Framework Overview 

4.7.1 Introduction: 

This section presents an overview of the Risk Management Framework. Figure 4.5 shows the 

three phases of the framework. The main goal of the framework is to specify the core 

sequence of activities that must be executed when perform-ing risk management (Phase 2). 

However, because risk management must be conducted within a broader context or 

environment, the framework also speci-fies activities to prepare for risk management (Phase 

1) as well as to sustain and improve the risk management practice over time (Phase 3). 

 

 

file:///C:/Users/User/Desktop/Network%20Security%20Risk%20management.doc%23page19
file:///C:/Users/User/Desktop/Network%20Security%20Risk%20management.doc%23page19


< Network Security Risk Management> 
 
 

 
69 

 

 

 

Figure 4.5: Framework Structure 

 

4.7.2 Risk Management Framework: Three Phases: 

    Phase 1 (―Prepare for Risk Management‖) is used to get ready for the other two phases. 

Phase activities should be complete before activities in the other phases are executed. Phase 2 

(―Perform Risk Management Activities‖) defines a set of activities for managing risk. Phase 2 

activities are continually per-formed to ensure that the overall risk to key objectives is effectively 

managed over time. The activities of Phase 3 (―Sustain and Improve Risk Management‖) are 

normally performed on a periodic basis to ensure that the risk management practice remains 

effective over time. Phase 3 activities are used to identify improvements to a risk management 

practice. While Phase 1 is generally completed prior to beginning the other two, Phases 2 and 3 

are typically executed concurrently. 

4.7.3 Specifying Framework Phases: 

The following common elements are used to specify each phase of the framework: 

 Description of the phase 

 Key questions answered by the phase 

 Dataflow for the phase that highlights the phase‘s inputs, constraints, resources, and 

outputs 

 Description of each input required by the activities performed in the phase 

 Description of each constraint affecting activities performed in the phase 
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 Description of each resource required by activities performed in the phase 

Description of each output produced by the activities performed in the phase 

 Description of each activity that must be performed in the phase 

4.7.4 Specifying Phase 2 Activities: 

Phase 2 is described in more detail than the other phases because it specifies the distinct 

sequence of activities that uniquely defines a risk management practice. Phase 2 of the 

framework comprises the following three activities: 

Activity 2.1: Assess Risk 

Activity 2.2: Plan for Risk Mitigation 

Activity 2.3: Mitigate Risk 

The following common elements are used to specify each Phase 2 activity: 

 description of the activity 

 key questions answered by the activity 

 dataflow of inputs and outputs for the activity 

 descriptions of each input to the activity 

 

 descriptions of each output produced by the activity 

 circumstances that trigger execution of the activity 

 description of each sub-activity that must be performed when conducting the activity 

4.7.5 Dataflow Diagrams: 

Dataflow diagrams are used to document phases and activities in the Risk Management 

Framework. Figure 4.6 shows the structures of the dataflow diagrams for a phase and an activity. 

 



< Network Security Risk Management> 
 
 

 
71 

 

 

 

 

Figure 4.6: Structure of Dataflow Diagrams 

Note that dataflow diagrams include the following four elements: 

Inputs—items that are used by a phase or activity to produce an output or result 

Outputs—the results that are produced by a phase or activity 

Constraints—items that restrict the execution of a phase and its activities 

Resources—items that can be used during the execution of a phase and its activities 

In the Risk Management Framework, dataflow diagrams for activities are documented only for 

Phase 2. Because Phase 2 defines the core risk management activities, additional details are 

provided for that phase of the framework. Dataflow diagrams are not provided for the activities 

of Phases 1 and 3. 

Notice that the dataflow structure for a Phase 2 activity does not include constraints and 

resources. (Refer to Figure 4.6.) Phase 2 constraints and re-sources influence all activities that 

are performed during that phase. For simplicity, Phase 2 constraints and resources are 

documented in the Phase 2 diagram only; they are not replicated in each activity diagram for 

Phase 2. 
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4.7.6 Dataflow Identifiers:  

 Each input, output, constraint, and resource included in a dataflow is represented by an 

identifier, which includes a prefix and a number. The prefix is based on the type of data and the 

number represents a specific data element of that type. For example: 

 C1 is the first risk management constraint (affects all phases). 

 R3 is the third risk management resource (affects Phases 1 and 3). 

 PI1 is the first input to Phase 1 (preparation). 

 O4 is the fourth output of Phase 2 (conduct risk management). 

 SO2 is the second output of Phase 3 (sustainment and improvement). 

The prefixes used in the dataflow diagrams are listed in Table below 

Assessment Phase Prefixes 

Phase 1 PI is an input to preparation activities. 

 

PO is an output that is produced when 

preparation activities are 

 performed. 

 C is a constraint. 

 R is a resource. 

  

Phase 2 

I is an input to the core risk management 

activities of Phase 2. 

  

 

O is an output produced when the core risk 

management 

 activities of Phase 2 are performed. 

 C is a constraint. 

 

PO is an output of Phase 1 that either acts as a 

constraint or is 

 used as a resource during Phase 2. 

  

Phase 3 

SI is an input to sustainment and improvement 

activities. 

 

SO is an output that is produced when 

sustainment and 
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 improvement activities are performed. 

 C is a constraint. 

 R is a resource. 

  

 

4.7.7 Specifying Framework Requirements: 

One of the objectives of the framework is to provide a basis for evaluating and improving risk 

management practice for a program or organization. Requirements have been specified 

for each output in the framework. These requirements provide the basis for evaluating a risk 

management practice. Requirements are presented for the following phases and activities: 

• Phase 1: Prepare for Risk Management 

• Phase 2: Perform Risk Management Activities, 

 — Activity 2.1: Assess Risk 

 Phase 2: Perform Risk Management Activities, 

 — Activity 2.2: Plan for Risk Mitigation 

 Phase 2: Perform Risk Management Activities, 

 — Activity 2.3: Mitigate Risk 

 Phase 3: Sustain and Improve Risk Management 

A set of worksheets that can be used to evaluate a risk management practice and establish 

conformance with the Risk Management Framework is provided in the appendix of this 

report. 

4.7.8 Framework Structure Specification: 

The basic structure of the Risk Management Framework is defined as: 

  Phase 1: Prepare for Risk Management 

  Phase 2: Perform Risk Management Activities 
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— Activity 2.1: Assess Risk 

— Activity 2.2: Plan for Risk Mitigation 

— Activity 2.3: Mitigate Risk 

  Phase 3: Sustain and Improve Risk Management   Framework Requirements 
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CHAPTER 5 

 

MANAGING THE ORGANIZATIONAL NETWORK SECURITY 

 

 

5.1 Introduction [1] 

It is not possible to protect anything unless one clearly understands WHAT one wants to protect. 

Organizations of any size should have a set of documented resources, assets and systems. Each 

of these elements should have a relative value assigned in some manner as to their importance to 

the organization. A key issue in network security management is how to define a formal security 

policy. A good policy specification should be easy to get right and relatively stable, even in a 

dynamically changing network. Much work has been done in automating network security 

management. But the policy languages used are usually operational and do not explicitly express 

the underlying security goal. Appropriate management of our computers (host, servers and 

desktops) and the network infrastructure interconnecting them is a critical information security 

requirement for the organization. 

The underlying IT infrastructure must be designed, procured, deployed, operated and maintained 

in accordance with good information security principles. At the same time security systems must 

be maintained in a manner appropriate to the business requirements and commensurate with the 

value of data they contain and permit access to. 

To prevent interruptions to business activities and ensure the correct and secure operation of 

computer and network facilities by: 

• Minimizing the risk of systems failures (through use of appropriate operational procedures and  

plans) 

• Safeguarding the integrity of the University‘s software and data 
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• Maintaining the integrity and availability of information services, networks and supporting 

infrastructure 

• Preventing damage to assets by controlling and physically protecting computer media 

5.2 Designing Secure Networks [3] 

The architecture of a network includes hardware, software, information link controls, standards, 

topologies, and protocols. A protocol relates to how computers communicate and transfer 

information. There must be security controls for each component within the architecture to 

assure reliable and correct data exchanges. Otherwise the integrity of the system may be 

compromised. 

In designing the network, it's necessary to consider three factors: 

• The user should get the best response time and throughput. Minimizing response time entails 

shortening delays between transmission and receipt of data; this is especially important for 

interactive sessions between user applications. Throughput means transmitting the maximum 

amount of data per unit of time. 

• The data should be transmitted within the network along the least-cost path, as long as other 

factors, such as reliability, are not compromised. The least-cost path is generally the shortest 

channel between devices with the fewest intermediate components. Low priority data can be 

transmitted over relatively inexpensive telephone lines; high priority data can be transmitted over 

expensive high speed satellite channels. 

• Reliability should be maximized to assure proper receipt of all data. Network reliability 

includes the ability not only to deliver error-free data, but also to recover from errors or lost data. 

The network's diagnostic system should be able to locate component problems and perhaps even 

isolate the faulty component from the network. 
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5.3 Organizational Network Security [5] 

Organizational Security control addresses the need for a management framework that creates, 

sustains, and manages the security infrastructure, including: 

•Management Information Security Forum: 

 Provides a multi-disciplinary committee chartered to discuss and disseminate 

information security issues throughout the organization. 

            • Information System Security Officer (ISSO): 

            Acts as a central point of contact for information security issues, direction, and decisions. 

            •Information Security responsibilities: 

 Individual information security responsibilities are unambiguously allocated and detailed  

within job descriptions. 

•Authorization processes: 

  Ensures that security considerations are evaluated and approvals obtained for new and    

modified information processing systems. 

           •Specialist information: 

Maintains relationships with independent specialists to allow access to expertise not                                                                        

available within the organization. 

           •Organizational cooperation: 

Maintains relationships with both information-sharing partners and local law-

enforcement authorities. 

•Independent review: 

Mechanisms to allow independent review of security effectiveness. 
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•Third-party access: 

Mechanisms to govern third-party interaction within the organization based on business 

requirements. 

•Outsourcing: 

Organizational outsourcing arrangements should have clear contractual security 

requirements. 

5.4 Managing Network Security [3-5] 

Managing computer and network security is easier than it may seem, especially if you establish a 

process of continual improvement—to keep the various requirements in perspective and to avoid 

forgetting about aspects of security. Security management centers on the concept of a security 

policy, which is a document containing a set of rules that describes how security should be 

configured for all systems to defend against a complete set of known threats. The security policy 

creates a balance between security and usability. The executive management team of your 

organization should determine where to draw the line between security concerns and ease of use. 

Just think of a security policy as the security rules for your organization along with policies for 

continual enforcement and improvement. The Management Security Forum consists of the Chief 

Information Officer, Engineering Manager, NOC or Data Center Manager, and the Information 

System Security Officer. Other members are included as required. 

Management Security Forum duties include: 

• Provide ongoing management support to the security process 

• Serve as an alternative channel for discussion of security issues 

• Develop security objectives, strategies, and policies 

• Discuss status of security initiatives 

• Obtain and review security briefings from the Information System Security Officer 
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• Review security incident reports and resolutions 

• Formulate risk management thresholds and assurance requirements 

• Yearly review and approval of the Information Security Policy 

Network security management is by nature a distributed function. Applications that may utilize 

security management include firewalls, databases, Email, teleconferencing, electronic commerce, 

intrusion detection, and access control applications. Security management faces the same 

security threats as other distributed applications. Coordinated management of security is not 

feasible without a secure management infrastructure that protects in transit messages from 

modification, spoofing, and replay. Although end system security is beyond the scope of this 

discussion, it is clear that key management, access control, and reliable implementation of 

management software are critical also. In its crudest form, security management could require 

human presence at every security device and manual evaluation of all significant events. On the 

other hand, we believe that remote monitoring with computer assisted correlation and 

management of system events is just as viable for security management as it is for network 

management. In fact, it may be argued that detection of sophisticated attacks need the help of 

computer-assisted correlation tools even more than network management systems. Here are some 

task which we have to perform for network security management. 

• Device configuration management 

Centralized interface to quickly and easily deploy one or more devices provides a similar, 

intuitive interface across all device types and versions, along with complete support for all 

device features. Device templates enable administrators to define and maintain commonly used 

configurations in one place. 

• Policy management 

Provides an intuitive, rule-based approach for all device families being managed, with a 

complete view of rule behaviors and options and powerful filtering capabilities. Allows network 
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objects and services to be dragged and dropped directly into the policy rules from within the 

Policy or Object Manager window. 

• Centralized object management 

Shared Object manager allows central administration of network, service, Network Address 

Translation (NAT), attack, antivirus/deep inspection objects from one interface that can be used 

by one or more policies. 

• Real-time monitoring 

Enables administrators to actively monitor the status of large numbers of firewall/VPN and IDP 

Series devices, clusters, and VPN tunnels. 

• Intelligent security updates 

An automatic, scheduled process updates the NSM attack object database, and new attack object 

databases can be automatically pushed to security devices. 

• Topology view 

Centralized interface to discover and visualize a layer 2 topology on an Ethernet switched 

network. Discovered topology is automatically organized into sub networks, and network 

administrators can view the topology of each sub network as well as view the topology between 

sub networks. The zoom in and zoom out capability allows network administrators to easily 

navigate through the various parts of the network. The topology view also lists the various end 

hosts connected to the switch. 

• User activity management 

Object locking allows multiple administrators to safely modify different policies or devices 

concurrently. Job Manager provides centralized status for all device updates, whether in progress 

or complete. Audit logs provide a record of configuration changes, supporting central oversight 

of business policy compliance. 
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• Schema updates 

Schema driven application that allows users to support updates and new devices quickly. 

• Log and report management 

High-performance log storage mechanism allows collection and monitoring of detailed historical 

information on key criteria such as network traffic and security events. Using the complete set of 

built-in analysis tools, administrators can quickly generate reports for investigative or 

compliance purposes.  

5.5 Security Risk Assessment [3-6] 

The process of managing the risk is accomplished by developing a risk management and 

mitigation strategy, whereby assets, threats, and vulnerabilities are identified and the 

commensurate risk is quantified. Controls can then be selected to avoid, transfer, or reduce risk 

to an acceptable level. Security risk assessment is a method to maximize use of finite 

organizational assets based on measurable risk and organizational risk tolerance. Risk assessment 

steps are as follows: 

• Identify assets within the security perimeter 

An asset can be a tangible item, such as hardware, or intangible, such as an organizational 

database. By definition, an asset has value to the organization, hence requires protection. Assets 

must be identified, and ownership must be established. A relative value must also be established 

for each asset so importance can be established when risks are quantified. 

• Identify threats to the assets 

Threats exploit or take advantage of asset vulnerabilities to create risks. Threats to each asset 

must be identified. There can be multiple threats for each asset. Identification of threats must be 

realistic. Only those threats that have a significant probability, or extreme harm should be 

considered. For example, a threat to the organizational database may be theft or alteration. 



< Network Security Risk Management> 
 
 

 
82 

 

 

• Identify vulnerabilities to the assets 

Vulnerabilities are recognized deficiencies in assets that can be exploited by threats to create 

risk. An asset may have multiple vulnerabilities. For example, the vulnerability to an 

organization‘s database may be a poor access control or insufficient backup. 

• Determine realistic probability 

Probabilities for each threat/vulnerability combination should be determined. Combinations with 

statistically insignificant probability may be ignored. 

• Calculate harm 

Harm (sometimes referred to as impact) may be quantified numerically to reflect damage from a 

successful exploit. This value allows the rating on a relative scale of the seriousness of a given 

risk independent of its probability. Harm is not related to probability. 

• Calculate risk 

Mathematically, risk can be expressed as: Probability x Harm = Risk. This calculation results 

in a numeric rating of asset-based risk for a given set of threats and vulnerabilities. This 

numerical interpretation allows prioritization of finite risk-mitigating resources. 
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CHAPTER 6 

 

INFORMATION SECURITY RISK MANAGEMENT [9-10] 

 

Risk is a measure of the extent an entity is threatened by a potential circumstance or event, and 

typically a function of: (i) the adverse impacts that would arise if the circumstance or event 

occurs; and (ii) the likelihood of occurrence. Individuals manage risks every day, though they 

may not be aware of it. Actions as routine as buckling a car safety belt, carrying an umbrella 

when rain is forecasted, or writing down a list of things to do rather than trusting to memory all 

fall under the purview of risk management. Individuals recognize various threats to their best 

interests and take precautions to guard against them or to minimize their effects. 

Both government and industry routinely manage a myriad of risks. For example, to maximize 

their return on investments, businesses must often choose between growth investment plans that 

are aggressive and high-risk or slow and secure. These decisions require analysis of risk relative 

to potential benefits, consideration of alternatives, and, finally, the implementation of what 

management determines to be the best course of action. 

Risk management requires organizations to (i) frame risk, (ii) assess risk, (iii) respond to risk, 

and (iv) monitor risk. 

(i) Framing Risk – describes how organizations establish a risk context for the environment in 

which risk-based decisions are made. The purpose of the risk framing component is to produce a 

risk management strategy that addresses how organizations intend to assess, respond to, and 

monitor risk—while making explicit and transparent the risk perceptions that organizations 

routinely use in making both investment and operational decisions. 

(ii) Assessing Risk – describes how organizations analyze risk within the context of the 

organizational risk frame. The purpose of the risk assessment component is to identify: (i) threats 

to organizations operations and assets, individuals, other organizations, and the Nation; (ii) 
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internal and external vulnerabilities of organizations; (iii) the harm (i.e., consequences/impact) to 

organizations that may occur given the potential for threats exploiting vulnerabilities; and (iv) 

the likelihood that harm will occur. 

(iii) Responding to Risk – addresses how organizations respond to risk once that risk is 

determined based on the results of risk assessments. The purpose of the risk response component 

is to provide a consistent, organization-wide response to risk in accordance with the 

organizational risk frame by: (i) developing alternative courses of action for responding to risk; 

(ii) evaluating the alternative courses of action; (iii) determining appropriate courses of action 

consistent with organizational risk tolerance; and (iv) implementing risk responses based on 

selected courses of action. 

(iv) Monitoring Risk – addresses how organizations monitor risk over time. The purpose of the 

risk monitoring component is to: (i) verify that planned risk response measures are implemented 

and that information security requirements derived from/traceable to organizational 

missions/business functions, federal legislation, directives, regulations, policies, standards, and 

guidelines are satisfied; (ii) determine the ongoing effectiveness of risk response measures 

following implementation; and (iii) identify risk-impacting changes to organizational systems 

and the environments in which the systems operate. 

To help organizations manage information security risk at the system level, NIST developed the 

Risk Management Framework (RMF). The RMF promotes the concepts of near real-time risk 

management and ongoing system authorization through the implementation of robust continuous 

monitoring processes. The RMF also provides senior leaders the necessary information to make 

cost-effective, risk-based decisions with regard to the organizational systems supporting their 

core missions and business functions, and integrates information security into the enterprise 

architecture and system development life cycle (SDLC). Figure 6.1 shows overview of Risk 

Management Framework (RMF)  

 

 



< Network Security Risk Management> 
 
 

 
85 

 

 

The six steps that comprise the RMF include: 

1. System Categorization; 

2. Security Control Selection; 

3. Security Control Implementation; 

4. Security Control Assessment; 

5. System Authorization; and 

6. Security Control Monitoring 

 

 

Figure 6.1 - Risk Management Framework (RMF) Overview 
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6.1 Categorize [11-12] 

The first step of the RMF focuses on the categorization of the system. Here, organizations 

categorize the system and the information processed, stored, and transmitted by that system 

based on an impact analysis. Security categorization guidance for non-national security systems 

can be found in FIPS 199 and NIST SP 800-60.7 

6.2 Select [13-14] 

The second step of the RMF process involves selecting an initial set of baseline security controls 

for the system based on the security categorization as well as tailoring and supplementing the 

security control baseline as needed based on an organizational assessment of risk and local 

conditions. Security control selection guidance is provided in NIST SP 800-53 and in FIPS 200. 

6.3 Implement 

In the third step, the organization is responsible for implementing security controls and 

describing how the controls are employed within the system and its environment of operation. 

Many NIST publications provide information on security control implementations and are 

available for reference on the Computer Security Resource Center website. 

6.4 Assess 

The fourth step ensures that the organization assesses the security controls using appropriate 

assessment procedures and to determine the extent to which the controls are implemented 

correctly, operating as intended, and producing the desired outcome with respect to meeting the 

security requirements for the system. NIST SP 800-53A provides guidelines for the development 

of assessment methods and procedures to determine security control effectiveness in federal 

systems and for reporting assessment findings in the security assessment report. 

6.5 Authorize 

In the fifth step, a senior manager officially authorizes a system to operate or continue to operate 

based on the results of a complete and thorough security control assessment. This decision is 
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based on a determination of the risk to organizational operations and assets, individuals, other 

organizations, and the Nation resulting from the operation of the system and the decision that this 

risk is acceptable. 

6.6 Monitor [15] 

The sixth step of the RMF is to continuously monitor the security controls in the system to 

ensure that they are effective over time as changes occur in the system and the environment in 

which the system operates. Organizations monitor the security controls in the system on an 

ongoing basis, including assessing control effectiveness, documenting changes to the system or 

its environment of operation, conducting security impact analyses of the associated changes, and 

reporting the security state of the system to designated organizational officials. Specific guidance 

on continuous monitoring can be found in NIST SP 800-137. 
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CHAPTER 7 

ASSURANCE [16] 

 

Information assurance is the degree of confidence one has that security measures protect and 

defend information and systems by ensuring their availability, integrity, authentication, 

confidentiality, and non-repudiation. These measures include providing for restoration of 

systems by incorporating protection, detection, and reaction capabilities. 

Assurance is not, however, an absolute guarantee that the measures will work as intended. 

Understanding this distinction is crucial as quantifying the security of a system can be daunting. 

Nevertheless, it is something individuals expect and obtain, often without realizing it. For 

example, an individual may routinely receive product recommendations from colleagues but may 

not consider such recommendations as providing assurance. 

This chapter discusses planning for assurance and presents two categories of assurance methods 

and tools: the design and subsequent implementation of assurance and operational assurance 

(further categorized into audits and monitoring). The division between the two categories can be 

ambiguous at times as there is significant overlap. While such issues as configuration 

management or audits are discussed under operational assurance, they may also be vital during a 

system‘s development. The discussion tends to focus more on technical issues during design and 

implementation assurance and is a mixture of management, operational, and technical issues 

under operational assurance. 

7.1 Authorization [16] 

Authorization is the official management decision to authorize the operation of a system. The 

authorizing official (a senior organizational executive) explicitly accepts the risk of operating the 

system to organizational operations (e.g., mission, functions, image, reputation), organizational 

assets, individuals, other organizations, and the Nation based on the implementation of an 
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agreed-upon set of security and privacy controls. There is a need for a collaborative relationship 

between the authorizing official and the SAOP. OMB A-130 gives SAOPs review and approval 

of privacy plans prior to authorization, and review of authorization packages for systems with 

PII. Therefore, before making risk determination and acceptance decisions, the authorizing 

official communicates with the SAOP to address any privacy-related concerns before the final 

authorization decision is made. The authorization process requires managers and technical staff 

to work together to find practical, cost-effective solutions given security needs, technical and 

operational constraints, requirements of other system quality attributes such as privacy, and 

mission or business requirements. 

To facilitate sound risk-based decision making, decisions are based on reliable and current 

information about the implementation and effectiveness of both technical and nontechnical 

safeguards. These include: 

• Technical features (Do they operate as intended?); 

• Operational policies and practices (Is the system operated according to stated policies and 

practices?); 

• Overall security (Are there threats that the safeguards do not address?); and 

• Remaining risk (Is residual risk8 at an acceptable level?) 

The Authorizing Official is responsible for authorizing the system before it is allowed to operate 

and have a plan in place for how that system will be continuously monitored. 

7.1.1 Authorization and Assurance  

Assurance is an integral element in making the decision to authorize a system to operate. 

Assurance addresses whether the technical measures and procedures are operating according to a 

set of security requirements and specifications as well as general quality principles. 

The authorizing official makes the final decision on how much and what types of assurance are 

needed for a system. In order to make a sound decision, the authorizing official considers the 
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system categorization/impact level and reviews the results of risk assessments. The authorizing 

official analyzes the benefits and disadvantages of the cost of assurance, cost of controls, and 

risks to the organization. When the authorization process is complete, it is the responsibility of 

the authorizing official to accept the residual risk in the system. 

7.1.2 Authorization of Products to Operate in a Similar Situation 

The authorization of another product or system to operate in a similar situation can be used to 

provide some assurance (e.g., reciprocity). However, it is important to realize that an 

authorization is specific to the environment and the system. Since authorization balances risks 

and advantages, the same product may be appropriately authorized for one environment but not 

for another, even by the same authorizing official. For instance, an authorizing official might 

approve the use of cloud storage for research data but not for human resource data under the 

purview of the same system. 

7.2 Security Engineering [16] 

The size and complexity of today‘s systems make building a trustworthy system a priority. 

Systems security engineering provides an elementary approach for building dependable systems 

in today‘s complex computing environment. For more information on security engineering, refer 

to NIST SP 800-160. 

7.2.1 Planning and Assurance 

For new systems or for system upgrades, assurance requirements begin during the planning 

phase of the system life cycle. Planning for assurance as part of system requirements also is 

practical and helps authorizing officials make cost-effective decisions when building a system or 

when purchasing the components/equipment required to provide assurance for an older system. 

7.2.2 Design and Implementation Assurance 

Design and implementation assurance addresses a system‘s design as well as whether the 

features of a system, application, or component meet security requirements and specifications. 
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Design and implementation assurance examines system design, development, and installation 

and is usually associated with the development/acquisition and implementation phase of the 

system life cycle. However, it may also be considered throughout the life cycle as the system is 

modified. 

Use of Advanced or Trusted Development 

In the development of both commercial off-the-shelf (COTS) products and customized systems, 

the use of advanced or trusted system architectures, development methodologies, or software 

engineering techniques can provide assurance. Examples include security design and 

development reviews, formal modeling, mathematical proofs, ISO 9000 quality techniques, ISO 

15288 (a systems security engineering standard), or the use of security architecture concepts, 

such as a trusted computing base (TCB). 

Since assurance in information technology products cannot be fully guaranteed, there are 

recognized evaluation processes available to establish a level of confidence that the security 

functionality of these IT products and the assurance measures applied to these IT products meet 

certain requirements. The Common Criteria (CC) allows for the comparability of results between 

independent evaluations. The CC is useful as a guide for the development, evaluation, and 

procurement of IT products with security functionality. 

Use of Reliable Architecture 

Some system architectures are intrinsically more reliable, such as systems that use fault-

tolerance, redundancy, shadowing, or redundant array of independent disks (RAID) features. 

These examples are primarily associated with system availability. 

Use of Reliable Security 

One factor in reliable security is the concept of ease of safe use, which postulates that a system 

that is easier to secure is more likely to actually be secure. Security features may be more likely 

utilized when the initial system defaults to the "most secure" option. In addition, a system's 

security may be deemed more reliable if it refrains from using new technology that has yet to be 
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tested in the ―real‖ world (often called ―bleeding-edge‖ technology). Conversely, a system that 

uses older, well-tested software may be less likely to contain bugs. 

Evaluations 

A product evaluation normally includes testing. Evaluations can be performed by many types of 

organizations, including: domestic and foreign government agencies; independent organizations 

such as trade and professional organizations; other vendors or commercial groups; or individual 

users or user consortia. Product reviews in trade literature are a form of evaluation, as are more 

formal reviews made against specific criteria. Important factors to consider when using 

evaluations are the degree of independence of the evaluating group, whether the evaluation 

criteria reflect needed security features, the rigor of the testing, the testing environment, the age 

of the evaluation, the competence of the evaluating organization, and the limitations placed on 

the evaluations by the evaluating group (e.g., assumptions about the threat or operating 

environment). 

Assurance Documentation 

The ability to describe security requirements and how they were met can reflect the degree to 

which a system or product designer understands applicable security issues. Without a 

comprehensive understanding of the requirements, it is unlikely that the designer will be able to 

meet them. 

Assurance documentation can address the security for a system or for specific components. 

System-level documentation describes the system's security requirements and how they have 

been implemented, including interrelationships among applications, the operating system, or 

networks. System-level documentation addresses more than just the operating system, the 

security system, and applications; it describes the system as integrated and implemented in a 

particular environment. Component documentation will generally be an off-the-shelf product, 

whereas the system designer or implementer will typically develop system documentation. 
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Warranties, Integrity Statements, and Liabilities 

Warranties are an additional source of assurance. A manufacturer, producer, system developer, 

or integrator that is willing to correct errors within certain time frames or by the next release, 

gives the system manager a sense of commitment to the product and also speaks to the product‘s 

quality. An integrity statement is a formal declaration or certification of the product. It can be 

augmented by a promise to (a) fix the item (i.e., warranty) or (b) pay for losses (i.e., liability) if 

the product does not conform to the integrity statement. 

Manufacturer’s Published Assertions 

The published assertion or formal declarations of a manufacturer or developer provide a limited 

amount of assurance based on reputation. When there is a contract in place, reputation alone will 

be insufficient given the legal liabilities imposed on the manufacturer. 

Distribution Assurance 

It is often important to know that software has arrived unmodified, especially if it is distributed 

electronically. In such cases, check bits or digital signatures can provide high assurance that code 

has not been modified. Anti-virus software can be used to check software that comes from 

sources with unknown reliability (e.g., internet forum). 

7.3 Operational Assurance [13, 17-18] 

Design and implementation assurance addresses the quality of security features built into 

systems. Operational assurance addresses whether the system's technical features are being 

bypassed or have vulnerabilities and whether required procedures are being followed. It does not 

address changes in the system's security requirements, which could be caused by changes to the 

system and its operating or threat environment. (These changes are addressed in section 10.15). 

Security tends to degrade during the operational phase of the system life cycle. System users and 

operators discover new ways to intentionally or unintentionally bypass or subvert security, 

especially if there is a perception that bypassing security improves functionality or that there will 
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be no repercussions to them or their systems. Strict adherence to procedures is rare. Policy 

becomes outdated, and errors in the system's administration commonly occur. 

Organizations use three basic methods to maintain operational assurance: 

• System assessment. An event or a continuous process to evaluate security. An assessment can 

vary widely in scope: it may examine an entire system for the purpose of authorization or it may 

investigate a single anomalous event; 

• System audit. An independent review and examination of records and activities to assess the 

adequacy of system controls and to ensure compliance with established policies and operational 

procedures; and 

• System monitoring. A process for maintaining ongoing awareness of information security, 

vulnerabilities, and threats to support organizational risk management decisions. 

In general, the more "real-time" an activity is, the more it falls into the category of monitoring. 

This distinction can create some unnecessary linguistic hairsplitting, especially concerning 

system-generated audit trails. Daily or weekly reviewing of the audit trail for unauthorized 

access attempts is generally considered to be monitoring, while a historical review of several 

months' worth of the trail (e.g., tracing the actions of a specific user) is generally considered an 

audit. Overall, though, the specific terms applied to assurance-related activities are much less 

important than the real work of actually maintaining operational assurance. 

7.3.1 Security and Privacy Control Assessments  

Assessments can address the quality of the system as built, implemented, or operated. 

Assessments can be performed throughout the development cycle, after system installation, and 

throughout its operational phase. Assessment methods include interviews, examinations, and 

testing. Some common testing techniques feature functional testing (to see if a given function 

works according to its requirements) or penetration testing (to see if security can be bypassed). 

These techniques can range from trying several test cases to in-depth studies using metrics, 

automated tools, or multiple detailed test cases. See NIST SP 800-53A for assessment guidance. 
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7.3.2 Audit Methods and Tools 

An audit conducted to support operational assurance examines whether the system is meeting 

stated or implied security requirements as well as system and organization policies. Some audits 

also examine whether security requirements are appropriate, though this is outside of the scope 

of operational assurance. Less formal audits are often called security reviews. Audits can be self-

administered or independent—meaning they can be administered internally or externally. Both 

types can provide excellent information about technical, procedural, managerial, or other aspects 

of security. The essential difference between a self-audit and an independent audit is objectivity. 

Reviews conducted by system management staff—often called self-audits/assessments—present 

an inherent conflict of interest. The system management staff may have little incentive to report 

that the system was poorly designed or is carelessly operated. On the other hand, they may be 

motivated by a strong desire to improve the security of their system. In addition, they are 

knowledgeable about the system and may be able to find hidden problems. 

The independent auditor, by contrast, has no professional stake in the system. A person who 

performs an independent audit is organizationally independent and free from personal or external 

constraints that may impair their independence. An independent audit may be performed by a 

professional audit staff in accordance with generally accepted auditing standards. 

There are numerous methods and tools that can be used to audit, some of which are described 

here. 

Automated Tools 

Even for small multiuser systems, manually reviewing security features may require significant 

resources. Automated tools make it feasible to review even large systems for a variety of security 

flaws. 

There are two types of automated tools: (1) active tools, which find vulnerabilities by trying to 

exploit them; and (2) passive tests, which only examine the system and infer the existence of 

problems from the state of the system. 
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Automated tools can be used to help uncover a variety of threats and vulnerabilities, such as 

improper access controls or access control configurations, weak passwords, lack of system 

software integrity, or not applying all relevant software updates and patches. These tools are 

often very successful at finding vulnerabilities and are sometimes used by hackers to break into 

systems. Utilizing these tools gives system administrators an advantage. Many of the tools are 

simple to use. However, some programs (e.g., access-control auditing tools for large mainframe 

systems) require specialized skill to use and interpret. 

Internal Controls Audit 

An auditor can review controls in place and determine whether they are effective. The auditor 

will often analyze both system and non-system based controls. Techniques used include inquiry, 

observation, and testing of both the data and the controls themselves. The audit can also detect 

illegal acts, errors, irregularities, or a lack of compliance with laws and regulations. System 

Security Plans and penetration testing, discussed below, may be used. 

Using the System Security Plan (SSP)  

 The system security plan provides implementation details against which the system can be 

audited. This plan, discussed in section 10.12, outlines the major security considerations for a 

system, including management, operational, and technical issues. One advantage of using a 

system security plan is that it reflects the unique security environment of the system, rather than 

a generic list of controls. Security control sets can be developed, including national or 

organizational security policies and practices (often referred to as baselines). The SSP is also 

used for historical purposes and, in such instances where a system interconnection exists, may 

need to be shared with other organizations. 

Baselines are the starting point of the security control selection process for systems. Three 

security control baselines have been identified corresponding to the low-impact, moderate-

impact, and high-impact systems using the high-water mark9 defined in FIPS 200 to provide an 

initial set of security controls for each impact level. Once a security control baseline is selected, 

organizations use the tailoring guidance in NIST SP 800-53 to remove controls from the baseline 
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(with a justification based on risk) or to add compensating or supplemental controls to strengthen 

the security posture of a specific system. 

Care needs to be taken to ensure that deviations from the baseline are based on an assessment of 

the associated risk as the changes may be appropriate for the system's particular environment or 

technical constraints. 

Penetration Testing 

Penetration testing can use many methods to attempt a system break-in. In addition to using 

active automated tools as described above, penetration testing can be done "manually." The most 

useful type of penetration testing involves the use of methods that might be used against the 

system. For hosts on the Internet, this would certainly include automated tools. For many 

systems, lax procedures or a lack of internal controls on applications are common vulnerabilities 

that penetration testing can target. Another method is social engineering, which involves 

deceiving users or administrators into divulging information about systems, including their 

passwords. 

7.3.3 Monitoring Methods and Tools 

Security monitoring is an ongoing activity that seeks out vulnerabilities and security problems. 

Many of the methods are similar to those used for audits but are done more regularly or, for 

some automated tools, in real time. 

Review of System Logs 

A periodic review or use of automated tools to analyze system-generated logs can detect security 

problems, including attempts to exceed access authority or gain system access during unusual 

hours. 

Automated Tools 

Several types of automated tools monitor a system for security problems. Some examples follow: 
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• Malicious code scanners are a popular means of checking for malicious code infections. These 

programs test for the presence of malicious code in executable program files; 

• Checksum functions generate a mathematical value used to detect changes in the data based on 

the contents of a file. When the integrity of the file is being verified, the checksum is generated 

on the current file and compared with the previously generated value. If the two values are equal, 

the integrity of the file is verified. Running a checksum on programs can detect malicious code, 

accidental changes to files, and other changes to files. However, they may be subject to covert 

replacement by a system intruder. A digital signature, which guards against more than just 

accidental changes to files and are vastly superior to a checksum, can also be used to verify the 

integrity of a file; 

• Password strength checkers test passwords against a dictionary (either a "regular" dictionary or 

a specialized one with easy-to-guess passwords, or both) and also check if passwords are 

common permutations of the user ID. Examples of special dictionary entries could be the names 

of regional sports teams and stars. Common permutations could be the user ID spelled 

backwards or the addition of numbers or special characters after common passwords; 

• Integrity verification programs can be used by applications to look for evidence of data 

tampering, errors, and omissions. Techniques include consistency and reasonableness checks and 

validation during data entry and processing. These techniques can check data elements—as input 

or as processed—against expected values or ranges of values; analyze transactions for proper 

flow, sequencing, and authorization; or examine data elements for expected relationships. 

Integrity verification programs comprise a crucial set of processes meant to assure individuals 

that inappropriate actions, whether accidental or intentional, will be caught. Many integrity 

verification programs rely on logging individual user activities; 

• Host-based intrusion detection systems analyze the system audit trail for activity that could 

represent unauthorized activity, particularly logons, connections, operating systems calls, and 

various command parameters. 
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• System performance monitoring analyzes system performance logs in real time to look for 

availability problems, including active attacks, system and network slowdowns, and crashes. 

Configuration Management 

Configuration management provides assurance that the system in operation has been configured 

to organizational needs and standards, that any changes to be made are reviewed for security 

implications, and that such changes have been approved by management prior to 

implementation. Configuration management can be used to help ensure that changes take place 

in an identifiable and controlled environment and that they do not unintentionally harm any of 

the system's properties, including its security. Some organizations, particularly those with very 

large systems (e.g., the Federal Government), use a configuration control board for configuration 

management. When such a board exists, it is crucial for an information security expert to 

participate. 

Changes to the system can have security implications. Such changes may introduce or mitigate 

vulnerabilities and may require updating the contingency plan, risk analysis, or authorization.  

Trade Literature/Publications/Electronic News 

In addition to monitoring the system, it is useful to monitor external sources for information. 

Such sources as trade literature, both printed and electronic, have information about security 

vulnerabilities, patches, and other areas that impact security. The Forum of Incident Response 

Teams (FIRST) has an electronic mailing list that receives information on threats, vulnerabilities, 

and patches. The National Vulnerability Database (NVD) is a repository of standards-based 

vulnerability management data represented using the Security Content Automation Protocol 

(SCAP). This data enables automation of vulnerability management, security measurement, and 

compliance. NVD includes databases of security checklists, security-related software flaws, 

misconfigurations, product names, and impact metrics. The United States Computer Emergency 

Readiness Team (US-CERT), a DHS component, responds to major incidents, analyzes threats, 

and exchanges critical cyber security information with trusted partners around the world. Also, 

Information Sharing and Analysis Centers (ISACs) communicate critical sector-specific 
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information about physical, cyber threats, and mitigation in order to maintain sector-wide 

situational awareness. 

7.4 Interdependencies [15] 

Assurance is an issue for every control and safeguard discussed in this publication. One 

important point to reemphasize here is that assurance is not only for technical controls, but for 

operational controls as well. Although this chapter focused on systems assurance, it is also 

important to have assurance that management controls are working properly. Are user IDs and 

access privileges kept up to date? Has the contingency plan been tested? Can the audit trail be 

tampered with? Is the security program effective? Are policies understood and followed? As 

noted in the introduction to this chapter, the need for assurance is more widespread than 

individuals often realize. 

Assurance is closely linked to planning for security in the system life cycle. Systems can be 

designed to facilitate various kinds of testing against specified security requirements. By 

planning for such testing early in the process, costs can be reduced. Some kinds of assurance 

cannot be obtained without proper planning. 

7.5 Cost Considerations [18] 

There are many methods of obtaining assurance that security features work as anticipated. Since 

assurance methods tend to be qualitative rather than quantitative, they will need to be evaluated. 

Assurance can also be quite expensive, especially if extensive testing is done. It is useful to 

evaluate the amount of assurance received for the cost to make a best-value decision. In general, 

personnel costs drive up the cost of assurance. Automated tools are generally limited to 

addressing specific problems, but they tend to be less expensive. 
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CHAPTER 8 

 

SECURITY CONSIDERATIONS IN SYSTEM SUPPORT AND 

OPERATIONS [9-15] 

 

System support and operations refers to all aspects involved in running a system. This includes 

both system administration and tasks external to the system that support its operation (e.g., 

maintaining documentation). It does not include system planning or design. The support and 

operation of any system—from a three-person local area network to a worldwide application 

serving thousands of users—is critical to maintaining the security of a system. Support and 

operations are routine activities that enable systems to function correctly. These include fixing 

software or hardware problems, installing and maintaining software, and helping users resolve 

problems. 

The failure to consider security as part of the support and operations of systems, can be 

detrimental to the organization. Information security system literature includes examples of how 

organizations undermined their often-expensive security measures with poor documentation, old 

user accounts, conflicting software, or poor control of maintenance accounts. An organization‘s 

policies and procedures often fail to address many of these important issues. Some major 

categories include: 

• User support; 

• Software support; 

• Configuration management; 

• Backups; 

• Media controls; 

• Documentation; and 

• Maintenance 
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Even though the goals of system support and operation and information security are closely 

related, there is a distinction between the two. The primary goal of system support and 

operations is the continued and correct operation of the system, whereas the information security 

goals of a system include confidentiality, availability, and integrity. 

This chapter addresses the support and operations activities directly related to security. Every 

control discussed in this publication relies, in one way or another, on system support and 

operations. However, this chapter focuses on areas not covered in other chapters. For example, 

operations personnel normally create user accounts on the system.  

8.1 User Support 

In many organizations, user support takes place through a service desk. Service desks can 

support an entire organization, a subunit, a specific system, or a combination of these. For 

smaller systems, the system administrator typically provides direct user support. Experienced 

users provide informal user support on most systems. It is not unusual for user support to be 

closely linked to the organization‘s ability to handle incident response. 

An important security consideration for user support personnel is being able to recognize which 

problems (brought to their attention by users) are security-related. For example, users‘ inability 

to log on to a system may result from the disabling of their accounts due to too many failed 

access attempts. This could indicate the presence of malicious users trying to guess a user‘s 

password. 

In general, system support and operations staff need to be able to identify security problems, 

respond accordingly, and inform appropriate individuals. A wide range of possible security 

problems may exist; some will be internal to custom applications, while others apply to off-the-

shelf products. Additionally, problems can be software- or hardware-based. 
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The more responsive and knowledgeable system support and operation staff personnel are, the 

less user support will be provided informally. The support other users provide can be valuable, 

but they may not be aware of all the issues across the organization or how they are related. 

8.2 Software Support 

Software is the heart of an organization's system operations, whatever the size and complexity of 

the system. Therefore, it is essential that software function correctly and be protected from 

corruption. There are many elements of software support. 

The first element is controlling what software is used on a system. If users or systems personnel 

can install and execute any software on a system, the system is more vulnerable to viruses, 

unexpected software interactions, and software that may subvert or bypass security controls. One 

method of controlling software is to inspect or test software before it is installed (e.g., determine 

compatibility with custom applications, identify other unforeseen interactions). This can apply to 

new software packages, upgrades, off-the-shelf products, or to custom software, as deemed 

appropriate. In addition to controlling the installation and execution of new software, 

organizations also oversee the configuration and use of powerful system utilities. System utilities 

can compromise the integrity of operating systems and logical access controls. 

The second element in software support can be to ensure that software has not been modified 

without proper authorization. This involves the protection of software and backup copies and can 

be done with a combination of logical and physical access controls. 

Many organizations also include a program to ensure that software is properly licensed, as 

required. For example, an organization may audit systems for illegal copies of copyrighted 

software. This problem is primarily associated with user systems (or devices), but can apply to 

any type of system. 

8.3 Configuration Management 

Closely related to software support is configuration management—the process of tracking and 

approving changes to the system. Configuration management can be formal or informal and 
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normally addresses hardware, software, networking, and other changes. The primary security 

goal of configuration management is to ensure that changes to the system do not unintentionally 

or unknowingly diminish security. Some of the methods discussed under software support (e.g., 

such as inspecting and testing software changes) can be used.  

Note that the security goal is to know what changes occur, not to prevent security from being 

changed. There may be circumstances under which reducing security is deemed an acceptable 

risk due to the need to accomplish the mission. In such cases, the decrease in security is based on 

a decision by the authorizing official who considered all appropriate factors. Furthermore, the 

resulting increase in risk is monitored on an ongoing basis. A second security goal of 

configuration management is to ensure that changes to the system are reflected in other 

documentation, such as the contingency plan. If the change is major, it may be necessary to 

reanalyze some or all of the security of the system. 

8.4 Backups 

Support and operations personnel and sometimes users back up software and data. This function 

is critical to contingency planning. The frequency of backups depends on how often data changes 

and how important those changes are. Consult with system administrators to determine what 

backup schedule is appropriate. Also, it is important to test that backup copies are actually 

usable. Finally, store backups securely (discussed below). 

8.5 Media Controls 

Media controls include a variety of measures to provide physical and environmental protection 

and accountability for digital and non-digital media. Examples of digital media include diskettes, 

magnetic tapes, external/removable hard disk drives, flash drives, compact disks, and digital 

video disks. Examples of non-digital media include paper and microfilm. From a security 

perspective, media controls are designed to prevent the loss of confidentiality, integrity, or 

availability of information, including data or software, when stored or disseminated outside of 

the system. This can include storage of information before it is input into the system and after it 

is output. 
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The extent of media control depends on many factors, including the type of data, the quantity of 

media, and the nature of the user environment. Physical and environmental protection is used to 

prevent unauthorized individuals from accessing the media and protects against such factors as 

heat, cold, or harmful magnetic fields. When necessary, logging the use of individual media 

(e.g., a tape cartridge) provides detailed accountability—so that the organizations may hold 

authorized individuals responsible for their actions.  

8.6 Documentation 

Documentation of all aspects of system support and operations is important to ensure continuity 

and consistency. Formalizing operational practices and procedures with sufficient detail helps to 

eliminate security lapses and oversights, gives new personnel sufficiently detailed instructions, 

and provides a quality assurance function to help ensure that operations are performed correctly 

and efficiently. 

The specific security implementation details of a system are also documented. This includes 

many types of documentation, such as security plans, contingency plans, risk analyses, and 

security policies and procedures. Much of this information, particularly risk and threat analyses, 

has to be protected against unauthorized disclosure. Security documentation also needs to be 

both current and accessible. Accessibility takes special factors into consideration such as the 

need to find the contingency plan during a disaster. 

Some security documentation may need to be designed to fulfill the needs of different system 

roles. For this reason, many organizations separate documentation into policy and procedures. A 

security procedures manual may be written to inform system users on how to do their jobs. 

securely. For systems operations and support staff, a security procedures manual may address a 

wide variety of technical and operational concerns in considerable detail. 

8.7 Maintenance 

System maintenance requires either physical or logical access to the system. Support and 

operations staff, hardware or software vendors, or third-party service providers may maintain a 
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system. Maintenance may be performed on-site or remotely via communications connections. It 

may also be necessary to move equipment to a repair site for maintenance. If someone who does 

not typically have access to the system performs maintenance, then a security vulnerability is 

introduced. 

In some circumstances, it may be necessary to take additional precautions (e.g., background 

investigation of service personnel) to prevent some problems such as "snooping around" the 

physical area. However, once someone has access to the system, it is very difficult for 

supervision to prevent damage done through the maintenance process. 

Many systems provide maintenance accounts. These special login accounts are normally 

preconfigured at the factory with pre-set, widely-known passwords. It is critical to change these 

passwords or otherwise limit access to the accounts. Develop procedures to ensure that only 

authorized maintenance personnel have access to the preconfigured accounts. If the account is to 

be used remotely, authentication of the maintenance provider can be performed using call-back 

confirmation. This helps ensure that remote diagnostic activities actually originate from an 

established phone number at the vendor's site. Other helpful techniques include encryption and 

decryption of diagnostic communications, strong identification and authentication techniques 

such as tokens, and remote disconnect verification. 

Manufacturers of larger systems and third-party providers may offer more diagnostic and support 

services, and larger systems may have diagnostic ports. It is critical to ensure that these ports are 

only used by authorized personnel, cannot be accessed by malicious users, and are only active 

when required. 

8.8 Interdependencies 

There are support and operations components in most of the controls discussed in this 

publication, such as: 
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• Personnel 

 Most support and operations staff have special access to the system. Some organizations 

conduct background checks on individuals in these positions.  

• Incident Handling 

 Support and operations may include an organization's incident handling staff. Even if they are 

separate organizations, they need to work together to recognize and respond to incidents.  

• Contingency Planning 

 Support and operations normally provides technical input to contingency planning and carries 

out the activities of creating backups, updating documentation, and practicing responses to 

contingencies. 

• Security Awareness 

 Training, and Education. Support and operations staff are trained in security procedures and 

aware of the importance of security. In addition, they provide technical expertise needed to teach 

users how to secure their systems.  

• Physical and Environmental 

 Support and operations staff often control the immediate physical area around the system.  

• Technical Controls 

 The technical controls are installed, maintained, and used by support and operations staff. They 

create the user accounts, add users to access control lists, review audit logs for unusual activity, 

control bulk encryption over telecommunications links, and perform the countless operational 

tasks needed to use technical controls effectively. In addition, support and operations staff 

provide needed input to the selection of controls based on their knowledge of system capabilities 

and operational constraints.  
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• Assurance  

Support and operations staff ensure that changes to a system do not introduce security 

vulnerabilities by using assurance methods to evaluate or test the changes and their effects on the 

system. Operational assurance is normally performed by support and operations staff. 

8.9 Cost Considerations 

The cost of ensuring adequate security in day-to-day support and operations is largely dependent 

upon the size and characteristics of the operating environment and the nature of the processing 

being performed. It may not be necessary to hire additional support and operations security 

specialists. If sufficient support personnel are already available, it is important that they be 

trained in the security aspects of their assigned jobs. Initial and ongoing training is a cost of 

successfully incorporating security measures into support and operations activities. 

Another cost is that associated with creating and updating documentation to ensure that security 

concerns are appropriately reflected in support and operations policies, procedures, and duties. 
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CHAPTER 9 

 

CRYPTOGRAPHY [19-20] 

 

Cryptography is a branch of mathematics based on the transformation of data. It is an important 

tool for protecting information and is used in many aspects of information security. For example, 

cryptography can help provide data confidentiality and integrity. These security objectives can 

be accomplished using various cryptographic algorithms such as electronic signatures, and 

advanced user authentication. Although modern cryptography relies upon advanced 

mathematics, users can reap its benefits without understanding its mathematical underpinnings. 

NIST has published an array of Special Publications (SPs) and Federal Information Processing 

Standards (FIPS) that are applicable to the use of cryptography within the Federal Government. 

A list of such SPs and FIPS can be found in Appendix A of NIST SP 800-175B, Guideline for 

Using Crypto Standards: Cryptographic Mechanisms. Public Laws, Presidential Executive 

Orders and Directives, and other guidance from organizations in the Executive Office of the 

President drive the SPs and FIPS written by NIST. Legislative mandates, policies, and directives 

specific to cryptography are introduced in NIST SP 800-175A, Guideline for Using Crypto 

Standards: Directives, Mandates, and Policies. 

Cryptography alone will not satisfy the information assurance needs of any organization. Rather, 

when combined with other security measures, cryptography is a useful tool for satisfying a wide 

spectrum of information security needs and requirements. This chapter describes fundamental 

aspects of the basic cryptographic technologies and some specific ways cryptography can be 

applied to improve security. The chapter also explores some of the important issues to be 

considered when incorporating cryptography into systems. 
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9.1 Uses of Cryptography 

Cryptography is used to protect data both inside and outside the boundaries of a system. Data 

within a system may be sufficiently protected with logical and physical access controls (perhaps 

supplemented by cryptography). However, outside of the system, cryptography is sometimes the 

only way to protect data. For instance, data cannot be protected by the originator‘s logical or 

physical access controls when in transit across communications lines or resident on another 

system. Cryptography provides a solution by protecting data even when the data is no longer in 

the control of the originator. 

9.1.1 Data Encryption [21-24] 

One of the best ways to obtain cost-effective data confidentiality is through the use of 

encryption. Encryption transforms intelligible data, called plaintext, into an unintelligible form, 

called cipher text. This is reversed through the process of decryption. One way to protect 

electronic data is by using the advanced encryption standard (AES). The AES algorithm is a 

cryptographic algorithm that can be used to encrypt and decrypt information. Once data is 

encrypted, the cipher text does not have to be protected against disclosure. However, if cipher 

text is modified, it will not decrypt correctly. A more comprehensive explanation of AES can be 

found in FIPS 197, Advanced Encryption Standard (AES). 

Both secret and public key cryptography can be used for data encryption although not all public 

key algorithms provide for data encryption. To use a secret key algorithm, data is encrypted 

using a specific key. The same key must be used to decrypt the data. When public key 

cryptography is used for encryption, any party may use any other party's public key to encrypt a 

message. However, only the party with the corresponding private key can decrypt, and thus read, 

the message. There are several reasons to choose one form of cryptography over the other. For 

example, an organization may decide to go with public key cryptography because it is more 

secure and convenient to use since private keys do not have to be transmitted to anyone. In order 

for secret-key cryptography to function, the secret keys must be transmitted due to the fact that 

the same key is used for the encryption and decryption of that specific data. More detailed 
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guidance on public key infrastructure (PKI) is available in NIST SP 800-32, Introduction to 

Public Key Technology and the Federal PKI Infrastructure, NIST SP 800-57 Part 3, 

Recommendation for Key Management: Part 3 – Application Specific Key Management 

Guidance, and NIST SP 800-152, A Profile for U.S. Federal Cryptographic Key Management 

Systems (CKMS). 

9.1.2 Integrity 

Integrity is a property whereby data has not been altered in an unauthorized manner since it was 

created, transmitted, or stored. In systems, it is not always possible for humans to scan 

information to determine if data has been erased, added, or modified. Even if scanning were 

possible, the individual may have no way of knowing what the correct data is supposed to be. 

For example, "do" may be changed to "do not," or $1,000 may be changed to $10,000. It is 

therefore desirable to have an automated means of detecting both intentional and unintentional 

modifications of data. 

While error detection codes (e.g., parity bits) have long been used in communications protocols, 

to detect unintentional modifications, an attacker intercepting and modifying the message can 

also replace the message‘s error detection code. Cryptography can effectively detect both 

intentional and unintentional modification. 

9.1.3 Electronic Signatures [25] 

Today's systems store and process documents in electronic form. Having documents in electronic 

form permits rapid processing and transmission and improves overall efficiency. The approval of 

a paper document has traditionally been indicated by a written signature. What is needed, 

therefore, is the electronic equivalent of a written signature that can be recognized as having the 

same legal status as a written signature. In addition to the integrity protections discussed above, 

cryptography can provide a means of linking a document with a particular person, as is done 

with a written signature. Electronic signatures can use either secret key or public key 

cryptography. However, public key methods are generally easier to use. 
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Simply taking a digital picture of a written signature does not provide adequate security. Such a 

digitized written signature could easily be copied from one electronic document to another with 

no way to determine whether it is legitimate. Electronic signatures, on the other hand, can be 

validated uniquely for one message and only for that message. For example, a cryptographic 

hash function10, like SHA-3, can be used to increase the security and efficiency of a digital 

signature providing assurance that the original message could not have been altered to a different 

message with the same hash value, and hence, the same signature. To learn more about 

cryptographic hash functions, specifically SHA-3, see FIPS 202, SHA-3 Standard: Permutation-

Based Hash and Extendable-Output Functions. 

Secret Key Electronic Signatures 

An electronic signature can be implemented using secret key message authentication codes, or 

MACs. For example, if two parties share a secret key, and one party receives data with a MAC 

that is correctly verified using the shared key, that party may assume that the other party signed 

the data. This also assumes that the two parties trust each other. Through the use of a MAC, data 

integrity and a form of electronic signature are obtained. Using additional controls, such as key 

notarization11 and key attributes12, it is possible to provide an electronic signature even if the 

two parties do not trust each other. 

Public Key Electronic Signatures [26-27] 

Another type of electronic signature is called a digital signature and is implemented using public 

key cryptography. Data is electronically signed by applying the originator's private key to the 

data. (The exact mathematical process for doing this is not important for this discussion.) To 

increase the speed of the process, the private key is applied to a shorter form of the data, called a 

"hash" or "message digest," rather than to the entire set of data. The resulting digital signature 

can be stored or transmitted along with the data. The signature can be verified by any party using 

the public key of the signer. This feature is very useful, for example, when distributing signed 

copies of virus-free software. Any recipient can verify that the program remains virus-free. If the 

signature verifies properly, then the verifier has confidence that the data was not modified after 
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being signed and that the owner of the public key was the signer. NIST has published standards 

for a digital signature and a secure hash for use by the federal government in FIPS 186-4, Digital 

Signature Standard and FIPS 180-4, Secure Hash Standard. 

9.1.4 User Authentication 

Authentication is a process that provides assurance of the source of information to a receiving 

entity. Cryptography can increase security in user authentication techniques. Cryptography is the 

basis for several advanced authentication methods. Instead of communicating passwords over an 

open network, authentication can be performed by demonstrating knowledge of a cryptographic 

key. Using these methods, a one-time password, which is not susceptible to eavesdropping, can 

be used. User authentication can use either secret or public key cryptography. 

9.2 Implementation Issues [19] 

This section explores several important issues to consider when using (e.g., designing, 

implementing, integrating) cryptography in a system. NIST has developed several FIPS and SPs 

that apply to the implementation of cryptography in federal information and federal systems. 

A list of these FIPS and SPs are: 

9.2.1 Selecting Design and Implementation Standards 

NIST and other organizations have developed numerous standards for designing, implementing, 

and using cryptography and for integrating it into automated systems. By using these standards, 

organizations can reduce costs and protect their investments in technology. Standards provide 

solutions that have been accepted by a wide community and reviewed by experts in relevant 

areas. Standards help ensure interoperability among different vendors' equipment, thus allowing 

an organization to select from various products in order to find cost-effective solutions. 

Managers and users of systems choose the appropriate cryptographic standard based on a cost-

effectiveness analysis, trends in the standard's acceptance, and interoperability requirements. In 
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addition, each standard is carefully analyzed to determine if it is applicable to the organization 

and the desired application. 

9.2.2 Deciding between Software, Hardware, or Firmware Implementations [28-29] 

The trade-offs among security, cost, simplicity, efficiency, and ease of implementation need to 

be studied by managers acquiring various security products meeting a standard. Cryptography 

can be implemented in software, hardware, or firmware. Each has its related costs and benefits. 

In general, software is less expensive and slower than hardware, although for large applications, 

hardware may be less expensive. In addition, software may be less secure, since it is more easily 

modified or bypassed than equivalent hardware products. Tamper resistance in hardware is 

usually considered more reliable. 

In many cases, cryptography is implemented in a hardware device (e.g., electronic chip, ROM-

protected processor), but is controlled by software. This software requires integrity protection to 

ensure that the hardware device is provided with correct information (e.g., controls, data) and is 

not bypassed. Thus, a hybrid solution is generally provided, even when the basic cryptography is 

implemented in hardware. Effective security requires correct management of the entire hybrid 

solution. 

Firmware can be found in nearly every piece of technology used today, including cell phones, 

smart TVs, and even in USB keyboards. Thus, securing firmware implementations is critical. 

One way to protect your system is by purchasing hardware with built-in protection that prevents 

malicious firmware modification. For more information on hardening firmware, refer to NIST SP 

800-147, BIOS Protection Guidelines, and NIST SP 800-155 (DRAFT), BIOS Integrity 

Measurement Guidelines. 

9.2.3 Managing Keys [23, 30-31] 

The security of information protected by cryptography directly depends upon the protection 

afforded to keys. All keys need to be protected against modification, and secret and private keys 

require protection against unauthorized disclosure. Key management involves the procedures and 
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protocols, both manual and automated, used throughout the entire life cycle of the keys. This 

includes the generation, distribution, storage, entry, use, destruction, and archiving of 

cryptographic keys. 

In a small community of users, public keys and their "owners" can be strongly bound by simply 

exchanging public keys (e.g., putting them on a CD-ROM or other media). However, conducting 

electronic business on a larger scale—potentially involving geographically and organizationally 

distributed users—necessitates a means for obtaining public keys electronically with a high 

degree of confidence in their integrity and binding to individuals. The support for the binding 

between a key and its owner is generally referred to as a public key infrastructure. 

Users also need the ability to enter the community of key holders, generate keys (or have them 

generated on their behalf), disseminate public keys, revoke keys (for example, in case of 

compromise of the private key), and change keys. In addition, it may be necessary to incorporate 

time/date stamping and to archive keys for verification of old signatures. 

9.2.4 Security of Cryptographic Modules [32] 

Cryptography is typically implemented in a module of software, firmware, hardware, or some 

combination thereof. This module contains the cryptographic algorithm(s), certain control 

parameters, and temporary storage facilities for the key(s) being used by the algorithm(s). The 

proper functioning of cryptography requires the secure design, implementation, and use of the 

cryptographic module. This includes protecting the module against tampering. 

Conformance to standards can be important for many reasons, including interoperability or 

strength of security provided. NIST established the Cryptographic Module Validation Program 

(CMVP) which validates cryptographic modules to FIPS 140-2, Security Requirements for 

Cryptographic Modules. The goal of the CMVP is to promote the use of validated cryptographic 

modules and provide federal agencies with a security metric to use in procuring equipment 

containing validated cryptographic modules. A list of modules that have been validated by NIST 

is available on the Computer Security Resource Center (CSRC) website. FIPS 140-2 specifies 

the security requirements that will be satisfied by a cryptographic module utilized within a 
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security system protecting sensitive but unclassified information. The standard defines four 

security levels for cryptographic modules, with each level providing a significant increase in 

security over the preceding level. The four levels allow for cost-effective solutions that are 

appropriate for varying degrees of data sensitivity and different application environments. The 

user can select the best module for any given application or system, avoiding the cost of 

unnecessary security features. 

9.2.5 Applying Cryptography to Networks 

The use of cryptography within networking applications often requires special considerations. In 

these applications, the suitability of a cryptographic module may depend on its capability for 

handling special requirements imposed by locally attached communications equipment or by the 

network protocols and software. 

Encrypted information, MACs, or digital signatures may require transparent communications 

protocols or equipment to avoid being misinterpreted by the communications equipment or 

software as control information. It may be necessary to format the encrypted information, MAC, 

or digital signature to ensure that it does not confuse the communications equipment or software. 

It is essential that cryptography satisfy the requirements imposed by the communications 

equipment and does not interfere with the proper and efficient operation of the network. 

Data is encrypted on a network using either link encryption or end-to-end encryption. In general, 

link encryption is performed by service providers, such as a data communications provider. Link 

encryption encrypts all of the data along a communications path (e.g., a satellite link, telephone 

circuit, T3 line). Since link encryption also encrypts routing data, communications nodes need to 

decrypt the data to continue routing. In end-to-end encryption, data is encrypted when being 

passed through a network, but routing information remains visible. End-to-end encryption is 

generally performed by the end user organization. Some examples of modern usage of end-to-

end encryption include Pretty Good Privacy (PGP) and Secure/Multipurpose Internet Mail 

Extensions (S/MIME) for email. It is possible to combine both types of encryption. 
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9.2.6 Complying with Export Rules 

The U.S. Government controls the export of cryptographic implementations. The rules governing 

export can be quite complex since they consider multiple factors. Additionally, cryptography is a 

rapidly evolving field, and rules may change from time to time. Address questions concerning 

the export of cryptographic implementations to the appropriate legal counsel. 

9.3 Interdependencies 

There are many interdependencies among cryptography and other security controls highlighted 

in this publication. Cryptography both depends on other security safeguards and assists in 

providing them. For example: 

• Physical Security 

 Physical protection of a cryptographic module is required to prevent—or at least detect—

physical replacement or modification of the cryptographic system and the keys within it. In many 

environments (e.g., open offices, laptops), the cryptographic module itself has to provide the 

desired levels of physical security. In other environments (e.g., closed communications facilities, 

steel-encased Cash-Issuing Terminals), a cryptographic module may be safely employed within a 

secured facility. 

• User Authentication 

Cryptography can be used both to protect passwords that are stored in systems and to protect 

passwords that are communicated between systems. Furthermore, cryptographic-based 

authentication techniques may be used in conjunction with or in place of password-based 

techniques to provide stronger authentication of users. 

• Logical Access Control  

In many cases, cryptographic software may be embedded within a host system, and it may not be 

feasible to provide extensive physical protection to the host system. In these cases, logical access 

control may provide a means of isolating the cryptographic software from other parts of the host 
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system, protect the cryptographic software from tampering, and safeguard the keys from 

replacement or disclosure. The use of such controls provides the equivalent of physical 

protection. 

• Audit Trails  

Cryptography may play a useful role in audit trails, which are used to help support electronic 

signatures. Audit records may implement electronic signatures for integrity, and cryptography 

may be needed to protect audit records stored on systems from disclosure or modification. 

• Assurance 

Assurance that a cryptographic module is properly and securely implemented is essential to the 

effective use of cryptography. NIST maintains validation programs for several of its standards 

for cryptography (see section 9.2.4). Vendors can have their products validated for conformance 

to the standard through a rigorous set of tests. Such testing provides increased assurance that a 

module meets stated standards, and system designers, integrators, and users can have greater 

confidence that validated products conform to accepted standards. 

Cryptographic systems are monitored and periodically audited to ensure that they are still 

satisfying their security objectives. All parameters associated with correct operation of the 

cryptographic system are reviewed; operation of the system itself is periodically tested; and the 

results are audited. Certain information, such as secret keys or private keys in public key 

systems, are not subject to audit. However, non-secret or non-private keys could be used in a 

simulated audit procedure. 

9.4 Cost Considerations 

Using cryptography to protect information has both direct and indirect costs, which are 

determined in part by product availability. A wide variety of products exist for implementing 

cryptography in integrated circuits, add-on boards or adapters, and stand-alone units. 

 



< Network Security Risk Management> 
 
 

 
119 

 

 

9.4.1 Direct Costs 

The direct costs of cryptography include: 

• Acquiring or implementing the cryptographic module and integrating it into the system. The 

medium (i.e., hardware, software, firmware, or a combination thereof) and various other issues 

such as level of security, logical and physical configuration, and special processing requirements 

will have an impact on cost; and 

• Managing the cryptography and the cryptographic key generation, distribution, archiving, and 

disposal as well as security measures to protect the keys. 

9.4.2 Indirect Costs 

The indirect costs of cryptography include: 

• A decrease in system or network performance, resulting from the additional overhead of 

applying cryptographic protection to stored or communicated data; and 

• Changes in the way users interact with the system, resulting from more stringent security 

enforcement. However, cryptography can be made nearly transparent to the users so that the 

impact is minimal. 
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CHAPTER 10 

 

CONTROL FAMILIES [33] 

 

To ensure the protection of confidentiality, integrity, and availability, FIPS 200 specifies 

minimum security requirements in multiple security-related areas. The areas which are 

introduced below, represent a broad-based, balanced information security program that addresses 

the management, operational, and technical aspects of protecting federal information and 

systems. 

The intent of this section is to provide a brief description of each security control family. Each 

family has a list of controls that address a specific security goal. To view the complete security 

control catalog and a description of all controls, refer to NIST SP 800-53. 

10.1 Access Control (AC) 

The requirements for using—and prohibitions against the use of—various system resources vary 

considerably from one system to another. For example, some information must be accessible to 

all users, some may be needed by several groups or departments, and some may be accessed by 

only a few individuals. While users must have access to specific information needed to perform 

their jobs, denial of access to non-job-related information may be required. It may also be 

important to control the kind of access that is permitted (e.g., the ability for the average user to 

execute, but not change, system programs). These types of access restrictions enforce policy and 

help ensure that unauthorized actions are not taken. 

Access is the ability to make use of any system resource. Access control is the process of 

granting or denying specific requests to: 1) obtain and use information and related information 

processing services; and 2) enter specific physical facilities (e.g., federal buildings, military 

establishments, border crossing entrances). System-based access controls are called logical 

access controls. Logical access controls can prescribe not only who or what (in the case of a 
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process) is to have access to a specific system resource, but also the type of access that is 

permitted. These controls may be built into the operating system, incorporated into applications 

programs or major utilities (e.g., database management systems, communications systems), or 

implemented through add-on security packages. Logical access controls may be implemented 

internally to the system being protected or in external devices. 

Examples of access control security controls include: account management, separation of duties, 

least privilege, session lock, information flow enforcement, and session termination. 

Organizations limit: (i) system access to authorized users; (ii) processes acting on behalf of 

authorized users; (iii) devices, including other systems; and (iv) the types of transactions and 

functions that authorized users are permitted to exercise. 

10.2 Awareness and Training (AT) 

Often, it is the user community that is recognized as being the weakest link in securing systems. 

This is due to users not being aware of how their actions may impact the security of a system. 

Making system users aware of their security responsibilities and teaching them correct practices 

helps change their behavior. It also supports individual accountability, which is one of the most 

important ways to improve information security. Without knowing the necessary security 

measures or how to use them, users cannot be truly accountable for their actions. The importance 

of this training is emphasized in the Computer Security Act, which requires training for those 

involved with the management, use, and operation of federal systems. 

The purpose of information security awareness, training, and education is to enhance security by: 

(i) raising awareness of the need to protect system resources; (ii) developing skills and 

knowledge so system users can perform their jobs more securely; and (iii) building in-depth 

knowledge as needed to design, implement, or operate security programs for organizations and 

systems. The organization is responsible for making sure that managers and users are aware of 

the security risks associated with their activities and that organizational personnel are adequately 

trained to carry out their information security-related duties and responsibilities. 
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Examples of awareness and training security controls include: security awareness training, role-

based security training, and security training records. 

Organizations: (i) ensure that managers and users of organizational systems are made aware of 

the security risks associated with their activities and of the applicable laws, executive orders, 

directives, policies, standards, instructions, regulations, or procedures related to the security of 

organizational systems; and (ii) ensure that organizational personnel are adequately trained to 

carry out their assigned information security-related duties and responsibilities. 

10.3 Audit and Accountability (AU) 

An audit is an independent review and examination of records and activities to assess the 

adequacy of system controls and ensure compliance with established policies and operational 

procedures. An audit trail is a record of individuals who have accessed a system as well as what 

operations the user has performed during a given period. Audit trails maintain a record of system 

activity both by system and application processes and by user activity of systems and 

applications. In conjunction with appropriate tools and procedures, audit trails can assist in 

detecting security violations, performance issues, and flaws in applications. 

Audit trails may be used as a support for regular system operations, a kind of insurance policy, or 

both. As insurance, audit trails are maintained but not used unless needed (e.g., after a system 

outage). As a support for operations, audit trails are used to help system administrators ensure 

that the system or resources have not been harmed by hackers, insiders, or technical problems. 

Examples of audit and accountability controls include: audit events, time stamps, non-

repudiation, protection of audit information, audit record retention, and session audit. 

Organizations: (i) create, protect, and retain system audit records to the extent needed to enable 

the monitoring, analysis, investigation, and reporting of unlawful, unauthorized, or inappropriate 

system activity; and (ii) ensure that the actions of individual system users can be uniquely traced 

to those users so they can be held accountable. 
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10.4 Assessment, Authorization, and Monitoring (CA) 

A security control assessment is the testing and/or evaluation of the management, operational, 

and technical security controls on a system to determine the extent to which the controls are 

implemented correctly, operating as intended, and producing the desired outcome with respect to 

meeting the security requirements for the system. The assessment also helps determine if the 

implemented controls are the most effective and cost-efficient solution for the function they are 

intended to serve. Assessment of the security controls is done on a continuous basis to support a 

near real-time analysis of the organization‘s current security posture. 

Following a complete and thorough security control assessment, the authorizing official makes 

decision to authorize the system to operate (for a new system) or to continue to operate. 

Examples of security assessment and authorization controls include: security assessments, 

system interconnections, plans of action and milestones, and continuous monitoring. 

Organizations: (i) periodically assess the security controls in organizational systems to determine 

if the controls are effective in their application; (ii) develop and implement plans of action 

designed to correct deficiencies and reduce or eliminate vulnerabilities in organizational systems; 

(iii) authorize the operation of organizational systems and any associated system connections; 

and (iv) monitor security controls on an ongoing basis to ensure the continued effectiveness of 

the controls. 

10.5 Configuration Management (CM) [35] 

Configuration management is a collection of activities focused on establishing and maintaining 

the integrity of information technology products and systems through the control of processes for 

initializing, changing, and monitoring the configurations of those products and systems 

throughout the SDLC. Configuration management consists of determining and documenting the 

appropriate specific settings for a system, conducting security impact analyses, and managing 

changes through a change control board. It allows the entire system to be reviewed to help ensure 

that a change made on one system does not have adverse effects on another system. For more 

information on configuration management, see NIST SP 800-128. 
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Common secure configurations (also known as security configuration checklists) provide 

recognized, standardized, and established benchmarks that stipulate secure configuration settings 

for information technology platforms and products. Once implemented, checklists can be used to 

verify that changes to the system have been reviewed from a security point-of-view. A common 

audit examines the system's configuration to see if major changes (such as connecting to the 

Internet) have occurred that have not yet been analyzed. The NIST checklist repository, 

maintained as part of the National Vulnerability Database (NVD), provides multiple checklists 

which can be used to check compliance with the secure configuration specified in the system 

security plan. 

Examples of configuration management controls include: baseline configuration, configuration 

change control, security impact analysis, least functionality, and software usage restrictions. 

Organizations: (i) establish and maintain baseline configurations and inventories of 

organizational systems, including hardware, software, firmware, and documentation throughout 

the respective SDLC; and (ii) establish and enforce security configuration settings for 

information technology products employed in organizational systems. 

10.6 Contingency Planning (CP) [35] 

An information security contingency is an event with the potential to disrupt system operations, 

thereby disrupting critical mission and business functions. Such an event could be a power 

outage, hardware failure, fire, or storm. Particularly destructive events are often referred to as 

―disasters.‖ To avert potential contingencies and disasters or minimize the damage they cause, 

organizations can take early steps to control the outcome of the event. Generally, this activity is 

called contingency planning. 

A contingency plan is a management policy and procedure used to guide organizational response  

to a perceived loss of mission capability. The System Contingency Plan (SCP) is used by risk 

managers to determine what happened, why, and what to do. The SCP may point to the 

Continuity of Operations Plan (COOP) or Disaster Recovery Plan (DRP) for major disruptions. 

Contingency planning involves more than planning for a move offsite after a disaster destroys a 
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data center. It also addresses how to keep an organization's critical functions operational in the 

event of disruptions, both large and small. This broader perspective on contingency planning is 

based on the distribution of system support throughout an organization. For more information on 

contingency planning, see NIST SP 800-34. 

Examples of contingency planning controls include: contingency plan, contingency training, 

contingency plan testing, system backup, and system recovery and reconstitution. 

Organizations: (i) establish, maintain, and effectively implement plans for emergency response, 

(ii) backup operations, and (iii) oversee post-disaster recovery for organizational systems to 

ensure the availability of critical information resources and the continuity of operations in 

emergency situations. 

10.7 Identification and Authentication (IA) 

For most systems, identification and authentication is often the first line of defense. 

Identification is the means of verifying the identity of a user, process, or device, typically as a 

prerequisite for granting access to resources in a system. Identification and authentication is a 

technical measure that prevents unauthorized individuals or processes from entering a system. 

Identification and authentication is a critical building block of information security since it is the 

basis for most types of access control and for establishing user accountability. Access control 

often requires that the system be able to identify and differentiate between users. For example, 

access control is often based on least privilege, which refers to granting users only those accesses 

required to perform their duties. User accountability requires linking activities on a system to 

specific individuals and, therefore, requires the system to identify users. 

Systems recognize individuals based on the authentication data the systems receive. 

Authentication presents several challenges: collecting authentication data, transmitting the data 

securely, and knowing whether the individual who was originally authenticated is still the 

individual using the system. For example, a user may walk away from a terminal while still 

logged on, and another person may start using it. 
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There are four means of authenticating a user's identity that can be used alone or in combination. 

User identity can be authenticated based on: 

• Something the individual knows – e.g., a password or Personal Identification Number (PIN); 

• Something the individual possesses (a token) – e.g., an ATM card or a smart card; 

• Something the individual is (static biometric) – e.g., fingerprint, retina, face; and 

• Something the individual does (dynamic biometrics) – e.g., voice pattern, handwriting, typing 

rhythm 

While it may appear that any of these individual methods could provide strong authentication, 

there are problems associated with each. If an individual wanted to impersonate someone else on 

a system, they can guess or learn another user‘s password or steal or fabricate tokens. Each 

method also has drawbacks for legitimate users and system administrators: users forget 

passwords and may lose tokens, and administrative overhead for keeping track of identification 

and authorization data and tokens can be substantial. Biometric systems have significant 

technical, user acceptance, and cost problems as well. 

Examples of identification and authentication controls include: device identification and 

authentication, identifier management, authenticator management, authenticator feedback, and 

re-authentication. 

Organizations: (i) identify system users, processes acting on behalf of users, or devices and (ii) 

authenticate or verify the identities of those users, processes, or devices, as a prerequisite to 

allowing access to organizational systems. 

10.8 Individual Participation (IP) 

Engagement with individuals whose information is being processed by a system is an important 

aspect of privacy protection and the development of trustworthy systems. System functioning 

can have significant impacts on people‘s quality of life and their ability to be autonomous 

individuals. Effective engagement can help to mitigate these risks and prevent a range of 
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problems. For example, individuals may feel surveilled by a system, which may create chilling 

effects on ordinary behavior or cause them to alter their interactions with the system in 

unexpected ways. They may feel information has been appropriated – or used for profit or 

organizational gain without their permission or sufficient economic benefit. Excluding access to 

information can affect data quality that could lead to adverse decision-making about users, 

including inappropriate restrictions on access to products or services or other types of 

discrimination. 

The Individual Participation controls address user interaction with the system to enable them to 

develop reliable assumptions about how the system is processing information about them. In 

addition, these controls create touch points so that users can better engage with the system and 

the management of their information. Users who have the ability to participate in decisions about 

their information processing may be more likely to have trust in the system and engage with it in 

constructive ways. Furthermore, enabling users to correct inaccurate information can improve 

system functioning, and protect these users from experiencing problems arising from system 

actions based on the processing of inaccurate information. 

With Individual Participation controls, organizations keep individuals notified about the 

processing of their PII. These controls also, when appropriate, engage individuals as active 

participants in the decision-making process regarding their PII through information access and 

consent options, and provide them the ability to have their PII corrected or amended through 

appropriate redress mechanisms. 

Examples of individual participation controls include: consent, redress, privacy notice, privacy 

act statements for federal agencies, and individual access. 

Organizations: (i) request consent for processing PII; (ii) provide access to PII and redress 

opportunities for individual to amend or correct PII; and (iii) provide notice to individuals 

regarding the processing of PII. 
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10.9 Incident Response (IR) [36] 

Systems are subject to a wide range of threat events, from corrupted data files to viruses to 

natural disasters. Vulnerability to some threat events can be mitigated by having relevant 

standard operating procedures that can be followed in the event of an incident. For example, 

frequently occurring events like mistakenly deleting a file can usually be repaired through 

restoration from the backup file. More severe threat events, such as outages caused by natural 

disasters, are normally addressed in an organization's contingency plan. 

Threat events can also result from a virus, other malicious code, or a system intruder (either an 

insider or an outsider). They can more generally refer to those incidents that could result in 

severe damage without a technical expert response. An example of a threat event that would 

require an immediate technical response would be an organization experiencing a denial-of-

service attack. This kind of attack would require swift action on the part of the incident response 

team in order to reduce the affect the attack will have on the organization. The definition of a 

threat event is somewhat flexible and may vary by organization and computing environment. 

Although the threats that hackers and malicious code pose to systems and networks are well 

known, the occurrence of such harmful events remains unpredictable. Security incidents on 

larger networks (e.g., the Internet), such as break-ins and service disruptions, have harmed 

various organizations' computing capabilities. When initially confronted with such incidents, 

most organizations respond in an ad hoc manner. However, recurrence of similar incidents can 

make it cost-beneficial to develop a standard capability for quick discovery of and response to 

such events. This is especially true since incidents can often "spread" when left unchecked, thus 

escalating the damage and seriously harming an organization. 

Incident handling is closely related to contingency planning. An incident handling capability 

may be viewed as a component of contingency planning because it allows for the ability to react 

quickly and efficiently to disruptions in normal processing. Broadly speaking, contingency 

planning addresses events with the potential to interrupt system operations. Incident handling can 

be considered that portion of contingency planning specifically that responds to malicious 
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technical threats. For more information on incident response, see NIST SP 800-61, Computer 

Security Incident Handling Guide. 

Examples of incident response controls include: incident response training, incident response 

testing, incident handling, incident monitoring, and incident reporting. 

Organizations: (i) establish an operational incident handling capability for organizational systems 

that includes adequate preparation, detection, analysis, containment, recovery, and user response 

activities; and (ii) track, document, and report incidents to appropriate organizational officials 

and/or authorities. 

10.10 Maintenance (MA) 

To keep systems in good working order and to minimize risks from hardware and software 

failures, it is paramount that organizations establish procedures for the maintenance of 

organizational systems. There are many different ways an organization can address these 

maintenance requirements. 

Controlled maintenance of a system deals with maintenance that is scheduled and performed in 

accordance with the manufacturer‘s specifications. Maintenance performed outside of a 

scheduled cycle, known as corrective maintenance, occurs when a system fails or generates an 

error condition that must be corrected in order to return the system to operational conditions. 

Maintenance can be performed locally or non-locally. Nonlocal maintenance is any maintenance 

or diagnostics performed by individuals communicating through a network either internally or 

externally (e.g., the Internet). 

Examples of maintenance controls include: controlled maintenance, maintenance tools, nonlocal 

maintenance, maintenance personnel, and timely maintenance. 

Organizations: (i) perform periodic and timely maintenance on organizational systems; and (ii) 

provide effective controls on the tools, techniques, mechanisms, and personnel used to conduct 

system maintenance. 
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10.11 Media Protection (MP) 

Media protection is a control that addresses the defense of system media, which can be described 

as both digital and non-digital. Examples of digital media include: diskettes, magnetic tapes, 

external/removable hard disk drives, flash drives, compact disks, and digital video disks. 

Examples of non-digital media include paper or microfilm. 

Media protections can restrict access and make media available to authorized personnel only, 

apply security labels to sensitive information, and provide instructions on how to remove 

information from media such that the information cannot be retrieved or reconstructed. Media 

protections also include physically controlling system media and ensuring accountability, as well 

as restricting mobile devices capable of storing and carrying information into or outside of 

restricted areas. 

Examples of media protection controls include: media access, media marking, media storage, 

media transport, and media sanitization. 

Organizations: (i) protect system media, both paper and digital; (ii) limit access to information 

on system media to authorized users; and (iii) sanitize or destroy system media before disposal or 

release for reuse. 

10.12 Privacy Authorization (PA) 

To better protect individuals‘ privacy and limit problems arising from system processing of their 

information, organizations should have a clear rationale for the collection, use, maintenance, and 

sharing of personally identifiable information (PII). Overly broad collection and maintenance of 

information may create the potential for security vulnerabilities or allow for internal abuses or 

expanded uses that cross privacy boundaries. Individuals could be stigmatized by the release of 

their information or suffer from identity theft. Third parties with whom information is shared 

may disregard the purpose or context in which information is collected and use that information 

in a manner that contradicts individuals‘ privacy interests. As a result, individuals could lose 
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trust in these systems, which could lead to abandonment or threaten the adoption of new 

technologies, even those designed to improve access to public services. 

Organizations may have to comply with external laws or regulations, as well as internal policies 

pertaining to the processing of PII. Privacy Authorization controls aid an organization in 

ensuring that it is only processing PII in ways that it has the authority for and clear purposes for 

doing so. This assurance facilitates an organization‘s accountability for following relevant 

policies, and minimizes potential noncompliance costs and reputational damage. Documenting 

this information also supports individuals‘ understanding of a system‘s processing of their PII. 

Examples of privacy authorization controls include: authority to collect, purpose specification, 

and information sharing with external parties. 

Organizations: (i) identify the legal bases that authorize particular personally identifiable 

information (PII) collection use, maintenance, and sharing; (ii) specify in their notices the 

purpose(s) for which PII is collected; and (iii) manage the sharing of PII with external parties. 

10.13 Physical and Environmental Protection (PE) 

The term physical and environmental security refers to measures taken to protect systems, 

buildings, and related supporting infrastructure against threats associated with their physical 

environment. Physical and environmental controls cover three broad areas: 

1. The physical facility is typically the building, other structure, or vehicle housing the system 

and network components. Systems can be characterized, based upon their operating location, as 

static, mobile, or portable. Static systems are installed in structures at fixed locations. Mobile 

systems are installed in vehicles that perform the function of a structure, but not at a fixed 

location. Portable systems may be operated in a wide variety of locations, including buildings, 

vehicles, or in the open. The physical characteristics of these structures and vehicles determine 

the level of physical threats such as fire, roof leaks, or unauthorized access. 

2. The facility's general geographic operating location determines the characteristics of natural 

threats, which include earthquakes and flooding; man-made threats such as burglary, civil 
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disorders, or interception of transmissions and emanations; and damaging nearby activities, 

including toxic chemical spills, explosions, fires, and electromagnetic interference from emitters 

(e.g., radars). 

3. Supporting facilities are those services (both technical and human) that maintain the operation 

of the system. The system's operation usually depends on supporting facilities such as electric 

power, heating and air conditioning, and telecommunications. The failure or substandard 

performance of these facilities may interrupt operation of the system and cause physical damage 

to system hardware or stored data. 

Examples of physical and environmental controls include: physical access authorizations, 

physical access control, monitoring physical access, emergency shutoff, emergency power, 

emergency lighting, alternate work site, information leakage, and asset monitoring and tracking. 

Organizations: (i) limit physical access to systems, equipment, and the respective operating 

environments to authorized individuals; (ii) protect the physical plant and support infrastructure 

for systems; (iii) provide supporting utilities for systems; (iv)protect systems against 

environmental hazards; and (v) provide appropriate environmental controls in facilities 

containing systems. 

10.14 Planning (PL) 

Systems have increasingly taken on a strategic role in the organization. They assist organizations 

in conducting their daily activities and support decision making. With proper planning, systems 

can provide a security level commensurate with the risk associated with the operation of the 

system, improve productivity and performance, and enable new ways of managing and 

organizing. Planning for systems is crucial in the development and implementation of the 

organization‘s information security goals. 

System security plans (SSPs) are developed to provide an overview of the security requirements 

of the system and how the security controls and control enhancements meet those security 

requirements. Having security controls in place alone does not guarantee the overall protection of 
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a system. Organizations also need to develop, document, and disseminate how these controls are 

implemented, rules that describe the responsibility of users, and how the organization operates 

the system from the perspective of information security. 

Examples of planning controls include: system security plan, rules of behavior, security concept 

of operations, information security architecture, and central management. 

Organizations: develop, document, periodically update, and implement security plans for 

organizational systems that describe the security controls in place or planned for the system, as 

well as the rules of behavior for individuals accessing the systems. 

10.15 Program Management (PM) 

Systems and the information they process are critical to many organizations' ability to perform 

their missions and business functions. It makes sense that executives view system security as a 

management issue and seek to protect their organization's information technology resources as 

they would any other valuable asset. To do this effectively requires the development of a 

comprehensive management approach. 

Many security programs, distributed throughout the organization, have different elements 

performing various functions. While this approach has benefits, the distribution of the system 

security functions in many organizations is haphazard, usually based upon history (i.e., who was 

available in the organization to do what when the need arose). Ideally, the distribution of system 

security functions is the result of a planned and integrated management philosophy. 

Managing system security at multiple levels has its benefits. Each level contributes to the overall 

system security program with different types of expertise, authority, and resources. In general, 

higher-level officials (e.g., those at the headquarters, unit levels in the agency described above) 

better understand the organization as a whole and have more authority. On the other hand, lower-

level officials (e.g., at the system facility and applications levels) are more familiar with the 

specific technical and procedural requirements and problems of the systems and users. The levels 



< Network Security Risk Management> 
 
 

 
134 

 

 

of system security program management are complementary; each can help the other be more 

effective. 

Examples of program management controls include: information security program plan, 

information security resources, plan of action and milestone process, system inventory enterprise 

architecture, risk management strategy, insider threat program, and threat awareness program. 

10.16 Personnel Security (PS) 

Users play a vital role in protecting a system as many important issues in information security 

involve users, designers, implementers, and managers. How these individuals interact with the 

system and the level of access they need to do their jobs can also impact the system‘s security 

posture. Almost no system can be secured without properly addressing these aspects of personnel 

security. 

Personnel security seeks to minimize the risk that staff (permanent, temporary, or contractor) 

pose to organizational assets through the malicious use or exploitation of their legitimate access 

to the organization‘s resources. An organization‘s status and reputation can be adversely affected 

by the actions of its employees. Employees may have access to extremely sensitive, confidential, 

or proprietary information, the disclosure of which can destroy an organization‘s reputation or 

cripple it financially. Therefore, organizations must be vigilant when recruiting and hiring new 

employees, as well as when an employee transfers or is terminated. The sensitive nature and 

value of organizational assets requires in-depth personnel security measures. 

Examples of personnel control include: personnel screening, personnel termination, personnel 

transfer, access agreements, and personnel sanctions. 

Organizations: (i) ensure that individuals occupying positions of responsibility within 

organizations (including third-party service providers) are trustworthy and meet established 

security criteria for those positions; (ii) ensure that organizational information and systems are 

protected during and after personnel actions such as terminations and transfers; and (iii) employ 
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formal sanctions for personnel failing to comply with organizational security policies and 

procedures. 

10.17 Risk Assessment (RA) [37-38] 

Organizations are dependent upon information technology and associated systems to successfully 

carry out their missions. While the increasing number of information technology products used 

in various organizations and industries can be beneficial, in some instances they may also 

introduce serious threats that can adversely affect an organization‘s systems by exploiting both 

known and unknown vulnerabilities. The exploitation of vulnerabilities in organizational systems 

can compromise the confidentiality, integrity, or availability of the information being processed, 

stored, or transmitted by those systems. 

Performing a risk assessment is one of four components of risk management as described in 

NIST SP 800-39. Risk assessments identify and prioritize risks to organizational operations, 

assets, individuals, other organizations, and the Nation that may result from the operation of a 

system. Risk assessments, which can be conducted at all three tiers in the risk management 

hierarchy, inform decision makers and support risk responses by identifying: (i) relevant threats 

to organizations or threats directed through organizations against other organizations; (ii) 

vulnerabilities both internal and external to organizations; (iii) impact (i.e., harm) to 

organizations that may occur given the potential for threats exploiting vulnerabilities; and (iv) 

the likelihood that harm will occur. For more information on risk assessments, see NIST SP 800-

30. Examples of risk assessment controls include: security categorization, risk assessment, 

vulnerability scanning, and technical surveillance countermeasures survey. 

Organizations: periodically assess the risk to organizational operations (e.g., mission, functions, 

image, reputation), organizational assets, and individuals, which may result from the operation of 

organizational systems and the associated processing, storage, or transmission of organizational 

information. 
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10.18 System and Services Acquisition (SA) 

As with other aspects of information processing systems, security is most effective and efficient 

if planned and managed throughout a system's life cycle, from initial planning to design, 

implementation, operation, and disposal. Many security-relevant events and analyses occur 

during a system's life which begins with the organization acquiring the necessary tools and 

services. The effective integration of security requirements into enterprise architecture also helps 

to ensure that important security considerations are addressed early in the SDLC and that those 

considerations are directly related to the organizational mission/business processes. 

SSPs can be developed for a system at any point in the life cycle. However, to minimize costs 

and prevent the disruption of ongoing operations, the recommended approach is to incorporate 

the plan at the beginning of the system‘s life cycle. It is significantly more expensive to add 

security features to a system than it is to include them from the very beginning. It is important to 

ensure that security requirements keep pace with changes to the computing environment, 

technology, and personnel. 

Examples of system and service acquisition controls include: allocation of resources, acquisition 

process, system documentation, supply chain protection, trustworthiness, criticality analysis, 

developer-provided training, component authenticity, and developer screening. 

Organizations: (i) allocate sufficient resources to adequately protect organizational systems; (ii) 

employ SDLC processes that incorporate information security considerations; (iii) employ 

software usage and installation restrictions; and (iv) ensure that third-party providers employ 

adequate security measures to protect information, applications, and/or services outsourced from 

the organization. 

10.19 System and Communications Protection (SC) 

System and communications protection controls provide an array of safeguards for the system. 

Some of the controls in this family address the confidentiality and integrity of information at rest 

and in transit. The protection of confidentiality and integrity can be provided by these controls 
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through physical or logical means. For example, an organization can provide physical protection 

by segregating certain functions to separate servers, each having its own set of IP addresses. 

Organizations can better safeguard their information by separating user functionality and system 

management functionality. Providing this type of protection prevents the presentation of system 

management-related functionality on an interface for non-privileged users. System and 

communications protection also establishes boundaries that restrict access to publicly-accessible 

information within a system. Using boundary protections, an organization can monitor and 

control communications at external boundaries as well as key internal boundaries within the 

system. 

Examples of system and communication protection controls include: application partitioning, 

denial of service protection, boundary protection, trusted path, mobile code, session authenticity, 

thin nodes, honeypots, transmission confidentiality and integrity, operations security, protection 

of information at rest and in transit, and usage restrictions. 

Organizations: (i) monitor, control, and protect organizational communications (i.e., information 

transmitted or received by organizational systems) at the external boundaries and key internal 

boundaries of the systems; and (ii) employ architectural designs, software development 

techniques, and systems engineering principles that promote effective information security 

within organizational systems. 

10.20 System and Information Integrity (SI) 

Integrity is defined as guarding against improper information modification or destruction, and 

includes ensuring information non-repudiation and authenticity. It is the assertion that data can 

only be accessed or modified by the authorized personnel. System and information integrity 

provides assurance that the information being accessed has not been meddled with or damaged 

by an error in the system. 
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Examples of system and information integrity controls include: flaw remediation, malicious code 

protection, security function verification, information input validation, error handling, non-

persistence, and memory protection. 

Organizations: (i) identify, report, and correct information and system flaws in a timely manner; 

(ii) provide protection from malicious code at appropriate locations within organizational 

systems; and (iii) monitor system security alerts and advisories and respond appropriately. 

10.21 Availability Workbench Functional 

10.21.1 Introduction 

Availability Workbench Functional Summary 

Welcome to the Availability Workbench (AWB) simulation program for Microsoft 

Windows. Availability Workbench provides a fully integrated environment for: 

1. Developing and maintaining a Reliability-Centered Maintenance (RCM) program 

2. Performing full system availability predictions taking into account complex 

dependencies on spares and other resources 

3. Performing a Life Cycle Cost Analysis 

4. Process Reliability Analysis 

AWB interfaces seamlessly with external databases and applications through its 

sophisticated import/export facility and dynamic link library. AWB integrates the 

functionality of Isograph‘s RCMCost and AvSim products that have been serving the 

Reliability and Maintenance Community since 1988. 

 

 

 

 

 

Figure 10.1: AWB 

contains five fully 

integrated modules 
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AWB five fully integrated modules 

• RCMCost Module (Reliability-Centered Maintenance) 

• AvSim Module (System Availability Simulation) 

• Life Cycle Cost Module (LCC Module) 

• Weibull Module 

• Process Reliability Module 

Each module may be licensed separately depending on the user's needs. For example, the 

RCMCost and Weibull modules provide the data management, reporting and analytical facilities 

for developing and maintaining a RCM programme. The Avsim module will enable you to 

analyze the availability and reliability of both complex and simple systems and optimize spares 

holdings, design configurations, opportunistic maintenance policies and much more. The LCC 

module will allow you to create a cost node structure and integrate predicted maintenance and 

operational costs with other user-defined cost equations. The Weibull module analyzes incoming 

historical data to provide the prediction distributions required by the RCMCost and AvSim 

modules. Figure 10.1 shows AWB five fully integrated modules. 

Through its sophisticated simulation and modelling capabilities Availability Workbench 

can answer questions such as: 

• Is planned maintenance cost effective, and if so, how often should it be performed? 

• What design improvements (adding redundancy or upgrading equipment) are 

cost and safety effective? 

• What is the likely spares usage profile? 

• What is the optimum level of spares to be held on site and at a depot? 

• How can labor and equipment usage be improved? 

• How can buffers best be employed to maintain capacity? 
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• How can risk be reduced? 

• What are the likely life cycle costs? 

• What is the best frequency for performing major overhauls? 

• Is predictive maintenance worth doing? 

• Would combinations of predictive methods be effective? 

• Is inspection for hidden failures cost effective? 

• What is the effect on availability of rotating equipment? 

• How do ageing assets affect life cycle costs? 

• How do operational phases affect system availability? 

• Is opportunistic maintenance worthwhile? 

 

10.21.2 Introduction to the RCMCost Module 

What is Reliability-Centered Maintenance? 

Reliability-Centered Maintenance (RCM) is a procedure for determining maintenance 

strategies based on reliability techniques and encompasses well-known analysis methods 

such as Failure Mode Effects and Criticality Analysis (FMECA). RCM procedures take 

into account the prime objectives of a maintenance programme, which are to: 

• Minimize Costs 

• Meet Safety and Environmental Goals 

• Meet Operational Goals 

The RCM process begins with a failure mode and effects analysis that identifies the critical 

plant failure modes in a systematic and structured manner. The process then requires the 

examination of each critical failure mode or cause to determine the optimum maintenance 

policy to reduce the severity of each failure. The chosen maintenance strategy must take 

into account cost, safety, environmental and operational consequences. The effects of 

redundancy, spares costs, maintenance labor costs, equipment ageing and repair times must 

also be taken into account along with many other parameters. 
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Once optimal maintenance policies have been recorded the RCM process provides system 

performance predictions and costs, expected spares requirements and labor manning levels. 

The RCM process may be used to develop a living strategy with the plant model being 

updated when new data is available or design changes take place. 

How does the RCMCost Module of Availability Workbench Help? 

The RCMCost module of Availability Workbench (AWB) provides the full framework for 

building the RCM model to represent your system. It provides facilities for storing RCM data 

and analyzing maintenance alternatives. It provides simulation algorithms to predict lifetime 

maintenance costs, spares costs and usage, maintenance labor manning requirements, safety 

and environmental risks and operational performance. In addition the RCMCost Module 

identifies critical failure modes (causes) and compares the cost, safety and operational 

benefits of different maintenance intervals. AWB is designed to combine well-established 

reliability prediction techniques with engineering experience. The program does not decide 

on which maintenance policy or combination of policies to adopt. Instead it advises the 

individual user or workgroup based on the operational data provided. The program may be 

used to filter the most critical item (component) failures before detailed maintenance 

decisions are made. 

The RCMCost Module provides interactive graphical facilities for constructing a location 

hierarchy diagram representing the logical connection between the sub-systems and 

equipments constituting the overall plant or system. This diagram may be extended to 

represent critical functions, their functional failures and their causes (engineering failure 

modes). System effects are identified which contribute to outage and operational costs as 

well as safety and environmental risks. The relative severity of different effects is specified 

by the user. This structured method for identifying failure modes and linking them with their 

effects on the system is known as Failure Mode Effects and Criticality Analysis (FMECA) 

and is a powerful analysis process in its own right. RCMCost allows flexible user-defined 

reports to be produced highlighting the most important contributors to operational costs and 

safety and environmental risks. 
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Failure data, maintenance parameters, spares information and maintenance labor details are 

all stored in an AWB project. This data is used to provide advisory information based on 

simulation models incorporated in the program. For example, different maintenance 

intervals may be compared for their effect on maintenance and operational costs. The user 

may then record the decision on which maintenance policy (if any) to adopt. This decision 

may include combinations of: 

• Scheduled Planned Maintenance Tasks 

• Condition Monitoring Alarms 

• On-Condition Inspections (predictive maintenance) 

• Inspections for Hidden Failures 

• Commissioning Periods 

• Re-Design 

The RCMCost module will automatically advise the user on the overall cost, safety and 

environmental benefits of adopting a particular maintenance policy based on the data 

provided by the user. The program‘s flexible report facility allows RCM worksheets to be 

produced identifying the user‘s decisions. 

Once the maintenance policy has been decided for all the critical system components the 

RCMCost module will provide predicted spares requirements, maintenance labor 

manning levels, system costs and operational performance data. 

As new data is gathered during the plant lifetime, or system design changes are made, RCM 

related data may be easily modified and maintenance procedures may be adjusted to reflect 

the living status of the plant. 

Standards Support and Decision Diagrams 

AWB supports RCM standards such as SAE JA1011, MSG-3 and MIL-STD-2173(AS) by 

providing a structured method for entering FMECA data and simulating the effects of 

different maintenance strategies on cost, safety, the environment and operational issues. The 

RCM decision making process is therefore substantially enhanced by the ability to quickly 
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simulate the effects of preventive tasks, inspection tasks and condition monitoring taking into 

account ageing, hidden failures, maintenance labor costs, spares costs and availability. RCM 

decision diagrams are utilized in MSG-3 and MIL-STD-2173(AS) to provide a logical 

process for workgroups to determine what type of maintenance strategy to adopt for a given 

failure cause. The diagrams ask questions that often require analysis before a conclusion may 

be reached. In addition these diagrams follow a sequential process that may not be 

appropriate in identifying the optimal task or combinations of tasks for a given failure cause. 

However, AWB provides the full flexibility required to allow users to quickly compare the 

effects of different practical maintenance strategies and condition monitoring using well-

known scientific methods. 

AWB may be used to produce reports complying to the SAE JA1011, MSG-3 and MIL-

STD-2173(AS) standards. Reports may contain FMECA data, maintainability data and 

RCM decision data. 

10.21.3 Introduction to the AvSim Module 

The AvSim module of Availability Workbench (AWB) enables users to simulate the 

performance of their systems as a whole taking into account dependencies between the 

individual components. By simulating how a system will perform, users can determine the 

effects of design and operational changes, and hence optimize system performance. Whereas 

the RCMCost module may be used to optimize scheduled maintenance policy and intervals, 

the AvSim module may be used to predict overall system performance, optimize spare 

holdings, investigate the effects of design changes and operational configurations. 

In order to simulate the availability performance of a system the program needs to know how 

individual equipment failures combine with other failures to reduce throughput, create 

hazards and affect system operational capabilities. This is done by constructing a RBD or 

fault tree diagram that represents how combinations of events (usually failures) interact to 

affect the system. The AvSim module of AWB allows you to quickly construct these 

diagrams through any number of indenture levels. These diagrams can represent standby and 
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voting arrangements, phase-dependent configuration changes, switching logic and buffer 

facilities. 

Failure and maintenance models may then be defined and attached to historical data using 

Weibull sets. Also, consequences may be defined indicating the financial, safety, 

environmental and operational effects of loss of availability or throughput. 

Once this has been done, AWB can produce a full system availability simulation building a 

picture of how the system will perform though its lifetime. Special optimization facilities are 

provided for optimizing spare holdings and users can try out different design and operational 

models to reduce life cycle costs. 

Some of the capabilities of the AvSim module are summarized below: 

• Interactive construction of RBD or fault tree diagrams 

• Sub-system blocks, allowing automatic RBD pagination 

• Pagination facilities for large fault trees 

• Append projects created by different users using libraries 

• Hyperlinks to external application in RBD and fault tree diagrams 

• Data verification and model checks 

• Simulation ‗Watch‘ facility for checking your systemand spares echelon models 

• Multiple-system spares tracking for fleet modelling 

• Simulation of production capacity levels with target cost penalties 

• Standby sub-systems modelled 

• Modelling of spares dependencies and stock levels 

• Models recycling of spares via a repair shop 

• Spares optimization facilities provided 

• Batch ordering of spares with discounting 

• Modelling of maintenance queuing 

• Switching delays modelled 

• Buffers modelled with depletion rates dependent on capacity requirement 
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• Opportunistic maintenance and 'hold for repair' modelling 

• Models ageing and effectiveness of planned maintenance 

• Extended outage penalty costs modelled 

• Models financial, safety, operational and environmental consequences 

• Models changing RBD and fault tree configurations during different phases 

• Allows the modelling of different phase groups 

• Phased time profiles 

• NOT logic capability 

• Importance rankings for spares 

• Spare volume and weight calculations 

• Statistical error indicators 

• Record simulation details to file for external data processing 

 

Introduction to the Life Cycle Cost Module 

• The Life Cycle Cost (LCC) module of Availability Workbench allows users to build 

a hierarchical cost breakdown structure (CBS) through an unlimited number of indenture 

levels. The CBS may be directly linked to cost predictions produced by the RCMCost or 

AvSim modules. Other costs may be defined as time-dependent cost equations or simple 

numerical values. Global variables may be defined and utilized in the cost equations. 

• High level costs are determined either by summating the cost values for child 

nodes in the CBS or by applying a user-defined cost equation. The syntax of cost 

equations is easy to understand and the construction of cost equations is assisted by an 

intelligent code-recognition utility that automatically reveals global variable lists as the 

user types in an equation. 

• Phase-dependent cost equations may also be defined. Phases are shared between the 

LCC and AvSim modules. 

• In summary the LCC module allows users to define life cycle costs other than those 

predicted by the RCMCost and AvSim modules. These costs may be integrated with 
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predicted costs in the LCC cost breakdown structure to provide a time-dependent analysis 

of a system‘s whole life cycle cost process. 

 

10.21.4 Introduction to the Weibull Module 

The Weibull module of Availability Workbench (AWB) analyzes historical failure data by 

assigning probability distributions that represent the failure characteristics of a given failure 

mode. The failure distribution assigned to a given set of times to failure (known as a 

Weibull set) may then be assigned to causes in the RCMCost location hierarchy diagram or 

failure models in the AvSim module. Assigning failure distributions to historical data in this 

way enables the AWB simulation engine to emulate the effects of failures on systems. 

Historical data is usually extracted from the Computerized Maintenance Management 

System (CMMS) or Failure Reporting and Corrective Action System (FRACAS) database 

using the AWB import or Dynamic Link Library (DLL) facilities. The failure distribution 

assigned to a given set of times to failure (known as a Weibull set) may be assigned to 

failure models that are attached to causes in a RCM location hierarchy, blocks in a 

reliability block diagram or events in a fault tree diagram. 

Weibull sets may also represent collections of actual historical repair times for a given task. 

The Weibull module can assign distributions that represent possible fluctuations in repair 

times. Repair Weibull sets can be assigned to tasks associated with causes in the RCMCost 

module or failure models in the AvSim module. 

The historical times in a failure Weibull set will represent the age of an equipment at the 

point of its first failure. Times in a repair Weibull set represent the time it takes to repair an 

equipment. 

In summary, the Weibull module of AWB analyzes sets of historical data and assigns 

appropriate distributions for use in simulations by the RCMCost and AvSim modules. 

The Weibull Analysis Module analyzes historical data using the following distributions: 
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• Exponential Distribution 

• 1-Parameter Weibull Distribution 

• 2-Parameter Weibull Distribution 

• 3-Parameter Weibull Distribution 

• Bi-Weibull 

• Tri-Weibull 

• Lognormal Distribution 

• Normal Distribution 

• Weibayes 

• Phased Bi-Weibull 

• Phased Tri-Weibull 

AWB automatically fits the selected distribution to the data provided and displays the results 

graphically in the form of cumulative probability plots, failure rate plots and probability 

density function plots. 

Data may be entered manually by the user or imported from other packages or 

transferred via the Windows clipboard. 

New data can be analyzed and assigned in 3 simple steps: 

• Enter or import the data 

• Select a distribution type 

• Assign the Weibull Set to the appropriate causes in the RCMCost module or the 

failure models in the AvSim module 

10.21.5 Introduction to the Process Reliability Module 

The Process Reliability module allows users to analyze daily production data using Weibull 

analysis plots. These plots identify systematic and reliability losses by recognizing trends in the 

production data. Nameplate production ratings may be specified (similar to concepts originating 

from six-sigma methodology) and compared with demonstrated production data. Losses can 

therefore be identified for corrective action. 
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The Process Reliability module allows production data to be compared from different plants or 

different time periods. Production data may also be transferred from simulated production 

profiles created from within the AvSim module. This allows production data from potential plant 

improvements to be compared with existing production data. 

The Availability Workbench Simulation Engine 

The Availability Workbench (AWB) simulation engine employs Monte Carlo simulation 

methods to estimate system and sub-system parameters such as unavailability, number of 

expected failures, production capacity and costs. The process involves synthesizing system 

performance over a given number of simulation runs. Each simulation run in effect emulates 

how the system might perform in real life, based on the input data provided by the user. The 

input data can be divided into two categories - a failure logic diagram and quantitative 

failure and maintenance parameters. The logic diagram (either a fault tree or a reliability 

block diagram in the case of the AvSim module or a location hierarchy in the case of the 

RCMCost module) informs the computer program how component failures interact to cause 

system failures. The failure and maintenance parameters inform the program how often 

components are likely to fail and how quickly they will be restored to service. By performing 

many simulation runs, the computer program can build up a statistical picture of the system 

performance by recording the results of each run. 

Monte Carlo Simulation must emulate the chance variations that will affect system 

performance in real life. To do this, the computer program must generate random numbers, 

which form a uniform distribution. AWB uses the Microsoft run-time library to generate 

pseudo random numbers. 

As an example of how simulation works, consider the following example. Suppose we wish 

to determine the unreliability of a complex system over a period of 1 year. A simulation 

model of the system could be developed which emulates the random failures and repair times 

of the components in the system. The model might be run over the system lifetime of 1 year 

1000 times and each time a component fails the model determines whether the system has 
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failed. If the system does not survive on 65 of the lifetime simulations then the system 

unreliability, F(1) , could be estimated as 

 

 

Simulation methods are generally employed in reliability studies when deterministic 

methods are not capable of modelling strong dependencies between failures. In addition, 

simulation can readily handle the reliability behavior of repairable components with non-

constant failure or repair rates. 

For example, the simple expression 

 

 

may be used to determine the unavailability, Q, of a single component at time t where 

• = constant failure  rate  

• m = constant repair rate 

This expression assumes that the failure and repair of the component is independent of the 

state of any other component in the system. This may not be the case if the component is in 

standby to another component (where the standby failure rate is less than the operating 

failure rate). In addition, the component may be influenced by other external factors such as 

the availability of spares and labor to perform scheduled and corrective maintenance. The 

component‘s reliability behavior may also change during different operational phases. In 

addition, if it is a mechanical component, its failure rate may increase with time (ageing) 

and therefore the simple expression above inaccurately represents the behavior of the 

component. 
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By using simulation methods, AWB is not restricted to handling only independent component 

failures and repairs and can easily model dependencies on spares, labor and operational phases. 

In addition, the Weibull failure distribution may be used to handle ageing components. 

10.21.6 New Features for Version 2.0 

New Features for Version 2.0 Overview 

Version 2 represents a major new development of the widely used Availability Workbench 

program incorporating Isograph's leading-edge RCMCost and AvSim products into a 

single powerful integrated environment for RCM and system availability simulation. 

Developed for Microsoft's latest .Net framework it provides all the rich graphical user 

interface features you would expect for a modern application. The new Report Designer 

provides additional features such as PDF file creation. Projects may now be stored in 

compressed or XML format and benefit from automatic data validation routines. The 

Maximo Portal has been substantially enhanced allowing users to upload PMs and resources 

using a variety of different schemes. A task library facility has been added enabling generic 

tasks to be quickly located and copied into the current project. Weibull distributions may 

now be automatically selected using a best-fit criteria. 

Enterprise Version 

One of the major advances is the introduction of the Enterprise Version. Organizations may 

now install a centralized database system containing project and libraries in a controlled 

environment with user groups and roles. Licensed enterprise users may check projects in and 

out of the enterprise system and access centralized libraries and parts data for which they 

have the appropriate permissions. Enterprise administrators may implement project versions 

where appropriate. 
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Enterprise System 

One of the major new features for version 2 is the introduction of the Enterprise System. 

Organizations may now install a centralized database system containing project and libraries 

in a controlled environment with user groups and roles. Licensed enterprise users may check 

projects in and out of the enterprise system and access centralized libraries for which they 

have the appropriate permissions. Enterprise administrators may implement project versions 

where appropriate. 

The Enterprise System Server requires the following: 

Net Framework 4.0 Full 

SQL Server 2005 or SQL Server 2008 

All versions of SQL Server 2005 and SQL Server 2008 are supported including the Express 

editions. It is strongly recommended that the optional Management Studio is installed for 

all the Express editions. 

AWB client applications may access an installed Enterprise System if they have an 

Enterprise license. Users will be able to check out a project for modification so long as they 

have the necessary permissions and later check the project back in to the system. If they are 

disconnected from the network for any reason they may check in a project at a later date. 

Libraries may be opened for copying data into projects or checked-out for modification. 

Administrators may upload non-enterprise projects into an Enterprise system and set up new 

projects with or without version control. 

10.21.7 New Features for the Report Designer 

Report wizard 

The report wizard allows the user to quickly create text column, text row, graph or diagram 

reports. The user can preview the report design as they proceed through each page the of the 

wizard. 
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Adobe PDF export 

All report types can be published in Adobe PDF (Portable Document Format) to file. The 

user can select either a quick publishing mode (using the current settings) or a normal mode 

allowing them to specify PDF generation settings. 

Report folder report type 

Report folder reports display one or more text column, text row, graph or diagram reports 

in a single report. When a report folder report is opened in print preview mode the page 

numbering is continuous from 1 to the total number of pages in the constituent reports. 

Pie charts 

A pie chart style has been added to the graph report type. The pie chart properties include: 

• Data label and value positioned either as: inner radial, inner horizontal or outer 

horizontal 

• Detailed data label and value properties (font, color, border, margins etcetera) 

 

• Detailed pie title properties (font, color, border, margins etc.) 

Panel editor 

The panel editor allows rapid editing of report element properties. When a report element is 

selected the panel editor is displayed with the element's properties. Changes to the element's 

properties are saved when a new report element is selected or the panel editor Apply button 

is selected. 

User queries 

Text column, text row and graph reports allow the user to select a standard query or specify 

their own custom query. The user query extends this facility to allow the user to create their 

own named pre-defined custom queries for a host application. The user queries are selected 
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by name in the report query selection controls in a similar manner to the standard queries. 

User queries can be exported for use by co-workers, with an import facility provided for 

import of exported queries. 

Design mode and reading mode 

A reading mode has been introduced. Selection of the Reading Mode option hides the 

outline tree and the panel editor and switches the report to read-only mode. In addition the 

menu bar and standard toolbars are hidden and a special reading mode toolbar displayed. 

The purpose of reading mode is to maximize the area of the screen available for the actual 

report display. 

Automatic selection of graph axis type 

When graph report data group variables are selected the associated axis type is switched to 

match the data type of the variable. For example if the variable data type is text the axis 

type will be switched to label, if the variable type is numeric the axis type will be switched 

to value. 

Filter Not operator added 

A Not operator has been added to the column filter in text column reports and the X, Y and 

X variables filters for data groups in graph reports. 

Filter Like automatic wildcard operator added 

A Like automatic wildcard operator has been added to the column filter in text column 

reports, the group and detail heading filter in text row reports and the X, Y and X variables 

filters for data groups in graph reports. This operator automatically adds % before and after 

the operand for the Like operator. 
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Show on First Page and Show on Last Page properties 

Show on First Page and Show on Last Page properties have been added to text boxes and 

pictures. Text boxes and pictures with this property will be shown on the specified page 

regardless of the Show On property (even, odd or all pages) 

Multiple selected diagram categories with category page ordering 

One or more diagram categories (up to the number available for the product) can be 

selected for a diagram report. In addition the category order can be specified for when the 

report is displayed in print preview mode. Previously only one or all categories could be 

selected and no page ordering was available. 

Go to page control added to the print preview toolbar 

A page number control has been added to the print preview toolbar allowing the user to 

enter a page number to skip to when in print preview mode. 

ANSI (Latin) or Unicode encoding for export to text file formats 

ANSI (Latin) or Unicode encoding can be specified explicitly when exporting to the various text 

formats. 

It can sometimes be necessary to specify the format when exporting to Excel in some locales. 

Report elements generated from a report template are now locked for editing 

Report elements generated from an applied report template are now locked to prevent 

editing. They are also displayed with a light blue shading. 

Improved status message display 

The status bar now alerts the user to new messages by displaying them in a temporary 

balloon to attract the user's attention. In addition the user can specify that a message beep is 

sounded when various message types are displayed. 
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Improved SQL query parsing 

The SQL query parsing has been improved so that tables names in complex queries are now 

recognized. This resolves a problem whereby data would not be generated for a SQL query 

by the host application. 

New Features for the SAP Portal 

The SAP Portal download functionality has been enhanced to facilitate the download of 

BOMs, including the associated PM assemblies through the functional location hierarchy. 

Users may now simply select the functional location hierarchy and connected equipment, 

location and material BOMs for download to AWB. 

In addition, the download of SAP operations to RCMCost tasks has been speeded up by 

introducing a Next button in the Maintenance Plan dialog used for download. This provides 

users with the facility of selecting a batch of SAP maintenance items within the location 

hierarchy for download rather than selecting them individually. Also users now have the 

option to download SAP operations to AWB tasks in one single action (all operations are 

download to each cause) and then delete inappropriate associations of tasks to causes from 

within the RCMCost module. 

New Features for the Maximo Portal 

The Maximo Portal has been substantially enhanced to allow the download of additional data 

types such as spares and tools and the upload of a greater variety of maintenance plan 

schemes. 

Master Data Download 

Users may now download failure causes as well as the problem codes within a failure class. 

This allows a more refined identification of work order failures in the Analytics tab and the 

ability to including failure causes when downloading asset information from Maximo into 

the RCMCost module of AWB. 
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Spares and BOMs may now also be downloaded together with equipment (tools). 

PM Upload 

The PM Upload tab of the MAXIMO Portal now enables users to upload PMs using one of 

the following upload schemes: 

• Map RCMCost task to Maximo job task 

• Map RCMCost task to Maximo route stop 

• Map RCMCost task to Maximo job sequence 

Users may also upload a PM hierarchy and populate Maximo job tasks using the notes 

fields of a RCMCost task. 

Task Library 

The task library facility allows users to build libraries of common tasks and search, filter and 

copy these tasks into RCMCost causes and AvSim failure models. Library tasks may be 

filtered using the RCMCost location and AvSim failure model hierarchy structures. 

Alternatively they may be filtered using the task group and task group type hierarchical 

structure. 

A task library is similar in concept to any other Availability Workbench library. You may 

build a task library simply by adding tasks to RCMCost causes or AvSim failure models in 

the normal way (by adding tasks using the Maintenance tab of the Cause Properties or 

Failure Model Properties dialogs). Existing projects may also be attached as libraries and 

all the defined tasks will be available to copy into the current project. 

Library tasks may be copied to an existing project by selecting the Copy Tasks From 

Library button in the Maintenance tab of the Cause Properties or Failure Model 

Properties dialogs. You may also copy tasks from within the current project rather than 

from an attached library. When tasks are copied from an attached library the associated 

resources (labor, equipment and spares) are also copied across if they do not already exist in 

the project. 
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Automatic Selection of Weibull Distributions 

A new analysis option has been added to the Weibull module for automatically determining 

the 'best fit' distribution for the data items associated with the Weibull set. AWB will perform 

a parameter fit for all the available distributions and select the distribution and associated 

parameters that provide the smallest goodness of fit indicator. 

AWB calculates the goodness of fit indicator using the following expression 

 

 

 

where  and  are the fitted unreliability values and estimated unreliability point values 

respectively. N is the total number of points plotted. 

10.21.8 New Process Reliability Module 

A new Process Reliability module has been added to Availability Workbench. The module 

allows users to analyze daily production data using Weibull analysis plots. These plots 

identify systematic and reliability losses by recognizing trends in the production data. 

Nameplate production ratings may be specified (similar to concepts originating from six-

sigma methodology) and compared with demonstrated production data. Losses can therefore 

be identified for corrective action. 

The Process Reliability module allows production data to be compared from different plants 

or different time periods. Production data may also be transferred from simulated 

production profiles created from within the AvSim module. This allows production data 

from potential plant improvements to be compared with existing production data. 
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New Features for the DLL 

The AWB Dynamic Link Library (DLL) has been extended to provide the functionality to 

analyze project data programmatically. This allows programmers to build or modify an 

AWB project, request AWB to analyze the project, and then display or save the analysis 

results. The analysis functionality applies to RCMCost system simulations and task or task 

group optimizations. It also provides the functionality to perform AvSim simulations, 

Weibull, Process Reliability and LCC analyses. Methods are also provided for providing 

progress messages during simulations. 

10.21.9 New Features for Version 2.1 

New Features for Version 2.1 Overview 

Spares Optimization for RCMCost Module 

A spares optimization facility has now been added to the RCMCost module. Users may now 

request the program to simulate and compare costs for different spares holding levels. The 

cost of spare storage is weighed against the cost of spare supply delays to provide a 

recommendation for the optimum spare holding. Users may also request the recommended 

spare holding policy to meet an unavailability target. 

Plugins 

If you are licensed to use the new Plugins facility you will be able to create programmable 

plugins that read, analyze and modify data from the current AWB project. Plugins may be 

used to create specialized reports, perform specialized operations or conversions, modify 

project data and call external libraries or processes. A plugin may be exported for use by 

other users. 

Advances in the DLL (API) 

The Dynamic Link Library facility now provides the functionality to access Enterprise System 

projects. 
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Users can also build URL strings identifying individual objects within an AWB project. 

Excel/Access 2007 

Excel/Access 2007 file formats are now supported together with 2003 versions. 

Project Comparison Plots 

Project comparison plots are now available in both the RCMCost and AvSim modules. 

Simulated system costs may be compared for different projects simply by attaching 

multiple projects using the Library facility. 

RWB Project Conversion 

RWB project files may now be imported into AWB. Conversions between model 

formats are made automatically. 

Project Tree Diagram Reports 

A diagram of the current project tree may now be displayed in a diagram report. 

Diagram reports are automatically paginated. 

SAP Portal Enhancement 

The SAP Portal has been enhanced to allow the upload of user-specified maintenance plan 

categories for maintenance and service orders. New download filter options have also been 

added. 

Maximo Portal Enhancement 

The efficiency of the Maximo Portal download facility has been enhanced and new filters 

provided for functional location downloads. 

Enterprise Project Differencing 
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The Isograph Enterprise System now provides a powerful project differencing facility that 

allows a user to display and report the differences between two or more selected project 

versions. 

Enterprise Reporting 

Enterprise users may now produce reports listing project, library and version data. 

Other Changes… 

• License dialogs are no longer displayed when using AWB as an assembly (DLL) 

• Setting a safety, operational or environmental target to zero now removes the 

requirement to meet the target from optimization calculations 

• Safety, criticality and environmental target lines may now be removed from 

optimization plots 

• SAP portal uploads of functional locations now allow the upload of a non-

existing function to an existing function 

• Hyperlink browse file filters now include Office 2007 extensions 

• A remove input option has been added to the diagram menu for fault tree diagrams 

• GUID fields have been added for all primary objects 

• Ctrl+S shortcut key added for Save Project menu option 

• Portal download of work orders to Weibull sets now allows new items to be 

added to existing Weibull sets 

• Weibull eta values for tasks now also populate the task duration field to ensure 

consistency in calculations 

• Enterprise menu options have been extended to allow better local save control. 

Users may now view previous versions of an enterprise project. Project names are now 

displayed in the main window header rather than the ID. 
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10.21.10 Licensing 

Overview of Licensing 

If you have purchased a copy of Availability Workbench (or are evaluating Availability 

Workbench) you will receive an Entitlement Certificate by email containing your 

Activation ID. Depending on the license type you have requested, this Activation ID will 

either activate a standalone Availability Workbench license or activate a 'floating' license on 

a license server. The 'floating' license option allows one or more users (depending on how 

many copies you have purchased) on one or more client machines to obtain an Availability 

Workbench license from the license server. 

The Activation ID is entered in either the Availability Workbench program itself (for a 

standalone license) or in the License Server Activation program (for a license server 

license). The license is activated by connecting via the Internet to the Isograph License 

Activation Service. If an Internet connection is not available the license is activated by 

sending a request file to Isograph by email and then processing a response file received by 

a return email. 

Note that activation over the Internet requires port 80 to be open in your firewall. 

The license information is held on the local file system of the standalone or license server 

machine. The location where this is held is called Trusted Storage. This term is not 

normally of interest to the user, but you may see it displayed in status information. 

Availability Workbench may also be licensed using a hardware key. Hardware keys can only 

license the program in standalone mode. If you have purchased a hardware key then you 

simply need to plug the key into a USB port on your computer and set the license type to 

Hardware key in the License Configuration dialog within the Availability Workbench 

program. 
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Demonstration Mode 

Availability Workbench will run in demonstration mode unless you are licensed to run an 

unrestricted version of the software. 

When running in demonstration mode the user is strictly limited in the number of objects 

that may be analyzed in a project (limits are displayed in the About Availability 

Workbench dialog). Each session is limited to 4 hours and users are prevented from saving 

or exporting data. 

However, if you have purchased an Availability Workbench license you should proceed to 

the License Configuration dialog by selecting the Tools, License Configuration pull-

down menu option. If the Demonstration dialog is currently displayed you may proceed 

directly to this dialog by selecting the License button. Once you are licensed for a 

particular module, the restrictions for that module will be removed. 

If the demonstration mode is too restrictive for you to evaluate the software sufficiently, 

you may apply for a time-limited evaluation license by contacting Isograph at 

license@isograph.com (USA) or licence@isograph.com (Rest of the world). 

License Configuration 

You may set your license configuration using the License Configuration dialog. This 

dialog is accessed by selecting the Tools, License Configuration pull-down menu option 

or by selecting the License button in the Demonstration dialog. 

License Type 

There are three license types available. These types are: 

• Standalone 

• Server 

• Hardware key 

• Server (No trusted storage service) 
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The Standalone and Server license types use software protection methods to restrict the 

number of users of any Availability Workbench (AWB) module according to the license 

you have purchased. The Hardware key type uses a USB hardware device (commonly 

known as a dongle) to provide protection. Select the license type you have purchased. Then 

follow the instructions below according to your license type. 

Select the Server (No trusted storage service) option if you have installed the Availability 

Workbench client using the ‗no trusted storage service‘ installation. This installation does not 

install the service that supports standalone licenses stored in local trusted storage. Selecting 

this mode prevents the checks for Availability Workbench standalone licenses from running. 

Note also that when operating in this mode the borrowing functionality is disabled. 

Activating a Standalone License 

Before activating a standalone license you will need your Activation ID. This identifier is 

sent to you (normally by email) after you have purchased a license. You can then activate 

the standalone license from within the AWB program by selecting the Standalone license 

type and then selecting the Activate button in the License Configuration dialog. The 

Application License Activation dialog will then appear. 

Activating using the Web (Recommended) 

If your computer is connected to the Web you can simply copy your Activation ID to 

the appropriate field and select the Activate button. AWB will then automatically update 

your license. You can then exit the license dialogs. You will need to exit and re-start 

AWB for the existing restrictions to be removed. 

Note that activation over the Internet requires port 80 to be open in your firewall. 

Activating using Files 

If your computer is not connected to the Web you can obtain the license using files. To do 

this select the File sub-tab underneath the Activate License tab of the Application License 



< Network Security Risk Management> 
 
 

 
164 

 

 

Activation dialog. First you will need to send Isograph a request file. To do this use the 

Browse button opposite the Request file field to specify a suitable file location and name for 

the file to be created. Then select the Generate button. AWB will then create the file in the 

location you specified. Send this file to Isograph. Once this file is received by Isograph we 

will return a response file. Copy this file to your computer and then use the Browse button 

opposite the Response file field to specify the file's name and location. Then select the 

Process button. AWB will then update your license. You can then exit the license dialogs. 

You will need to exit and re-start AWB for the existing restrictions to be removed. 

Activating using Short Codes 

If your computer is not connected to the Web and you are not allowed to remove files from 

your system then you can obtain the license using the short code method. To do this select 

the Short Code sub-tab underneath the Activate License tab of the Application License 

Activation dialog. If you have requested activation by short code from Isograph you will 

have received an ASR file in addition to your Activation ID. First copy this file to your 

system and then select the ASR file Browse button to select this file. Next select the 

Generate button to generate the Short Code. Send this Short Code by e-mail to Isograph. 

You will receive a Response Code by return e-mail. Copy this code to the Response code 

text box. Select the Process button to activate the license. The status of the activation 

process will be displayed in the lower status area. You can then exit the license dialogs. 

You will need to exit and re-start AWB for the existing restrictions to be removed. 

Connecting to an Existing License Server 

If you already have a license server installed on the network then you can connect to the 

server by providing the host name or IP address of the server. 

To connect to a license server first select the Server license type. Then type in the host name 

or IP address of the server into the appropriate field in the License Configuration dialog. If 

the default port is not being used for the connection un-check the Use default port check box 

and specify the port number in the appropriate field. 
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Then select OK to exit the license dialog. You will need to exit and re-start AWB for 

the existing restrictions to be removed. 

Returning a Standalone License 

You may return a standalone license and reactivate the license (using the same 

Activation ID) on a different machine so long as your license agreement permits you to 

do this. 

Note: Your license agreement restricts the number of times you can return a license 

in a year. Returning a Standalone License using the Web (Recommended) 

If your computer is connected to the Web you can return a license by selecting the Return 

button in the License Configuration dialog. The Application License Activation dialog 

will then appear. Simply select the license to be returned and then select the Return button. 

Availability Workbench will automatically shut-down 30 minutes after returning a license 

so you should first save your project data. 

Returning a Standalone License using Files 

If your computer is not connected to the Web you can return a license using files. To do this 

select the File sub-tab underneath the Return License tab of the Application License 

Activation dialog. First you will need to send Isograph a request file. To do this use the 

Browse button opposite the Request file field to specify a suitable file location and name for 

the file to be created. Then select the Generate button. AWB will then create the file in the 

location you specified. Send this file to Isograph. Once this file is received by Isograph we 

will return a response file. Copy this file to your computer and then use the Browse button 

opposite the Response file field to specify the file name and location. Then select the 

Process button. AWB will then return your license. Availability Workbench will 

automatically shut-down 30 minutes after returning a license so you should save your project 

data before returning a license. 
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Returning a Standalone License using Short Codes 

If you have activated a license using the short code method then it must be returned using the 

short code return method. To do this select the Short Code sub-tab underneath the Return 

License tab of the Application License Activation dialog. Select a single license to return 

from the list view. Next select the Browse button select the ASR file received when you 

activated the license. Select the Generate button to generate the Short Code in the Short 

code text box. Send this Short Code by e-mail to license@isograph.com. You will receive a 

Response Code by return e-mail. Copy this code to the Response code text box. Select the 

Process button to de-activate the license. The status of the de-activation process will be 

displayed in the lower status area. 

Repairing a Standalone License 

It is unlikely that you should ever need to repair a license. However, in rare circumstances 

this may be necessary. 

Repairing a Standalone License using the Web (Recommended) 

If your computer is connected to the Web you can repair a license by selecting the Repair 

button in the License Configuration dialog. The Application License Activation dialog 

will then appear. Simply select the license to be repaired and then select the Repair button. 

Repairing a Standalone License using Files 

If your computer is not connected to the Web you can repair a license using files. To do this 

select the File sub-tab underneath the Repair License tab of the Application License 

Activation dialog. First you will need to send Isograph a request file. To do this use the 

Browse button opposite the Request file field to specify a suitable file location and name for 

the file to be created. Then select the Generate button. AWB will then create the file in the 

location you specified. Send this file to Isograph. Once this file is received by Isograph we 

will return a response file. Copy this file to your computer and then use the Browse button 
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opposite the Response file field to specify the file name and location. Then select the 

Process button. AWB will then repair your license. 

Repairing a Standalone License using Short Codes 

If you have activated a license using the short code method then it must be repaired using the 

short code repair method. To do this select the Short Code sub-tab underneath the Repair 

License tab of the Application License Activation dialog. Select the license to repair from 

the list view. Next select the Browse button select the ASR file received when you activated 

the license. Select the Generate button to generate the Short Code in the Short code text 

box. Send this Short Code by e-mail to license@isograph.com. You will receive a Response 

Code by return e-mail. Copy this code to the Response code text box. Select the Process 

button to repair the license. The status of the repair process will be displayed in the lower 

status area. 

Borrowing a Server License 

Note: Your license agreement may restrict your borrowing capabilities. 

You may borrow licenses if you have a server license and your license agreement permits 

borrowing. A borrowed license acts like a standalone license and allows users to run 

Availability Workbench whilst disconnected from the network. Licenses are borrowed for a 

period of time. Once the borrowing period expires the borrowed license will be automatically 

returned to the license server. Borrowed licenses may be returned to the license server before 

the automatic expiration date if required. 

To borrow a license you must first ensure that you are connected to an existing license 

server. Instructions on how to do this are given above. Then select the Borrow button in the 

License Configuration dialog. The License Borrowing dialog will then appear. To borrow 

a license enter your server license Activation ID in the appropriate field, specify the 

borrowing expiration date and then select the Borrow button. If you wish to return a 

borrowed license before the expiration date select the Return button in the Server license 
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location area of the License Configuration dialog. Then select the license you wish to 

return from the list followed by selection of the Return button. 

After borrowing a license you will need to exit and restart the program for the license 

to become effective. 

When using borrowed licenses you should not change the license type or the license 

server settings. Availability Workbench will automatically recognize the borrowed 

license even if your computer is not connected to the license server. 

Using the Application Configuration File to Specify the License Configuration 

The License DisableUserSettings value must be set to True in the Availability 

Workbench configuration file Availability Workbench.exe.config as an application 

setting if you wish to prevent a user from specifying the license type and connection strings 

from within the  

License Configuration Dialog: 

<applicationSettings> 

<AvailabilityWorkbench.Properties.Settings> 

<setting name="LicenseDisableUserSettings" 

serializeAs="String"> <value>True</value> 

</setting> 

<setting name="LicenseServerHostNameOrIPAddress" 

serializeAs="String"> <value /> 

</setting> 

<setting name="LicenseServerPortNumber" 

serializeAs="String"> <value /> 
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</setting> 

<setting name="License Use DefaultPortNumber" 

serializeAs="String"> <value>True</value> 

</setting> 

<setting name="LicenseType" serializeAs="String"> 

Availability Workbench 2.1 

<value>Server</value> 

</setting> 

</AvailabilityWorkbench.Properties.Settings> 

</applicationSettings> 

Checking Out Server Licenses 

If your license configuration indicates a Server license type then Availability Workbench 

(AWB) will display the License Check-Out dialog on program start-up. This dialog 

displays the licenses available for your use during a program session. 

Licenses 

You can check-out the licenses you wish to use by selecting the appropriate licenses in the 

Licenses list. Once you have checked-out a license it will not be available for use by 

another user. Licenses will be automatically returned to the license server on program 

termination. 

Licenses may be selected on a module basis. For example, let us suppose you have 

purchased 5 RCMCost module licenses, 3 AvSim module licenses and 3 Life Cycle Cost 

module licenses. If you check-out 1 RCMCost license and 1 AvSim license then 4 

RCMCost, 2 AvSim and 3 Life Cycle Cost licenses will remain available to other users. 
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Users 

Selection of the Users button in the License Check-Out dialog will reveal the User 

Information dialog. 

This dialog displays information on which users have checked-out licenses from the license 

server. 

License Information 

Selection of the License Info button in the License Check-Out dialog will reveal the 

License Information dialog. This dialog displays information about the available licenses 

on the license server. 

License Server Activation 

You may activate and return server licenses by selecting Availability Workbench, 

License Server Activation from the Windows Start menu. The License Server 

Activation dialog will then appear. 

Activating a Server License 

Before activating a server license you will need your Activation ID. This identifier is 

sent to you (normally by email) after you have purchased a license. You can then activate 

the server license by selecting the Activate License tab in the License Server 

Activation dialog. 

Activating using the Web (Recommended) 

If your computer is connected to the Web you can simply copy your Activation ID to the 

appropriate field and select the Activate button. Your license will then be automatically 

updated. You can then exit the License Server Activation dialog. 

Note that activation over the Internet requires port 80 to be open in your firewall. 
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Activating using Files 

If your computer is not connected to the Web you can obtain the license using files. To do 

this select the File sub-tab underneath the Activate License tab of the License Server 

Activation dialog. First you will need to send Isograph a request file. To do this use the 

Browse button opposite the Request file field to specify a suitable file location and name 

for the file to be created. Then select the Generate button. The file will then be created in 

the location you specified. Send this file to Isograph. Once this file is received by Isograph 

we will return a response file. Copy this file to your computer and then use the Browse 

button opposite the Response file field to specify the file's name and location. Then select 

the Process button. The server license will then be updated. You can then exit the License 

Server Activation dialog. 

Starting the License Server 

After activating your server license you must start up the Availability Workbench license 

server. Availability Workbench users will not be able to access activated server licenses until 

the license server has been started. To start-up the license server select Availability 

Workbench, License Manager from the Windows Start menu. The LMTOOLS dialog will 

appear. Navigate to the Start/Stop/Reread tab and select the Start Server button. 

Returning a Server License 

You may return a server license and reactivate the license (using the same Activation ID) on 

a different machine so long as your license agreement permits you to do this. 

Note: Your license agreement restricts the number of times you can return a license in a 

year. 

Before returning a license you must first stop the license server if it is running. To stop 

the license server select Availability Workbench, License Manager from the 

Windows Start menu. The LMTOOLS dialog will appear. Navigate to the 

Start/Stop/Reread tab and select the Stop Server button. You will then need to access 
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the License Server Activation dialog by selecting Availability Workbench, License 

Server Activation from the Windows Start menu. 

Returning a Server License using the Web (Recommended) 

If your computer is connected to the Web you can return a license by navigating to the 

Return License tab in the License Server Activation dialog. Then select the license to be 

returned in the list before selecting the Return button. 

Returning a Server License using Files 

If your computer is not connected to the Web you can return a license using files. To do 

this select the File sub-tab underneath the Return License tab of the License Server 

Activation dialog. First you will need to send Isograph a request file. To do this use the 

Browse button opposite the Request file field to specify a suitable file location and name 

for the file to be created. Then select the Generate button. The file will then be created in 

the location you specified. Send this file to Isograph. Once this file is received by Isograph 

we will return a response file. Copy this file to your computer and then use the Browse 

button opposite the Response file field to specify the file name and location. Then select 

the Process button. The license will then be returned. 

Repairing a Server License 

It is unlikely that you should ever need to repair a license. However, in rare circumstances 

this may be necessary. 

Repairing a Server License using the Web (Recommended) 

If your computer is connected to the Web you can return a license by navigating to the 

Repair License tab in the License Server Activation dialog. Then select the license to be 

repaired in the list before selecting the Repair button. 

Repairing a Server License using Files 
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If your computer is not connected to the Web you can repair a license using files. To do 

this select the File sub-tab underneath the Repair License tab of the License Server 

Activation dialog. First you will need to send Isograph a request file. To do this use the 

Browse button opposite the Request file field to specify a suitable file location and name 

for the file to be created. Then select the Generate button. The file will then be created in 

the location you specified. Send this file to Isograph. Once this file is received by Isograph 

we will return a response file. Copy this file to your computer and then use the Browse 

button opposite the Response file field to specify the file name and location. Then select 

the Process button. The license will then be repaired. 

10.22 Evaluation and Assessment 

In most organizations, the network itself will continually be expanded and updated, its 

components changed, and its software applications replaced or updated with newer versions. In 

addition, personnel changes will occur and security policies are likely to change over time. 

These changes mean that new risks will surface and risks previously mitigated may again 

become a concern. Thus, the risk management process is ongoing and evolving. This section 

emphasizes the good practice and need for an ongoing risk evaluation and assessment and the 

factors that will lead to a successful risk management program. 

10.22.1 Good Security Practice 

The risk assessment process is usually repeated at least every 3 years for federal agencies, as 

mandated by OMB Circular A-130. However, risk management should be conducted and 

integrated in the SDLC for IT systems, not because it is required by law or regulation, but 

because it is a good practice and supports the organization‘s business objectives or mission. 

There should be a specific schedule for assessing and mitigating mission risks, but the 

periodically performed process should also be flexible enough to allow changes where 

warranted, such as major changes to the IT system and processing environment due to changes 

resulting from policies and new technologies. 
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10.2.2 KEYS FOR SUCCESS 

A successful risk management program will rely on (1) senior management‘s 

commitment; (2) the full support and participation of the IT team; (3) the competence of 

the risk assessment team, which must have the expertise to apply the risk assessment 

methodology to a specific site and system, identify mission risks, and provide cost-

effective safeguards that meet the needs of the organization; (4) the awareness and 

cooperation of members of the user community, who must follow procedures and 

comply with the implemented controls to safeguard the mission of their organization; 

and (5) an ongoing evaluation and assessment of the IT-related mission risks. 
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